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ABSTRACT

Wireless ad hoc network are more vulnerable to the security attacks. The nature and structure of
wireless ad hoc network makes it very attractive to attackers, because there is no fixed infrastructure
and administrative approach in it. “Sinkhole attack” is one of the severe attacks in this type of
network; this makes trustable nodes to malicious nodes that result in loss of secure information. This
focuses on sinkhole attacks on routing protocols such as DSR, AODV. To overcome the problems
occur due to sinkhole we discuss About Security-aware routing (SAR) which helps to reduce the
impact of such attack. Due to security vulnerabilities of the routing protocols, however, wireless ad
hoc networks may be unprotected against attacks by the malicious nodes. In this paper we discuss the

behaviour of DSR protocol under normal and sinkhole attack by analysing different parameters.
Keywords: AODV, DSR, IDS, MANET, PDR, SAR

1 INTRODUCTION

Mobile Ad-hoc Network (MANET) is a kind of wireless network which has no infrastructure and is a
self configuring wireless network of mobile nodes, each node on the MANET will act like a router
which forwards the packets. Due to these properties MANET is vulnerable to attacks. Mobile ad hoc
networks are open to a wide range of attacks due to their unique characteristics like open medium,
dynamically changing topology, absence of infrastructure, resource constraint (memory, bandwidth,
computation power etc.) and trust among nodes. an ad hoc node in MANET operates as not only end
terminal but also as an intermediate router. Data packets sent by a source node may be reached to
destination node via a number of intermediate nodes. Thus, multi-hop scenario occurs. . In the
absence of a security mechanism, it is easy for an attacker to insert, intercept or modify the messages.
This means that unprotected MANETS are vulnerable to many attacks such as wormhole attack, black

hole attack including node impersonation, message injection, loss of confidentiality etc. Another issue
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in mobile ad hoc networks is that the nodes are resource constraint. Nodes are totally dependent on
battery power and have limited memory and bandwidth. Therefore, security requirements such as
authentication, integrity, availability, confidentiality, and non-reputation should be guaranteed during
the communication between source and destination. Ad hoc network might consist of several home-
computing devices, including laptops, cellular phones, and so on. Each node will be able to
communicate directly with any other node that resides within its transmission range. For

communication nodes are reley on other nodes.

I ANALYSIS DEFINITIONS

2.1 PDR: Packet Delivery Ratio (PDR): is the ratio between the number of packets transmitted by a
traffic source and the number of packets received by a traffic sink. It measures the loss rate as seen by
transport protocols and as such, it characterizes both the correctness and efficiency of ad hoc routing
protocols. A high packet delivery ratio is desired in any network.

2.2 End To End Delay: The packet End-to-End delay is the average time that a packet takes to
traverse the network. This is the time from the generation of the packet in the sender up to its
reception at the destination’s application layer and it is measured in seconds. It therefore includes all
the delays in the network such as buffer queues, transmission time and delays induced by routing
activities and MAC control exchanges.

2.3 DSR Overhead:

Routing Overhead is the number of routing packets required for network communication. Routing Overhead is

calculated using awk script which processes the trace file and produces the result.

2.4 Throughput: It is the ratio of the total amount of data that reaches a receiver from a sender to the
time it takes for the receiver to get the last packet. When comparing the routing throughput by each of
the protocols, DSR has the high throughput. It measures of effectiveness of a routing protocol.

11l IMPLEMENTATION STRATEGIES
Implementation Strategy: Implementation Strategy is summarized as follow:

The DSR protocol uses the a) RREQ message to send request and uses the b) RREP message to reply,
then when it has a valid route c) sends data to desired destination. In case of an error accurse d) RERR
message will be sent. The arrows in a), b) and d) describe the sending of routing packets and their

complexity related to the overhead on the network.
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a) RREQ: Node [A] propagates a route request to Node [G]

Node [A] wants to send data to destination node [G], but it has no route yet! So it starts a route
request discovery. Additionally, | assume that all intermediate nodes have no valid route - in their
route cache table - to destination node [G]. Blue arrow represents the actual broadcast of RREQ

packet, black arrow represents the old process of RREQ broadcast.
Step 1

Figure 3.1 DSR RREQ propagation In step 1, node [A] broadcasts a RREQ packet (blue arrow) to
destination node [G] and appends its own address in the route record field on the packet header. The
RREQ packet is received by all nodes within the transmission range of the initiator node (node [A]).
The RREQ packets arrive at node[C] and node [B].
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Fig 3.1 DSR RREQ propagation step

In step 1, node [A] broadcasts a RREQ packet (blue arrow) to destination node [G] and appends its
own address in the route record field on the packet header. The RREQ packet is received by all nodes
within the transmission range of the initiator node. The RREQ packets arrive at node[C] and node [B].

Fig 3.2 DSR RREQ propagation step2

In step 2, node [C] and node [B] rebroadcast the RREQ packet and appends their own addresses in the
route record field. RREQ packet is received by all nodes within the transmission range of node [B]
and node [C]. The RREQ packets from node [B] arrive at nodes [A and C] and from node [C] is
received by nodes [A, B, D and E]. Node [A] ignores these RREQ packets, as it is the initiator of the
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packet respectively it finds its own address in the route record field. Node [B] and node [C] ignore the
RREQ packets from each other as well. These RREQs have been already processed (i.e. old RREQ).
Nodes [D and E] received the RREQ packet from node [C].

Fig 3.3 DSR RREQ propagation step3

The step 3 the RREQ packet is rebroadcast by node [D] and node [E] after they have appended their
own address in the route record field. Duplicate and old RREQ packets are ignored by nodes [C, D
and E]. Node [F] receives the RREQ packet from node [E].

Step 4 .

Fig 3.4 DSR RREQ propagation step4

In step 4, node [F] appends its own address in the route record field and rebroadcasts the RREQ
packet. Node [E] ignored this RREQ packet from node [F] as it is an old one. Node [G] receives the
RREQ packet from node [F].

Now, the RREQ packet arrives at the destination node [G]. Then node [G] replies with a RREP packet
to the initiator node [A]. The RREQ packet arrives its destination via nodes [C, E and F]

b) RREP: Node [G] sends a route reply to Node [A]

I assume that destination node [G] has no other route in its route cache table. It sends the RREP

packet via the reverse path as an unicast packet.
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Fig3.5 DSR RREP stepl

In step 1, the node [G] sends the RREP packet to the node [F]. RREP packet includes the traversed
path by RREQ packets.
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Fig3.6 DSR RREP step2

In step 2, node [F] checks if it the destination for this RREP packet. Otherwise, it forwards the RREP

to the next hop on the source route field (i.e. node [E]).
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Fig3.7 DSR RREP step3

In step 3, it is similar to step 2. Node [E] forwards the packet to node [C].
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Fig 3.8 DSR RREP step 4

In step 4, the packets are processed as in step 2. Node [C] forwards the RREP packet to next node [A].
Whenever a node receives a RREQ or RREP packet, it adds all usable routing information from the

packet in its route cache table.

Now, node [A] has a valid route to node [G] via: A [] C [ E []F [] Gnd can start to transmit its data

packets.

c) Send data: node[A] sends data to node[G]

........................................................................................

Fig 3.9 DSR send data

Whenever a node receives a data packet, it acknowledges the reception by sending an ACK to the
source (previous) node. I assume that “at least” one of the nodes over this discovered path has moved
out of the transmitting range of its previous node, during an active session. Now, | have a broken link
between these two nodes. In such case, the previous node will send back a RERR packet to the source

(initiator) node as unicast packet.

d) RERR: link between node [E] and node [F] is broken
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Fig 3.10 DSR link broken

In step 1, node [F] moves out of the transition range of node [E]. So, if node [E] forwards a data
packet to node [F], it does not receive any ACK message. After some tries, it considers this link as a

broken link and node [F] no more reachable through this path.
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Fig. 3.11 DSR RERR

In step 2, node [E] generates an RERR, puts the previous node [C] as next hop and sends it back to the
source node [A] as an unicast packet.

(Stepd

/\/

Fig 3.12 DSR RERR

In step 3, node [C] forwards the RERR to node [A]. Then, node [A] updates its route table, and if the
session is still active and if there is another valid route to destination in its route table, node [A] uses

this route, otherwise it starts a new route discovery process. If the nodes [D and B] receive the RERR
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packet, they update their route cache table, but they do not forward the packet, insofar it does not
address them. Whenever a node receives an RERR packet, it deletes all route entries in its route cache
table, which includes this broken link.

IV RESULTS

Simulation Parameters For DSR

Simulator Ns-2 (Version 2.32)

Simulation Time 100 (s)

Number of mobile nodes 20

Topology 700 * 700 (m)

Routing Protocol DSR

Traffic CBR (constant bit rate)

Pause Time 10ms

Max Speed 0,1,2,3,4
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4.3 PDR Normal vs PDR Sinkhole 4.4 E2E Delay Normal vs E2E Dealy Sinkhole

4.5 DSR Overhead normal vs sinkhole 4.6 ThroughPut Normal vs ThroughPut
Sinkhole

V CONCLUSION

According to post process simulation result we compare the effect on mobile adhoc network under
normal and sinkhole attack with DSR protocol. And conclude that as per the comparison the
performance of the MANET is degraded.

With Normal With Sinkhole
Parameter Protocol o
Condition Attack
Packet Delivery Ratio (PDR DSR High Low
End To End Delay DSR Low High
DSR Overhead: DSR Low High
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Throughput DSR High Low
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