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ABSTRACT  

Nowadays privacy is a primitive challenge for any outsourced data over group members or any networks in this 

connection Encryption is used in a communication system to secure information in the transmitted messages 

from anyone other than the well-intended receiver. The goal is to allow a central broadcast site to broadcast 

secure transmissions to an arbitrary set of recipients while minimizing key management related transmissions. 

In order to perform the encryption and decryption, both i.e. (encryption and decryption) keys should be matched 

at both end i.e. receiver and sender. As our presented systems stated that broadcast encryption (BE) is 

obligatory for secure data outsourcing over a group and Group key agreement (GKA) protocol let’s create a 

confidential channel among group members but due to lack of key management and group member revocation 

is a still challenging issues. To overcome the challenges over presented system we proposed a Symmetric key 

broadcast encryption which leads the above issues effectively than our presented system. 

Keywords: Broadcast encryption; Group key agreement; Symmetric key broadcast encryption. 

 

I.INTRODUCTION 

Nowadays privacy is a primitive challenge for any outsourced data over group members or any networks there 

is an increasing demand of versatile cryptographic primitives to protect group communications and computation 

platforms let’s take some of the platforms like instant-messaging tools, collaborative computing, mobile ad hoc 

networks and social networks for above platforms of applications cryptographic primitives consenting a sender 

to firmly encrypt to any subgroup of the users of the services without trusting on providers. Broadcast 

Encryption (BE) is a well-studied simple intentional for secure group concerned infrastructures. It lets sender to 

firmly broadcast to any subgroup members though, a BE system profoundly be contingent on a effusively 

reliable key server who yields secret decryption keys for the group members and can read all the 

communications to any members. As a result of the augmented fame with group concerned infrastructures and 

protocols, group communication occurs in many different settings from network layer multicasting to 

application layer.  
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A broadcast scheme allocates keys to users so that given a subset of, the center can broadcast messages to all 

users following which all members of have a common key. A broadcast scheme is called resilient to a set if 

for every subset that does not intersect with, no eavesdropper, that has all secrets associated with members 

of, can obtain “knowledge” of the secret common to Knowledge here can have two different interpretations. 

The secret common to has some a-priori distribution (usually the uniform distribution) and given the keys of 

and the message transmitted by the center the conditional distribution of the secret is not changed. This is 

the “information-theoretic” definition of security. 

Regardless of the security services, underlying environment are necessary to provide communication privacy 

and integrity. While peer-to-peer security is a mature and well developed field, the secure group communication 

remains relatively unexplored. Contrary to a common initial impression, secure group communication is not a 

simple extension of secure two-party communication. There are two important differences. First, protocol 

efficiency is of greater concern due to the number of participants and distances among them. The second 

difference is due to group dynamics. Communication between two-parties can be viewed as a discrete 

phenomenon. It starts, lasts for a while, and ends. Group communication is more complicated. It starts and the 

group members leave and join the group and there might not be a well-defined end. 

A group key agreement (GKA) is another well-understood cryptographic primitive to secure group oriented 

communications. A conventional GKA allows a group of members to form a common secret key via open 

networks. However, whenever a sender wants to send a message to a group, he must first join the group and run 

a GKAs protocol to share a secret key with the intended members. More recently, and to overcome this 

limitation, Wu et al. introduced asymmetric group key agreement, in which only a common group public key is 

negotiated and each group member holds there different decryption key. However, neither conventional 

symmetric group key agreement nor the newly introduced asymmetric GKA allow the sender to unilaterally 

exclude any particular member from reading the plain text. Hence, it is essential to find more flexible 

cryptographic primitives allowing dynamic broadcasts without a fully trusted dealer. Contributory Broadcast 

Encryption (CBE) primitive, which is a hybrid of GKA and BE. 

 

II.SYSTEM STUDY 

As part of our presented system Group key agreement (GKA) is another well-understood cryptographic 

primitive to secure group-oriented communications. A conventional GKA allows a group of members to 

establish a common secret key via open networks. However, whenever a sender wants to send a message to a 

group, he must first join the group and run a GKA protocol to share a secret key with the intended receivers. 

More recently, and to overcome this limitation, Wu et al. introduced asymmetric GKA, in which only a 

common group public key is negotiated and each group member holds a different decryption key. 

However, neither conventional symmetric GKA nor the newly introduced asymmetric GKA allow the sender to 

unilaterally exclude any particular member from reading the plaintext. Hence, it is essential to find more 

flexible cryptographic primitives allowing dynamic broadcasts without fully trusted providers. 
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Challenges with Existing System: 

The major challenges have been noticed under presented systems i.e. 

 Key management Issues 

 User Revocation Problem i.e. update the keys when users join or leave in network. 

 

2.1. Understanding of BE: 

Broadcast encryption is the cryptographic problem of delivering encrypted content over a broadcast channel in 

such a way that only qualified users can decrypt the content. The challenge arises from the requirement that the 

set of qualified users can change in each broadcast emission, and therefore revocation of individual users or user 

groups should be possible using broadcast transmissions, only, and without affecting any remaining users. As 

efficient revocation is the primary objective of broadcast encryption 

 

 

 

 

 

 

 

 

 

 

Fig 1.Message Broadcasting 

 

In the above figure we have navigated how securely transmit a message to all members of the privileged subset 

How broadcast encryption works? 

 

 

 

 

 

 

 

 

 

 

 

 

Fig 2.Broadcast encryption 

https://en.wikipedia.org/wiki/Cryptography
https://en.wikipedia.org/wiki/Encryption
https://en.wikipedia.org/wiki/Broadcasting
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Broadcast encryption [5] enables a broadcaster to transmit encrypted data to a set of users so that only a 

privileged subset of users can decrypt the data. A. Fiat [5] described a broadcaster encrypts messages and 

transmits these to a group of users who are listening to a broadcast channel and use their private keys to decrypt 

transmissions. Cecile described dynamic broadcast encryption scheme involves two authorities: a group 

manager and a broadcaster. The group controller’s grants new members access to the group by providing to each 

new member a public label lab and a decryption key dk. The generation of (lab, dk) is performed using a secret 

manager key.  

 

The broadcaster encrypts messages and transmits these to the whole group of users through the broadcast 

channel. In a public-key broadcast encryption scheme, the broadcaster does not hold any private information 

and encryption is performed with the help of a public group encryption key E(k)containing. When the 

broadcaster encrypts a message, some group members can be revoked temporarily from decrypting the 

broadcast content. 

 

III. PROPOSED SYSTEM 

In this paper we have proposed Symmetric key broadcast encryption (SKBE) which leads the above issues 

effectively than our presented system. 

 

Symmetric Key Broad Encryption 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Fig3. Symmetric Key Broad Encryption 
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The center pre-distributes secret information to the users. A broadcast takes place in a session. For each session: 

Some users are privileged and the rest are revoked. The actual message is encrypted once using a session key. 

The session key undergoes a number of separate encryptions. This determines the header. Only the privileged 

users are able to decrypt. A coalition of all the revoked users gets no information about the message. 

 

Subset cover schemes 

Identify a collection S consisting of subsets of users. Assign keys to each subset in S. To each user, assign 

secret information such that it is able to generate secret keys for each subset in S to which it belongs; and no 

more. During a broadcast, form a partition {S1, . . . ,Sh} of the set of privileged users with Si∈ S. The session 

key is encrypted using the keys for S1, . . . , Sh. Each privileged user can decrypt; no coalition of revoked users 

gains any information about the session key (or the message). 

 

3.1. Optimized Key Management 

The maintenance and the distribution of the keys (which involves re-keying also) for encryption/decryption is 

commonly called Group Key Management 

The major security concern in broadcasting is key management. Traditional group key agreement protocols [1]- 

[3] are based on the traditional public key cryptography and hence require public key infrastructure (PKI) to 

issue and manage the public key certificates, which suffers from key escrow problem. The protocols generally 

requires O (n) or O (log n2 ) communication rounds for n number of participants. The issue of key management 

can be simplified by ID-based cryptosystem which overcomes the burden of heavy public key certificate 

managements [4].  

In ID- based system user’s unique identifiers itself functioned as its public key and often requires an offline 

trusted authority for generating their private key. Existing key management systems are implemented with two 

approaches called group key management and key distribution system [6].Group key agreement allows a group 

of users to negotiate a common secret key via open networks [7]. Then any member can encrypt any 

confidential message with the shared secret key and only the group members can decrypt. BE scheme in the 

literature are classified into two categories: symmetric BE and public key BE. 

In the symmetric key setting, a common secret key is used for encryption and decryption. In broadcasting 

scenario, the broadcaster has to negotiate on a common shared secret key which involves a lot of 

communication among the different legitimate users, broadcast controllers and group controllers etc. In the 

public key setting, in addition to the secret keys for each user, the broadcaster also generates a public key for all 

the users. Conventional methods can avail the key pairs from the Private Key Generators (PKG) which suffers 

from key escrow problem. From the literature there exists taxonomy of key management schemes that can be 

used for secure group communication. 

Each membership change in the group requires re-keying and the group may be highly dynamic, the major 

challenge of group key management is how to assure re-keying using the minimum bandwidth overhead and 

without increasing the storage overhead. 
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3.2.Key Distribution 

This approach uses the centralized approach wherein usually a central authority who manages the entire 

multicast groups and its memberships. At the same time, the burden of managing the group of users is under the 

control of Group Controllers. The GC is responsible for the generation and distribution of identities to the group 

of users. Content is encrypted using a group key which is known to a group of users in many scenarios, When 

users leave or join the group, the group key must be changed and Prevent leaving members from decrypting 

content in the future ,Prevent joining members from decrypting previous content (backward secrecy) , O(n) 

messages. When a group member leave, GC (Group controller) must change the group key and inform all group 

members .The GC computes the key share and unicast to the BC. Upon receiving all the key shares from all 

valid groups, BC computes the final symmetric key. 

 

Some of the primitive Key properties: 

 

1. Collusion freedom requires that any set of unauthorized scrupulous users 

2. Key independence: a protocol is said key independent if a disclosure of a key does not compromise other 

keys. 

3. Minimal trust: the key management scheme should not place trust in a high number of entities. Otherwise, 

the effective deployment of the scheme would not be easy. 

 

3.3.User Revocation: 

User revocation means when a user leave from the group, such users are treated as revoked users, they are not 

supposed to broadcast the data over subset group members due to user revocation. 

 

User revocation can managed by following two methods 

1. Forward secrecy requires that the users who left the group should not have access to any future key. This 

ensures that a member cannot decrypt data after it leaves the group. To assure forward secrecy, a rekey of the 

group with a new Data Encryption Key (DEK) after each leave from the group is the ultimate solution. 

2. Backward secrecy requires that a new user that joins the session should not have access to any old key. This 

ensures that a member cannot decrypt data sent before it joins the group. To assure backward secrecy, a re-key 

of the group with a new DEK after each join to the group is the ultimate solution. 

 

IV.CONCLUSION 

In this paper, we formalized the Symmetric key broadcast encryption (SKBE). In SKBE, anyone can send secret 

messages to any subset of the group members, and the system does not require a trusted key server. Neither the 

change of the sender nor the dynamic choice of the intended receivers require extra rounds to negotiate group 

encryption/decryption keys. In this paper we have been analyzed broadcast encryption (BE) and its challenging 

issues as our proposed system we formalized the Symmetric key broadcast encryption which leads the above 

issues effectively than our presented system. 
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