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ABSTRACT

Wireless Sensor Networks (WSNs) and its application domains are gaining more importance in the current
scenario due to their flexibility, ease of deployment, self-adoptational ability of the environment and minimal of
their establishment cost. However, the growing demand of WSN applications has drastically increased the
secured infrastructure, which has become a critical issue. Hence, solutions are required to minimize the impact
of attackers on the application environment. In order to design such solutions, deep analysis of WSN is required
with respect to their base characteristics efficiency. Thus, this paper discusses on various elements of Wireless
Sensor Networks which contribute to the total security issues and how it is addressed. This paper also discuss
the implication of few of these solutions for future research directions to enable efficient and secure WSNs
Keywords:  Attacks on secrecy and authentication, layer wise attacks, security, security
requirements, Wireless Sensor Networks

I.INTRODUCTION

A Wireless Sensor Network is a group of specialized transducers with communications network infrastructures
for monitoring and recording conditions at diverse locations. Fig.1 shows the general diagram of WSN.
Potential applications of sensor networks include i) Industrial automation, ii) video surveillance iii) Traffic
monitoring iv) medical device monitoring v) Monitoring of wealth conditions vi) Air traffic control vii) Robot
control and in various applications used in military related services. Commonly monitored parameters are
temperature, humidity, pressure, wind direction, speed, illumination intensity, vibration intensity, sound

intensity, power-line voltage, chemical concentration, pollution levels and vital body functions.
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Figure 1. A general diagram of WSN
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I1.CHARACTERISTICS OF WSN

The fundamental characteristics of WSN depend on various aspects due to its architectural nature of applications
where it is deployed. Those are:

Large Scale: Geographical coverage of large area is required in general applications of WSNSs.

Limited Resources: Requirement in WSNs must be with low installation and operation cost necessitates that
sensor nodes should have simple hardware. Hence the operation and communication resources in WSNSs are
very limited. Every protocol must be designed taking into account limitations in processor capacity, memory
and radio communications.

Redundancy: Each event in the network is detected by the multiple sensor nodes because of the node
redundancy and therefore increases the amount of data to be transferred over it. To get rid of data redundancy,
clustering protocols may be used.

Security: WSN applications like military systems and medical monitoring systems are very sensitive in terms of

security. Due to the limited resources of sensor nodes, traditional security mechanisms cannot be used in WSNSs.

I11. SECURITY REQUIREMENTS AND SECURITY GOALS OF WSN

The security requirements of WSNs are mandate in data integrity, data confidentiality, data availability,
authentication [1] through which the WSNs can achieve the security goals such as secure localization, data
freshness, self-organization, time synchronization. Fig.2 shows the security requirements and goals of WSN.

3.1 Security requirements of WSN

3.1.1 Data Integrity: Data integrity ensures that the message transmitted in the sensor network will not be altered
during communication. A suspicious unauthorized node can cause the network to work improperly by disrupting
the message without letting its presence known to other nodes involved in communication. Thus, it is very
important to set message authentication code or cyclic codes to ensure data integrity. The mechanism should
ensure that no message can be altered by an entity as it traverses from the sender to the recipient.

3.1.2 Data Confidentiality: The security mechanism in WSN should ensure that no message in the network is
accessed by anyone except intended recipient. In a WSN, the issue of confidentiality should address the
following requirements [2]: (i) a sensor node should not allow its readings to be accessed by its neighbors unless
they are authorized to do so, (ii) key distribution mechanism should be extremely robust, (iii) public information
such as sensor identities, and public keys of the nodes should also be encrypted in certain cases to protect
against traffic analysis attacks. A sensor node should not rely on the data derived from the environment to its
neighbors. In addition routing data also be kept secret against malicious nodes because these nodes can exploit
data and reduce performance of network.

3.1.3 Data Availability: Availability denotes the capability of WSN in sustaining its service continuity even in
the presence of internal or external attacks such as a denial of service.

3.1.4 Authentication: It ensures that the communicating node is the one that it claims to be. Since WSNs use
public wireless environment they need authentication mechanisms to pick up messages and deceptive packets
that come from malicious nodes. Authentication mechanisms aid a node in verifying the identity of a node that it

is in contact with. An adversary can not only modify data packets but also can change a packet stream by
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injecting fabricated packets. It is, therefore, essential for a receiver to have a mechanism to verify that the
received packets have indeed come from the actual sender node. In case of communication between two nodes,
data authentication can be achieved through a message authentication code (MAC) computed from the shared
secret key. Transmitter and receiver can compute the verification code of all the messages sent by a common
hidden key.
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Figure 2. Security requirements and goals for WSNs

3.2 Security goals of WSN

3.2.1 Secure localization: It is very essential to locate the nodes accurately and automatically in a WSN in many
situations. If the location information of the sensor nodes is not secured properly a potentially adversary node
can easily generate and provide false location information by reporting false signal strength, The position of a
device is accurately computed from a series of known reference points in verifiable multi-alteration (VM)
technique which uses authenticated ranging and distance bounding to ensure accurate location of a node. An
attacking node can only increase its claimed distance from a reference point due to the use of distance
bounding,. The attacker would also have to prove that its distance from another reference point is shorter to
ensure location consistency. As it is not possible for the attacker to prove this, it is possible to detect the
attacker. [3].

3.2.2 Data Freshness: In WSN structures, it is possible that an attacker can retransmit the copy of old key as the
new key is being refreshed and propagated to all the nodes in the WSN. It is therefore important to check that
the data is new. A time-specific counter may be added to each packet to check the freshness of the packet. A
time-specific counter may be added to each packet to check the freshness of the packet.

3.2.3 Self-Organization: Each node in a WSN should be self-organizing and self-healing. The dynamic nature
of a WSN makes it sometimes impossible to deploy any pre-installed shared key mechanism among the nodes
and the base station [4]. The nodes in a WSN need to be self-organized by themselves for routing as well as to
carry out the key management[5] and for developing trust relations.

3.2.4 Time synchronization: Most of the applications in sensor networks require time synchronization. Any
security mechanism for WSN should also be time-synchronized. A collaborative WSN may require

synchronization among a group of sensors.
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IV. TYPES OF ATTACKS TOWARDS WSNS
WSNs are exposed to various types of attacks. These attacks can be usually classified into following types [6]:
(i) Passive attacks
(if) Active attacks.
In passive attacks, attackers are usually secret and intend to observe the message link to gather the data. In
active attacks, attackers affect the operations of the network. Network services may put down or terminates as a
result. The attack could be accomplished from inside, outside, or both, the network.
These attacks may affect the data with one of the following threat [7]

(i) Interruption: It is an attack on the network’s availability. It mainly cause system assets unavailable or
out of use.
(if) Interception: It is an attack on confidentiality. In this type of attack, attacker tries to compromise the
network to gain illicit access to the node or data store on it.
(iii) Modification: It is an attack on system’s integrity. In this type of attack the illicit party not only
accesses the data but also change the message content.
(iv) Fabrication: It is an attack on authentication. The attacker makes an inclusion of messages in the
network and consider as it is received from an unauthorized node.
4.1 Categories of attacks
Broad categories of these attacks are as follows
i) Attacks on secrecy and authentication: Standard cryptographic techniques can protect the secrecy and
authenticity of communication channels from outsider attacks
ii) Stealthy attack against service integrity: In this attack, the goal of the attacker is to make the network accept a
false data value. An attacker compromises a sensor node and injects a false data value through that sensor node.
iii) Attacks on network availability: these attacks are often referred to as denial-of-service (DoS) attacks. DoS
attacks may target any layer of a sensor network.
4.1.1  Attacks on secrecy and authentication
There are different types of attacks under this category
i) Node replication attack: In a node replication attack, an attacker attempts to add a node to an existing WSN by
replication (i.e. copying) the node identifier of an already existing node in the network [8]. A node replicated
and joined in the network in this manner can potentially cause severe disruption in message communication in
the WSN by corrupting and forwarding the packets in wrong routes.
ii) Attacks on privacy: Privacy preservation of sensitive data in a WSN is particularly a difficult challenge [9].
An adversary may gather seemingly innocuous data to derive sensitive information. if he knows how to
aggregate data collected from multiple sensor nodes. This is in analogy to the panda hunter problem, where the
hunter can accurately estimate the location of the panda by systematically monitoring the traffic [10]. The
privacy preservation in WSNs is even more challenging since these networks make large volumes of
information easily available through remote access mechanisms. Remote access allows a single adversary to

monitor multiple sites simultaneously [11].
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iii) Eavesdropping and Passive monitoring: This is most common and easiest form of attack on data privacy. If
the messages are not protected by cryptographic mechanisms, the adversary could easily understand the
contents. Packets containing control information in a WSN convey more information than accessible through the
location server

iv) Traffic analysis: In order to make an effective attack on privacy, eavesdropping should be combined with a
traffic analysis. Through an effective analysis of traffic, an adversary can identify some sensor nodes with
special roles and activities in a WSN[12]. For example, a sudden increase in message communication between
certain nodes signifies that those nodes have some specific activities and events to monitor. Deng et al have
demonstrated two types of attacks that can identify the base station in a WSN without even underrating the
contents of the packets being analyzed in traffic analysis [13].

4.1.2 Attack on Integrity

Camouflage: An adversary may compromise a sensor node in a WSN and later on use that node to act as a
normal node in the network. This camouflaged node then may advertise false routing information and attract
packets from other nodes for further forwarding. After the packets start arriving at the compromised node, it
starts forwarding them to strategic nodes where privacy analysis on the packets may be carried out
systematically.

4.1.3 Attacks on network availability

Comparable to any wireless network, WSNs are suffering from many different attacks. Layer wise major attacks
to WSNs are as follows [14]

i) Physical Layer attacks

Jamming: One of the attacks interfering with the radio frequencies that a network's nodes are using is jamming.
An attacker may continuously transmit radio signals on a wireless channel. This may lead to Denial-of-Service
attacks at this layer. [15][16]

Tampering: Tampering is another type of physical layer attack. If a physical access is given to a node, an
attacker can draw sensitive information such as cryptographic keys or other data on the node. The node may also
be altered or replaced to create a compromised node controlled by the attacker.

ii) Data Link Layer attacks

The functionality of Data link layer protocols is to coordinate neighboring nodes to access shared wireless
channels and to provide link abstraction to upper layer. The possible attacks are

Collision: A collision occurs when two nodes attempt to transmit on the same frequency simultaneously. A
typical defense against collisions is the use of error-correcting codes.

Exhaustion: Repetitive collisions can also be made use of by an attacker to cause resource depletion. A feasible
solution is to impose rate limits to the MAC admission control such that the network can disregard excessive
requests.

Unfairness: Instead of blocking access to a service outright, an attacker can degrade it in MAC protocol [17] to
miss their transmission deadline. Using small frames reduces the effect of such attacks by decreasing the amount
of time with which an attacker can take hold of the communication channel.

iii) Network Layer attacks
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Selective Forwarding: A malicious node attempts to block the packets in the network by rejecting to forward or
drop the messages passing through them. In addition, the malicious node may send the messages to the wrong
path so that it can create unfaithful routing information in the network

Sinkhole Attack: The intent of the adversary is to attract almost all the traffic from a certain area by means of a
compromised node, creating a metaphorical sinkhole with the enemy at the center.

Sybil Attacks: A single node duplicates itself and is presented in more than one location. The Sybil attack aims
at fault tolerant schemes

Wormholes Attacks: In a wormhole attack, an attacker gets packets at one point in the network, “tunnels” them
to another point in the network, and then replays them into the network from that point[18].

HELLO Flood Attacks: A large number of protocols utilizing HELLO packets naively assume that receiving
such packets means that the sender is within the radio range and is therefore a neighbor. An attacker may use a
high-powered transmitter to deceive a large area of nodes into believing they are neighbors of that transmitting
node

iv) Transport Layer attacks

Flooding: An attacker may make new connection requests over and over until the resources required by each
connection are depleted or reached a maximum limit.

Desynchronization: The adversary repetitively pushes messages which convey sequence numbers to one or both
of the endpoints.

v) Application Layer attacks

The type of attacks can be carried out in this layer such as overwhelm, repudiation, data corruption and
malicious code. In overwhelm attack an attacker might overwhelm network nodes, causing network to forward

large volumes of traffic to a base station. Thus attack consumes network bandwidth and drains nodes energy.

TYPES OF
NAME OF THE ATTACK INSIDE OUTSIDE
ATTACKS
Node Replication v
Desynchronization v
E Denial-of-service(DoS) v v
§ Jamming v
©
< Collision v
< | Sybil v
Wormholes v v
Sinkhole v
Eavesdropping and passive monitoring 4
< _: Camouflage 4
w
7 B -
S 3 Tampering v
Exhaustion v
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Traffic analysis 4
Unfairness v
Selective Forwarding v
HELLO Flood v
Flooding v

The various attacks are tabulated and shown in TABLE 1.
Tablel: Common types of security attacks in WSNs (sources[7][19][20])

V.CONCLUSION

With the advances in Computer Networking there is a growing curiosity in the usage of WSN. Protection is an
imperative challenge in WSNs. Without the basic requirements like data confidentiality, data integrity, data
availability and data freshness, many actual real-time applications of WSNs becomes ineffective. This paper
describes various characteristics and security requirements and type of attacks exits under WSN environment.
This paper also describes security challenges in WSNs, which differ from the ad hoc networks in terms of
energy, computation capabilities and communications. Thus, it is necessary to develop a security solution
which conforms to every aspect of the security requirements of WSN, but by taking into account the idea of

high security and low power consumption for each requirement.
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