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ABSTRACT

Over a decade Image —Steaganography technique is treated to be the safe way to transfer secret information.
But the misuses of this concept lead to identifying the weakness of this method to safeguard the intellectual
property. In this paper, we would set up an experiment using video editing software tool. Through which one
can generate many images of same image type in a specified folder. Since we have different kinds of image for-
mats like BMP, PNG, JPEG, TIF, DPX, and EXR to judge the complexity of Image Steaganography with par-
ticular image format. We need to check each image file type, we repeat the experiment setup for all the image
formats and gather the data of the same kind in a specified folder. After collecting the data, we try to do some
statistical analysis with and without hidden data with each type of image. By creating column charts for the
same, one can guess if there is any hidden information in any image file or can suggest which image file format
is / not suitable for Image Steaganography.

General Terms:Image —Steganography, Render As, Image file formats

Keywords:Video Standards, Resolution, Image- Steganography

1. INTRODUCTION

Image Steganography is the art and science of communicating secret information, by hiding information in a
picture, which takes a good amount of time for the cracker to break the code. Most of the related work in the
Image Steganography focus on Jpeg and BMP type of image files. In recent years, the research in Image Stega-
nography has extended to other kinds of image file types. Especially resolution and file size of original TIFF,
PNG image files properties are unique, when compared to the same kind of image data of any other standard
resolution opted. A detailed review of the list of image file formats like BMP, DPX, PNG, JPEG, WMPHOTO,

EXR and TIFF, information can be obtained through the experimental setup.

1.1 RELATED WORK
Souvik Bhattacharyya et.al.,[17,21,22,23] has studied about Image Steganography, which reveals the flexible

implementation using jpeg image file, audio, video formats. But suffers from limitation like different algorithms
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have to be developed, or slight changes had to in the existing algorithm based on the type of Image file format
used, here jpeg image file format is selected and to strengthen it different techniques or algorithms have been
used. Fridrich, J et.al., [4] introduced a new approach for implementing image Steganography through the di-
thering algorithm on jpeg image file. Over a past decade, this was the hot topic about the security trends in in-
formation technology. Sreekanth Nara et.al., [1] has discussed the detailed process for breaking the image Ste-
ganography using jpeg image file type to get the hidden information. Farid. H et.al.,[3] proposal suffers from a
counter attack. Hany Farid [2] approach is better for image Steganography for jpeg image file format. Similarly,
Armin Bahramshahry et.al.,[13] tries to strengthen it by encrypting the secret information before embedding into
the picture. But a good cryptanalyst can break the code. Now it’s the time to find an optimistic image file format
to make easy thing more tough for practical use of Image Steganography for the right cause and easy to detect if
there is any misuse, provided one has good knowledge about the properties of a picture on various types of Im-
ages. Abhishek Mangudkar et.al.,[12 ] approach to transfer secret information is right, but it also has limitations,
which will be elaborate in detail, Our proposal requires a stakeholder like Statistical Data Analyzer, Video Edi-

tor, and Image format analyzer.

1.2 PROPOSED SYSTEM ARCHITECTURE

In the figure 1.2, Which represents the system architecture for implementation of Video Steganography. Which
would help us to find weaker to stronger Image File Format at a fly, by spending little time over generating var-
ious images of same type with same resolution. Were it would be used to analysis and resolve the ambiguous
Image File format, if used for implementing Image Steganography. The explanation of this Block Diagram can
be explained with the help of two user’s ALIES, BOB. If we navigate through user ALIES, we would under-
stand the process of encryption of secret information into a encrypted video file. Similarly, If we navigate
through user BOB. We would understand the process of decryption of secret information from a encrypted video
file.
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Figure 1.2:- System architecture for implementation of Video Steganography.

The popular video standards support by selected resolution and Image File Format explored for experiment can

be known from Table 1.2 — Popular Video Standard used in Sony Vegas 9.x software as given below.

Image File Type
Video- BMP JPEG PNG TIFF DPX EXR
Standard
HD 720-24 Yes Yes Yes Yes Yes Yes

Multimedia Yes Yes Yes Yes Yes Yes
NTSC DV Yes Yes Yes Yes Yes Yes
PAL DV Yes Yes Yes Yes Yes Yes

Table 1.2 : Popular Video Standard used in Sony Vegas 9.x software Trail version.

161 |Page

IJARSE

ISSN: 2319-8354




International Journal of Advance Research in Science and Engineering Q
Volume No.06, Special Issue No.(01), December 2017 I A;lSE

www.ijarse.com ISSN: 2319-8354

I1. EXPERIMENTAL SETUP

For information gathering we need the following application software - Video Editing Tool: Sony Vegas Pro
9.0, any P-1V configuration PC, but recommended Hard Disk Drive should have minimum 500GB. Why | am
more specific about the HDD? Because this application software generates more number of images of same type
for a given resolution set, but May or may not vary in file size depending on the type of file format. As a sam-
ple, we have selected a video clip of about 74 seconds. In the above mentioned application software, we have
many option to play with video clip. For this experiment we are using an option ‘render as’ were the video clip
can be converted into images of our choice. Example: BMP, DPX, PNG, JPEG, WMPHOTO, EXR and TIFF.

Adding to this it also has an option to select different video standards.

2.1 DIFFERENT-IMAGE-GENERATOR ALGORITHMS

Using Song Vegas Pro 9.0 Tool, The navigation steps for generating images process are given below:
A. From the File menu, choose New. New Project Window is popup

B. Enter your project setting on the various tabs.

B.1. Video Tab : It allows you to select the video format and other video parameters like fps , resolution

etc.,

B.2. Audio Tab : It allows you to set up the basic audio settings

B.3.  Ruler Tab : It allows you to choose the way the ruler is delineated {beats , seconds ,etc}

B.4. Summary Tab: It allows you to enter any relevant information and reminders about your project.

B.5.  Audio CD: It allows you to enter information for burning audio CDs.

Note: In our case we select only the Video Standard.
C. Click ok

D. From the File menu, choose Save. Enter a name , browse for a location ,and click save to save your
project{vet file}
Note: We can change project settings at any time while working on a project. From the File menu, choose Prop-

erties to change any of these settings.
E. Adding media to the Project Media List from the Explore Window.
E.1.  Navigate to and select a file (video clip of 74 sec) to add to the Project Media List.

E.2.  Right —click the file and choose Add to Project Media List from the shortcut menu. The selected file is
added to the Project Media List.

F. Create folders related to the image file name to store all the images into that particular folder.
G. From the File menu, choose Render As. The Render As dialog appears
H. From the Save in drop-down list, choose the drive and folder where the file will be saved.

I.  Enter the new name for the project In the File name box.
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J.  From the Save as type drop — down list, choose the desired file format.

K. From the Template drop-down list, choose the multiple mono templates, or choose an appropriate 5.1

channel template if selected file type supports it.

L. Select the Render loop region only check box if you want to save only the portion of the project that is
contained within the loop region.

M. If the selected file type supports it, you can select the Save project makers with media file check box to

include makers, regions and command makers in the rendered media file.

N. Click Save. A dialog is displayed to show rendering progress.

When rendering is complete, click the Open Folder to open the folder where you saved the file.
Repeat G until we gather each type of image format in their respective folders.

Repeat B until we gather each type of video standard as mentioned below.

DO DO

Stop

Through this algorithm specific image file type is generated in respective image folder for all the video stan-
dards we have opted. Now, we should tabulate information about the image file type by observing each folder.
Each folder, it illustrate the information about each image file type like minimum file size , maximum file size ,
No. of Frames, variation in size for different frames, render time and total size of folder. This a different ap-

proach when compared with references[18,19,20].

2.2 TABULATING DIFFERENT TABLES BASED ON DIFFERENT VIDEO STANDARDS:

2.2.1 MULTIMEDIA — 320 X 240, 29.970 FPS:

This video standard uses resolution 320 x 240 with approximately 30 frames per second. Through this one can
achieve clarity in motion, but if viewed in large screen, it would affect with blurriness it also consist of more
number of frames. The advantages of using this video standards is that it consumes less space and also it takes

less time for gathering the information, which can be noticed through the “Render as time” column.

Table 2.2.1 (Multimedia — 320 x 240, 29.970 fps):
File Min Max Diff — | No. of Render | Size of

Type | (KB) | (KB) | in Frames | astime | the fold-
(KB) Mm:ss | er

BMP | 301 301 - 3234 01:31 0.98GB

DPX | 233 233 - 3234 07:20 808MB

PNG | 44 140 96 3234 01:02 382MB
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JPEG | 6 20 14 3234 00:35 101MB
TIFF | 75 180 105 3234 00:51 507MB
EXR | 60 167 107 3234 03:30 457TMB

2.2.2 NTSC DV -655 X 480, 29.970 FPS:
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This video standard uses resolution 655 x 480 with approximately 30 frames per second. This video standard is

better than Multimedia — 320 x 240, 29.970 fps, as the resolution is better in this case and rest of the feature are

same. But has the limitation like it requires,more storage space and takes more time to gather the information.
Table 2.2.11 (NTSC DV -655 x 480, 29.970 FPS):

File Min Max Diff | No.of | Render | Size of the
Type | (KB) (KB) —in Frame | astime | folder
(KB) | s Mm:ss

BMP | 1229 1229 - 3234 05:06 3.84GB
DPX | 931 931 - 3234 08:57 2.96GB
PNG 153 520 367 3234 02:50 1.19GB
JPEG | 15 49 34 3234 01:03 139MB
TIFF | 286 695 409 3234 01:57 1.74GB
EXR 170 539 369 3234 12:06 1.22G

2.2.3. PAL DV - 1049 X 576, 25 FPS:

This video standard uses resolution 1049 x 576 with 25 frames per second. Even though the number of frames

are less it consumes more space mainly due to high resolution and also it takes pretty good time to gather the

information ,when compared with the above two video standards.

Table 2.2.111 (PAL DV — 1049 x 576, 25 fps):

File Min Max Diff | No. of Render | Size of the
Type | (KB) (KB) —in | Frames | astime | folder
(KB) Mm:ss

BMP | 2361 2361 - 2698 08:07 6.09GB
DPX 1779 1779 - 2698 08:29 4.61GB
PNG 253 746 493 | 2698 03:35 1.41GB
JPEG | 24 66 42 2698 1:33 159MB
TIFF | 498 1023 525 | 2698 02:52 2.15GB
EXR 259 739 480 | 2698 15:43 1.39GB
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2.2.4. HDV 720 — 24P — 1280 X 720, 23.976 FPS:
Among all the standards listed above, | would consider this video standard to be the best of its kind for the case
of high resolution, where the image clarity is really very good. But suffers with limitation like worst in consum-
ing more space, takes more time in gathering the information.

Table 2.2.4 (HDV 720 — 24P — 1280 x 720, 23.976 fps):

File Min Max Diff | No.of | Render Size of
Type | (KB) (KB) —in Frame | astime the fold-
(KB) | s Mm:ss er
BMP | 3601 3601 - 2587 15:27 8.92GB
DPX | 2708 2708 - 2587 | 09:21 6.71GB
PNG | 355 1119 764 | 2587 | 06:02 1.94GB
JPEG | 33 90 57 2587 | 01:46 185MB
TIFF | 717 1562 845 | 2587 | 04:37 3.10GB
EXR | 351 1055 704 | 2587 | 23:03 1.84GB

I1l. PRE-ENCRYPTION PROCESS

For selecting, the optimistic image file format, which best suits Image Steganography we known compare the
file size one by one for a specific Image File type, with the help of creating Master Comparison Table from var-
ious Tables tabulated using different Video-Standard. The video standards have been selected based on regular
usage. In this master table consists of only Min, Max & Diff columns. The data obtained here is before inserting
secret information into the image. The purpose of selecting only these three columns is that in the initial stage,
the software is able to generate more number of images with different sizes. For getting optimistic image file
type, we should always select an image from the video standard which has greater difference or atleast mini-
mum difference, But not an image without any difference, Because consider a secret information whose size is
atleast 10KB. When this secret information is embedded with a selected image file type, then obviously the im-
age file size would vary. And vice-versa when we want to locate the image file which consists of hidden secret
information then by observing the image file size it would be easy to locate it provide we known the standard

file size for various image file format for different resolution.

3.1 Master Comparison Table for Various Video-Standard

Master Comparison Table For Various Video-Standard

SLN | FILE MIN MAX
o) TYPE VIDEO STANDARD (KB) (KB) | DIFF (KB)
MULTIMEDIA — 320 X 240, 29.970 FPS 301 301 -
! BMP s ov e X 480, 29.970 FPS 1229 1229 -
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Master Comparison Table For Various Video-Standard
PAL DV - 1049 X 576, 25 FPS 2361 2361 -
HDV 720 — 24P — 1280 X 720, 23.976 FPS 3601 3601 -
MULTIMEDIA - 320 X 240, 29.970 FPS 233 233 -
NTSC DV -655 X 480, 29.970 FPS 931 931 -
? pPx PAL DV - 1049 X 576, 25 FPS 1779 1779 -
HDV 720 — 24P — 1280 X 720, 23.976 FPS 2708 2708 -
MULTIMEDIA - 320 X 240, 29.970 FPS 44 140 96
NTSC DV -655 X 480, 29.970 FPS 153 520 367
3 PNG PAL DV - 1049 X 576, 25 FPS 253 746 493
HDV 720 — 24P — 1280 X 720, 23.976 FPS 355 1119 764
MULTIMEDIA - 320 X 240, 29.970 FPS 6 20 14
NTSC DV -655 X 480, 29.970 FPS 15 49 34
‘ JPEG PAL DV - 1049 X 576, 25 FPS 24 66 42
HDV 720 — 24P — 1280 X 720, 23.976 FPS 33 90 57
MULTIMEDIA - 320 X 240, 29.970 FPS 75 180 105
NTSC DV -655 X 480, 29.970 FPS 286 695 409
> T PAL DV - 1049 X 576, 25 FPS 498 1023 525
HDV 720 — 24P — 1280 X 720, 23.976 FPS 717 1562 845
MULTIMEDIA - 320 X 240, 29.970 FPS 60 167 107
NTSC DV -655 X 480, 29.970 FPS 170 539 369
° =R PAL DV - 1049 X 576, 25 FPS 259 739 480
HDV 720 — 24P — 1280 X 720, 23.976 FPS 351 1055 704

3.2 STANDARDIZING FILE SIZE FOR IMAGE FILE TYPE
If, we create a comparison chart for the above Master Comparison Table for Various Video-Standard, Here one
thing, that it would clarify is for image file type BMP & DPX even though it generates more number of images

of same resolution, the file size is same. So from this experiment we setup standards for BMP & DPX.

. File

Sl. | File ] )
Video Standard Size

No | Type

(KB)
Multimedia — 320 x 240, 29.970 fps 301
1 BMP | NTSC DV -655 x 480, 29.970 fps 1229
PAL DV - 1049 x 576, 25 fps 2361
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HDV 720 — 24P — 1280 x 720, 23.976 fps 3601

Multimedia — 320 x 240, 29.970 fps 233

NTSC DV —655 x 480, 29.970 fps 931
2 | bPX

PAL DV - 1049 x 576, 25 fps 1779

HDV 720 — 24P — 1280 x 720, 23.976 fps 2708

3.3 NON-STANDARDIZING FILE SIZE FOR IMAGE FILE TYPE

But, we cannot makeup standards for other Image File Type’s like PNG / JEPG / TIFF / EXR etc., as it varies
from image to image even though the resolution is same. So, Now we have to see if the file size is constant for
BMP & DPX after embedding the secret information into the selected image file type.

IV.POST-ENCRYPTION PROCESS

For encryption, we have used readily available Image-Steganography program written in java code available on
internet. After embedding secret information into the image file type and upon observing the file size it was
clear that there is variation in the file size for BMP File type. Now, we would conclude that BMP is not the best
suitable image file type. As already we have setup some standards which have revealed what would be the im-
age file size for a given resolution. It’s easy for a user to recognize, if the image file type has any hidden infor-
mation by observing the file size, no need of any cryptographic algorithm for it. But, it would be required to

decrypt, the secret information within that particular image file type.

V. RESULTS
If we draw the Column Chart for the above Master Comparison Table for Various Video-Standard would be

as shown below:

Comparision of Video Standard with respective Image File Types

5 —o—Multimedia~ 320 x 240
,29.970 tps
4 1 ~—NTSC DV —655 x
F 480,299701ps
s 3
"-:. PALDV -~ 1049x 576, 25

fps

—HDV 720 - 24P - 1280 x
1 4 720,23.976fps

BMP DPX PNG JPEG TIFF EXR

Image File Types
FIGURE 5: Comparison of Video Standard with respective Image File Types
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Finally, our conclusions based on the selected four video standards are as follows:

In the Figure 5 on the X-Axis it specifies the type of image file format and on the Y-Axis it specifies the priority
of selection of the Image File format and for video standards the color is different and representation is also dif-
ferent. For instance, if we look at PNG image file format among the video standards listed the best one could be
HDV 720 — 24 P — 1280 x 720, 23.976 fps.

The priority of selection of image file type can be concluded as mentioned below in Table 5.1:

Image File Format
Video-Standard BMP JPEG PNG TIFF DPX EXR
HD 720-24 weaker stronger stronger stronger weaker stronger
Multimedia weaker weaker weaker weaker weaker weaker
NTSC DV weaker average average average weaker average
PAL DV weaker moderate moderate moderate | weaker = moderate

Table 5.1 : A Weaker to Stronger Image File Format selection for implementing Image Steganography

i.First recommended image file format would be TIFF for implementing Image Steganography, except only if
the case of video standard is HDV 720 -24P-1280x720 , 23.976 fps.

ii.Second recommended image file format would be EXR for implementing Image Steganography.

iii. Third recommended image file format would be PNG for implementing Image Steganography.

iv.Fourth recommended image file format would be JPEG for implementing Image Steganography.

v.The wrong selection of choice would be BMP | DPX for implementing Image Steganography.

VI.CONCLUSION

Our conclusion from these experiment results, we have considered only file size. But, nevertheless there are
some other parameters like resolution to be considered, as there are directly proportional.

Achieved: Selecting Optimistic Image File Type a File Size

Future work, we want to conduct some experiments to solve, how image resolution affects the file size in some
image file types like TIFF, EXR, PNG, JPEG.

Unachieved: File Size o Image Resolution
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