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ABSTRACT 

The most challenging research works in cloud computing is privacy and protection of data. Cloud computing 

provides an innovative business model for organizations with minimal investment. Cloud computing has 

emerged as a major driver in reducing the information technology costs incurred by organizations. Security is 

one of the major issues in cloud computing. So it is necessary to protect the user privacy while querying the data 

in the cloud environment, different techniques are developed by researchers to provide privacy, but the 

computational and bandwidth costs increased which are unacceptable to the users. In this paper, we present a 

scheme, termed efficient information retrieval for ranked query (EIRQ), based on an aggregation and 

distribution layer (ADL), to reduce querying overhead incurred on the cloud. In EIRQ, queries are classified 

into multiple ranks, where a higher ranked query can retrieve a higher percentage of matched files. A user can 

retrieve files on demand by choosing queries of different ranks. This feature is useful when there are a large 

number of matched files, but the user only needs a small subset of them. Under different parameter settings, 

extensive evaluations have been conducted on both analytical models and on a real cloud environment, in order 

to examine the effectiveness of our schemes. 

 

Keywords- cloud computing, user privacy, encryption, ADL, mask matrix, Cooperative private 

searching protocol (COPS). 

 

I.INTRODUCTION 

 

Cloud computing technology is a most necessary technology for information technology. Cloud computing as an 

emerging technology is expected to reshape information technology processes in the near future. Due to the 

overwhelming merits of cloud computing, e.g., cost-effectiveness, flexibility and scalability, more and more 

organizations choose to outsource their data for sharing in the cloud. As a typical cloud application, an 

organization subscribes the cloud services and authorizes its staff to share files in the cloud. Each file is 

described by a set of keywords, and the staff, as authorized users, can retrieve files of their interests by querying 

the cloud with certain keywords. In such an environment, how to protect user privacy from the cloud, which is a 

third party outside the security boundary of the organization, becomes a key problem. User privacy can be 

classified into search privacy and access privacy. Search privacy means that the cloud knows nothing about 

what the user is searching for, and access privacy means that the cloud knows nothing about which files are 

returned to the user. When the files are stored in the clear forms, a naBve solution to protect user privacy is for 

the user to request all of the files from the cloud; this way, the cloud cannot know which files the user is really 

interested in. While this does provide the necessary privacy, the communication cost is high. Private searching 

was proposed by Ostrovsky. which allows a user to retrieve files of interest from an untrusted server without 

leaking any information. However, the Ostrovsky scheme has a high computational cost, since it requires the 

cloud to process the query (perform homomorphism encryption) on every file in a collection. Otherwise, the 

cloud will learn that certain files, without processing, are of no interest to the user. It will quickly become a 

performance bottleneck when the cloud needs to process thousands of queries over a collection of hundreds of 
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thousands of files. We argue that subsequently proposed improvements also have the same drawback. 

Commercial clouds follow a pay-as-you-go model, where the customer is billed for different operations such as 

bandwidth, CPU time, and so on. Solutions that incur excessive computation and communication costs are 

unacceptable to customers. To make private searching applicable in a cloud environment, our previous work 

designed a cooperate private searching protocol (COPS), where a proxy server, called the aggregation and 

distribution layer (ADL), is introduced between the users and the cloud. The ADL deployed inside an 

organization has two main functionalities: aggregating user queries and distributing search results. Under the 

ADL, the computation cost incurred on the cloud can be largely reduced, since the cloud only needs to execute a 

combined query once, no matter how many users are executing queries. Furthermore, the communication cost 

incurred on the cloud will also be reduced, since files shared by the users need to be returned only once. Most 

importantly, by using a series of secure functions, COPS can protect user privacy from the ADL, the cloud, and 

other users. In this paper, we introduce a novel concept, differential query services, to COPS, where the users 

are allowed to personally decide how many matched files will be returned. This is motivated by the fact that 

under certain cases, there are a lot of files matching a user’s query, but the user is interested in only a certain 

percentage of matched files. In this paper we propose a scheme, termed Efficient Information retrieval for 

Ranked Query (EIRQ), in which each user can choose the rank of his query to determine the percentage of 

matched files to be returned. The basic idea of EIRQ is to construct a privacy-preserving mask matrix that 

allows the cloud to filter out a certain percentage of matched files before returning to the ADL. This is not a 

trivial work, since the cloud needs to correctly filter out files according to the rank of queries without knowing 

anything about user privacy. Focusing on different design goals, we provide two extensions: the first extension 

emphasizes simplicity by requiring the least amount of modifications from the Ostrov sky scheme, and the 

second extension emphasizes privacy by leaking the least amount of information to the cloud. 

Our key contributions are as follows:  

1. We propose three EIRQ schemes based on the ADL to provide a cost-efficient solution for private searching 

in cloud computing.  

2. The EIRQ schemes can protect user privacy while providing a differential query service that allows each user 

to retrieve matched files on demand.  

3. We provide two solutions to adjust related parameters; one is based on the Ostrovsky scheme, and the other is 

based on Bloom filters.  

4. Extensive experiments were performed using a combination of simulations and real cloud deployments to 

validate our schemes. 

 

II. RELATED WORK 

 

Many searching techniques over encrypted cloud data have proposed. S. Deshpande [7] suggested a technique 

searching over encrypted cloud data using fuzzy keywords. They used Edit distance to quantify keyword 

similarity and developed two techniques on constructing fuzzy keyword sets to achieve optimized storage and 

representation overheads. Cong wang et al. [1] Has proposed a method ranked keyword search over encrypted 

cloud data using keyword frequency and order preserving encryption. It supports only single keywords at a time. 

Is the keyword frequency deciding document file score. Rank given to every file based on the relevance score of 

that file. Top ranked files have sent to users instead all files. To enrich search functionality N. Cao et al. [2] 

Have proposed a scheme supporting conjunctive keywords search. It is privacy – preserving multi-keyword 

ranked search technique using symmetric encryption. M. Chou et al. [6] proposed a solution for fuzzy multi-

keyword search over encrypted cloud data using privacy aware Bed Tree. They used a co-occurrence probability 

approach to identify useful multi-keywords for publishing data, documents and relevant fuzzy keyword sets 

constructed using edit distance. They constructed index tree for all data, documents, where each leaf node 

having the hash value of a keyword, one or two data vectors that represents n- gram of that keyword and bloom 

filters for each edit distance value. C. Wang et al. [3] Suggested a technique to build storage efficient similarity 

keyword set with a given document collection, edit distance as a similarity metric. Based on that, they built a 

private trie traverse-searching the index to achieve similarity search functionality with constant time complexity. 
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C.Yang et al. [4] Designed a scheme adopting three sparse matrices instead dense matrix pair in MRSE to 

encrypt index, they combined their scheme with a bloom filter to gain the ability for index updating. D.X.Song. 

D et al. [8] Proposed a method, remotely searching over encrypted data using an untrusted server and provided 

proof for the resulting crypto system. They supported controlled, hidden search and query isolation. C. Wang et 

al. [10] Proposed an efficient Ranked Searchable Symmetric Encryption scheme (RSSE). It supports ranked 

keyword search, security guarantee and efficiency with minimum communication cost. B. Wang et al. [11] 

suggesteda novel multi-keyword fuzzy search scheme by exploiting the locality sensitive hashing techniques. 

They achieved fuzzy matching through algorithmic design rather than expanding index file and it eliminates the 

need of predefined dictionary. N. Cao et al. [12] proposed two Multi - keyword Ranked Search over Encrypted 

cloud data (MRSE) schemes based on a similarity measure coordinate matching while meeting different privacy 

requirements in two different threat models. They enhanced ranked search mechanism to support dynamic data 

operations. In no above techniques supported semantic search and synonym-based search. In our work, we 

designed an efficient, secure multi-keyword synonym ranked searching technique over encrypted cloud data by 

designing BMS tree and DFST algorithm. 

 

III.ARCHITECTURE  

 

Co-operate searching protocol (cops) is like a proxy server called as aggregation and distribution layer (ADL) is 

placed inside an organization. This ADL is act as a mediator between the cloud and an organization. The 

functioning of ADL is the aggregation and distribution. The ADL only reduces the computation cost  

 
Fig.1. Architecture of EIRQ 

The working of an ADL is the many users can send many queries to ADL. Then adl can aggregate the different 

user‟ s queries makes into a single query and then sends to cloud. The cloud will process the query sends 

response to ADL. Then the adl will distribute the results to particular users. Because of this process to reduce 

the communication cost and query overhead. 

Here introduce a major concept differential query services. Where users are sends the queries to the cloud and 

process the query sends results to users. Lot of files is matched users query. But the user doesn‟ t want that files, 

only they interested on certain percentage of files. In the proposed model have the cloud, organization and ADL. 

ADL is placed inside the organization based on requirement of number users. In this model used only single 

ADL inside an organization. Assume an organization have two users. They are Jack and Jan. They want files 

from the cloud. The Jack and Jan want files which are starts with the letters J, K and J, N respectively. The 

design goals of this scheme are Cost Efficiency and User Privacy. We achieve these goals by using Bloom 

Filters. 
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Fig.2. EIRQ Model 

Ostrovsky Scheme: The Ostrovsky scheme is a process of accessing the files from cloud to clients. This process 

has the following steps: 

1. Ostrovsky Scheme having the user and cloud. The users are only authorized from the cloud network, and then 

only accessing is possible otherwise it is not possible.  

2. This process is going on both wired network and wireless network also. First send request from the user to 

cloud for establishment of a connection form the cloud. Then authorized user should have their own login name 

and passwords.  

3. After login to user generate a query. This query is encrypted into 0‟ s and 1‟ s and then sends to cloud. At the 

cloud side Private Search has been done. So those find out the matched files.  

4. Cloud sends the matched files to encrypted buffer. Then Files are recovered at the user side. This scheme is 

very query overhead as well as every time accesses the broadband connection. This process is more costly to 

accessing files at every query. 

 

IV.SYSTEM MODEL 

 

In this paper, we considered a cloud computing system model involves three different entities. Those are Data 

Owner, Cloud Service Provider and Data user as illustrated in Fig. 1. The responsibility of each entity is as 

follows: Data Owner (DO): DO has a collection data documents DC= {d1, d2…, dm} with sensitive information 

to be outsourced to the cloud server. To provide data privacy, the documents are encrypted before outsourcing. 

DO creates a dictionary based on keywords extracted from the all m documents based on Term Frequency 

Inverted Document Frequency (TFIDF) [13] which is described in section 4. The dictionary includes synonyms 

of each keyword from the thesaurus [14]. The dictionary is having and keywords, and for each keyword may 

have t synonyms, so that the dictionary size is n × t. DO creates an index vector for each document based on the 

keywords extracted from the document. The size of the index vector is equal to the number of keywords in the 

dictionary that is an. Each dimension in the index vector stores sum of the frequency of keyword and 

corresponding synonyms in the dictionary is denoted as term frequency (TF) in our system. Index vectors of all 

documents are encrypted before outsource to the cloud. DO create query vector based on keywords entered by 

Data user. To provide user privacy, query vector encrypted, as Trapdoor and send to Data user. The data owner 

sends search access control to the authorized data user. 

Data users: Data users are the users who accessing sensitive data from the cloud. The cloud server searches 

keywords or synonyms related to documents, which are interested to data user and sends to the data owner. The 

data user receives trapdoor and searches access control of data owner and sends trapdoor and access control to 

the cloud server to retrieve required documents from the cloud. 

Cloud Service Provider (CSP): Cloud server receives encrypted documents and encrypted index vectors from 

data owner and stores into data owner’s cloud storage. Cloud server having the capability to take the data 

request from user and check the search access control of the user. It will retrieve the documents from cloud 

storage depending upon the privileges to access number of documents. To increase the document retrieval 

accuracy from cloud server, the top scored (ranked) documents return to data user from the cloud server. Fig. 1 

shows the architecture of multi-keyword synonym query over encrypted cloud data. 
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Threat model: The cloud server is measured as “honest-but-curious” [15] in our proposed scheme. The cloud 

server follows the proposed method specification and also examines data in its cloud storage and data which are 

received from data user during the processing to learn additional information. We consider one threat model for 

our system with different attack capabilities that is as follows: Known ciphertext model: In this model, the cloud 

server knows only encrypted documents and encrypted index vectors, which are outsourced from data owner. 

 

V. CONCLUSION 

 

We propose three EIRQ schemes (EIRQ Simple, EIRQ Privacy, and EIRQ Efficient) are worked through ADL. 

It offers differential query services, which will also protect the user privacy. These schemes are provide, clients 

are recovered certain percentage of matched records by particular queries of various ranks. Private searching 

technique is used to cost efficient cloud environments. In our EIRQ scheme assign ranks for each query, then 

highest rank files are matched and user recovered certain percentage of matched files. However, in the EIRQ 

schemes, we simply determine the rank of each file by the highest rank of queries it matches. For our future 

work, we will try to design a flexible ranking mechanism for the EIRQ schemes. 
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