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ABSTRACT

In the recent days, wireless communication usage’s are huge and modern improvement’s as stipulate for
wireless system goes on escalating to mount. Today’s, the majority traditional and emerging system in wireless
Network is Mobile Ad hoc Network (MANET) as number of mobile consumers are goes on increasing day by day.
MANET is the wireless network and it has no infrastructure (no centralized server to maintain the entire networks).
So that it is appropriate in various and numerous pasture for communication networks such as used in many
applications like military communications system, adroit planning operations, and environmental assault marks
networks. In the MANET, geo-routing of mobile nodes necessitate to preserve and continue to up-to-date their
respective and their immediate neighbors nodes positions in the networks for making effective forwarding of data
packets. For the regular updating of the bonfire packets to the neighboring nodes we proposed the adaptive position
update for mobile nodes. Packet dropping and modification are common attacks that can be launched by an
adversary to disrupt communication in wireless multi hop sensor networks. Many schemes have been proposed to
mitigate or tolerate such attacks, but very few can effectively and efficiently identify the intruders. To address this
problem, we propose a simple yet effective scheme, which can identify misbehaving forwarders that drop or modify
packets. Extensive analysis and simulations have been conducted to verify the effectiveness and efficiency of the

scheme.
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I INTRODUCTION

In a wireless sensor network, sensor nodes monitor the environment, detect events of interest, produce data, and
collaborate in forwarding the data toward a sink, which could be a gateway, base station, storage node, or querying
user. Because of the ease of deployment, the low cost of sensor nodes and the capability of self-organization, a
sensor network is often deployed in an unattended and hostile environment to perform the monitoring and data
collection tasks. When it is deployed in such an environment, it lacks physical protection and is subject to node
compromise. After compromising one or multiple sensor nodes, an adversary may launch various attacks [1] to
disrupt the in-network communication. Among these attacks, two common ones are dropping packets and modifying

packets, i.e., compromised nodes drop or modify the packets that they are supposed to forward. To deal with packet
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droppers, a widely adopted countermeasure is multipath forwarding [2], [3], [4], [5], in which each packet is
forwarded along multiple redundant paths and hence packet dropping in some but not all of these paths can be
tolerated. To deal with packet modifiers, most of existing countermeasures [6], [7], [8], [9] aim to filter modified
messages en-route within a certain number of hops. These countermeasures can tolerate or mitigate the packet
dropping and modification attacks, but the intruders are still there and can continue attacking the network without
being caught.

In this paper, we propose a simple yet effective scheme to catch both packet droppers and modifiers. In this scheme,
a routing tree rooted at the sink is first established. When sensor data are transmitted along the tree structure toward
the sink, each packet sender or forwarder adds a small number of extra bits, which is called packet marks, to the
packet. The format of the small packet marks is deliberately designed such that the sink can obtain very useful
information from the marks. Specifically, based on the packet marks, the sink can figure out the dropping ratio
associated with every sensor node, and then runs our proposed node categorization algorithm to identify nodes that
are droppers/modifiers for sure or are suspicious droppers/ modifiers. As the tree structure dynamically changes
every time interval, behaviors of sensor nodes can be observed in a large variety of scenarios. As the information of
node behaviors has been accumulated, the sink periodically runs our proposed heuristic ranking algorithms to
identify most likely bad nodes from suspiciously bad nodes. This way, most of the bad nodes can be gradually

identified with small false positive. Our proposed scheme has the following features:

1) Being effective in identifying both packet droppers and modifiers,
2) Low communication and energy overheads, and

3) Being compatible with existing false packet filtering schemes;

That is, it can be deployed together with the false packet filtering schemes, and therefore it can not only identify
intruders but also filter modified packets immediately after the modification is detected. Extensive simulation on ns-
2 simulator has been conducted to verify the effectiveness and efficiency of the proposed scheme in various

scenarios.

I1 SECURITY ASSUMPTIONS AND ATTACK MODEL

We assume the network sink is trustworthy and free of compromise, and the adversary cannot successfully
compromise regular sensor nodes during the short topology establishment phase after the network is deployed. This
assumption has been widely made in existing work [8], [24]. After then, the regular sensor nodes can be
compromised. Compromised nodesmayormaynot collude with each other. A compromised node can launch the

following two attacks:

2.1 Packet dropping
A compromised node drops all or some of the packets that is supposed to forward. It may also drop the data

generated by itself for some malicious purpose such as framing innocent nodes.
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2.2 Packet Modification
A compromised node modifies all or some of the packets that is supposed to forward. It may also modify the data it

generates to protect itself from being identified or to accuse other nodes.

11l THE PROPOSED SCHEME

Our proposed scheme consists of a system initialization phase and several equal-duration rounds of intruder
identification phases. In the initialization phase, sensor nodes form a topology which is a directed acyclic graph
(DAG). A routing tree is extracted from the DAG. Data reports follow the routing tree structure. In each round, data
are transferred through the routing tree to the sink. Each packet sender forwarder adds a small number of extra bits
to the packet and also encrypts the packet. When one round finishes, based on the extra bits carried in the received
packets, the sink runs a node categorization algorithm to identify nodes that must be bad Packet Transmission. When
a node wants to send out a packet, it attaches to the packet a sequence number, encrypts the packet only with the key
shared with the sink, and then forwards the packet to its parent on the routing tree. When an innocent intermediate
node receives a packet, it attaches a few bits to the packet to mark the forwarding path of the packet, encrypts the
packet, and then forwards the packet to its parent. On the contrary, a misbehaving intermediate node may drop a
packet it receives. On receiving a packet, the sink decrypts it, and thus finds out the original sender and the packet
sequence number. The sink tracks the sequence numbers of received packets for every node, and for every certain
time interval, which we call a round, it calculates the packet dropping ratio for every node. Based on the dropping
ratio and the knowledge of the topology, the sink identifies packet droppers based on rules we derive. In detail, the

scheme includes the following components, which are elaborated in the following.

3.1 System Initialization
The purpose of system initialization is to set up secret pair wise keys between the sink and every regular sensor
node, to establish the DAG and the routing tree to facilitate packet forwarding from every sensor node to the sink.
Preloading keys and other system parameters. Each sensor node u is preloaded the following information:
e K,: asecret key exclusively shared between the node and the sink.
e L, the duration of a round.
e Nj,: the maximum number of parent nodes that each node records during the DAG establishment procedure.
¢ N the maximum packet sequence number. For each sensor node, its first packet has sequence number 0,
the N; th packet is numbered Ns- 1, the (Ns+1) th packet is numbered 0, and so on and so forth.

3.2 Packet Sending and Forwarding
Each node maintains a counter Cp which keeps track of the number of packets that it has sent so far. When a sensor

node u has a data item D to report, it composes and sends the following packet to its parent node P,
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(Pu{ Ry, C;MOD Ng D,pad, o} Ky,pad, 1)
Where C, MOD N is the sequence number of the packet. R, (0 <= R, <= N¢- 1) is a random number picked by node
u during the system initialization phase, and R, is attached to the packet to enable the sink to find out the path along
which the packet is forwarded. {X}Y represents the result of encrypting X using key Y. Paddings pad,, and pad, 1
are added to make all packets equal in length, such that forwarding nodes cannot tell packet sources based on packet
length. Meanwhile, the sink can still decrypt the packet to find out the actual content. To satisfy these two objectives

simultaneously, the paddings are constructed as follows:

e For a packet sent by a node which is h hops away from the sink, the length of pad,; is log(Ny)*(h-1) bits.
As to be described later, when a packet is forwarded for one hop, log(N,) bits information will be added
and meanwhile, log(N,) bits will be chopped off.
e  Let the maximum size of a packet be L, bits, a node ID be L4 bits and data D be L bits. pad, o should be
L, - Lig*2- log(Np) — h- log(Ns) - Lig bits, where Lig-2 bits are for P, and u fields in the packet, field R, is
log(Np) bits long, field pad,; is log(N,) * (h-1) bits long, and C, MOD Ns is log(N,) bits long. Setting pad, o
to this value ensures that all packets in the network have the same length L.
When a sensor node v receives packet (v, m) it composes and forwards the following packet to its parent node
P..(Pv.{R.m} K,), where m’ is obtained by trimming the rightmost log(Np) bits off m. Meanwhile, Ry, which has
log(Np) bits, is added to the front of m. Hence, the size of the packet remains unchanged.
Suppose on a routing tree, node u is the parent of node v and v is a parent of node w. When u receives a packet from
v, it cannot differentiate whether the packet is originally sent by v or w unless nodes u and v collude. Hence, the
above packet sending and forwarding scheme results in the difficulty to launch selective dropping, which is
leveraged in locating packet droppers. We take special consideration for the collusion scenarios, which are to be

elaborated later.

3.3 Packet Receiving at the Sink

We use node 0 to denote the sink. When the sink receives a packet (0,m’), it conducts the following steps:

1. Initialization. Two temporary variables u and m are introduced. Let u=0 and m=m’ initially.

2. The sink attempts to find out a child of node u, denoted as v, such that dec(K,,m) results in a string starting with
R, where dec(k,,m) means the result of decrypting m with key K.

3. If the attempt fails for all children nodes of node u, the packet is identified as have been modified and thus should
be dropped.

4. If the attempt succeeds, it indicates that the packet was forwarded from node v to node u. Now, there are two
cases:

Algorithm 1. Packet Receipt at the Sink

step 1: Input: packet (0, m).
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step 2: u=0, m’=m;

step 3: hasSuccAttemp =false;

step 4: for each child node v of node u do
step 5: P= dec(K,,m’);

step 6: if decryption fails then

step 7: continue;

step 8: else

step 9: hasSuccAttemp = true;

step 10: if P starts with (R,,v) then

step 11: record the sequence number;
step 12: break;

step 13: else

step 14: trim R, from P and get m’;

step 15: u < v, hasSuccAttemp = false; go to step 4;
step 16: if hasSuccAttemp = false then
step 17: drop this packet;

IV TREE RESHAPING AND RANKING ALGORITHMS

The tree used to forward data is dynamically changed from round to round, which enables the sink to observe the
behavior of every sensor node in a large variety of routing topologies. For each of these scenarios, node
categorization algorithm is applied to identify sensor nodes that are bad for sure or suspiciously bad. After multiple
rounds, sink further identifies bad nodes from those that are suspiciously bad by applying several proposed heuristic

methods.

4.1 Tree Reshaping

The tree used for forwarding data from sensor nodes to the sink is dynamically changed from round to round. In
other words, each sensor node may have a different parent node from round to round. To let the sink and the nodes
have a consistent view of their parent nodes, the tree is reshaped as follows. Suppose each sensor node u is
preloaded with a hash function h(.) and a secret number K, which is exclusively shared with the sink. At the
beginning of each round i(i=1,2,... ), node u picks the [h'(K,)MOD Nnp.] th parent node as its parent node for this
round, where h'(K,)=h( h"}(K,)) and Npu is the number of candidate parent nodes that node u recorded during the
tree establishment phase. Recall that node u’ candidate parent nodes are those which are one hop closer to the sink
and within node u” communication range. Therefore, if node u choose node w as its parent in a round, node w will
not select node u as its parent, and the routing loop will not occur. Note that, how the parents are selected is

predetermined by both the preloaded secret K, and the list of parents recorded in the tree establishment phase. The
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selection is implicitly agreed between each node and the sink. Therefore, a misbehaving node cannot arbitrarily

select its parent in favor of its attacks.

4.2 ldentifying Most Likely Bad Nodes from Suspiciously Bad Nodes

We rank the suspiciously bad nodes based on their probabilities of being bad, and identify part of them as most
likely bad nodes. Specifically, after a round ends, the sink calculates the dropping ratio of each node, and runs the
node categorization algorithm to identify nodes that are bad for sure or suspiciously bad. Since the number of
suspiciously bad nodes is potentially large, we propose how to identify most likely bad nodes from the suspiciously
bad nodes as follows. By examining the rules in Cases 3 and 4 for identifying suspiciously bad nodes, we can
observe that in each of these cases, there are two nodes having the same probability to be bad and at least one of
them must be bad. We call these two nodes as a suspicious pair. For each round i, all identified suspicious pairs are
recorded in a suspicious set denoted as

Si={(u;,vj)| (u;V;) is a suspicious pair and u;V; = v; u; }.

Algorithm 2. The Global Ranking-Based Approach
1. Sort all suspicious nodes into queue Q according to the
descending order of their accused account values

2.5« 0

Si +

3. While U=t 5 7 ¥ 44

4 :-‘;/\{u}

5. Remove all (u,*) from i1

Step wise ranking-based (SR) method. It can be anticipated that the GR method will falsely accuse innocent nodes
that have frequently been parents or children of bad nodes: as parents or children of bad nodes, according to
previously described rules in Cases 3 and 4, the innocents can often be classified as suspiciously bad nodes. To
reduce false accusation, we propose the SR method. With the SR method, the node with the highest accused account
value is still identified as a most likely bad node. However, once a bad node u is identified, for any other node v that
has been suspected together with node u, the value of node v’ accused account is reduced by the times that u and v
have been suspected together. This adjustment is motivated by the possibility that v has been framed by node u.
After the adjustment, the node that has the highest value of accused account among the rest nodes is identified as the
next mostly like bad node, which is followed by the adjustment of the accused account values for the nodes that
have been suspected together with the node. Note that, similar to the GR method, after a node u is identified as bad,

all suspicious pairs with format (u,*) are removed from S1,.....Sn.
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4.3 Handling Collusion

Because of the deliberate hop by hop packet padding and encryption, the packets are not distinguishable to the
upstream compromised nodes as long as they have been forwarded by an innocent node. The capability of launching
collusion attacks is thus limited by the scheme. However, compromised nodes that are located close with each other
may collude to render the sink to accuse some innocent nodes. We discuss the possible collusion scenarios in this

section and propose strategies to mitigate the effects of collusion.
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e Horizontal collusion. If nodes B, C, and D are compromised and collude, they will drop all or some of the
packets of their own and their downstream nodes. Consequently, according to the rules in Case
3,(A,B),(A,C), and (A,D) are all identified as pairs of suspiciously bad nodes. Since A has been suspected
for more times than B, C, and D, it is likely that A is falsely identified as bad node.

e Vertical collusion. If nodes B and E are compromised and collude, B may drop some packets of itself and
its downstream nodes, and then E further drops packets from its downstream nodes including B and B’s
downstream nodes. Note that, E cannot differentiate the packets forwarding/generating by B since they are
encrypted by node A. Consequently, the dropping rates for B and its downstream nodes are higher than that
for node A. According to Case 4, (E,A) and (A,B) are both identified as pairs of suspiciously bad nodes.
Since A has been suspected for more times than B and E, it is likely to be identified as a bad node.

V CONCLUSION

We propose a simple scheme to identify misbehaving forwarders that drop or modify packets. Each packet is
encrypted and padded so as to hide the source of the packet. The packet mark, a small number of extra bits, is added
in each packet such that the sink can recover the source of the packet and then figure out the dropping ratio
associated with every sensor node. The routing tree structure dynamically changes in each round so that behaviors of
sensor nodes can be observed in a large variety of scenarios. Finally, most of the bad nodes can be identified by our
heuristic ranking algorithms with small false positive. Extensive analysis, simulations, and implementation have

been conducted and verified the effectiveness of the proposed scheme.
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