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ABSTRACT

Storing data on remote cloud storage makes the maintenance affordable‘by, data owners. The trustwarthiness and
reliability of these remote storage locations is the main concern for data owners and cloudhseryice contributor.
When multiple data owners are drawn in, the aspects of membership and.data'Sharing,need tobe addressed. In this
paper we proposed efficient multi owner data sharing technique“over-cloud storage space.The planned scheme
provides isolation and complication while handlingshe dataxdistribution over the cloud. The proposed system works
with improved hierarchical attribute-set-based encryptionischeme for accessycentrol in cloud computing. In this
technique, data can be uploaded into the Server after the encryption of the content by the secret group key. New

contracted users can openly decrypt data files uploadedwithout contacting with data owners.

Keywords: Data Sharing, Acces§i€ontrol, User Revocation.

I. INTRODUCTION

The cloud compating model allows aceess to information and computer resources from anywhere through network.
Cloud computing is defined as “A collection of abstract, highly scalable, and managed compute infrastructure
capabledf hosting end - customer applications and billed by consumption.” Computing cloud provides computation,
software, data‘access, and storage ‘resources without requiring cloud users to know the location and other details of
the computing. End users aecess cloud based applications through a web browser or a light weight desktop or
mobile app while ‘the business software and data are stored on servers at a remote location. Cloud application
providers strive to give the same or better service and performance as if the software programs were installed locally

on end-user computers {1].

At the foundation of cloud computing is the broader concept of infrastructure convergence (or Converged
Infrastructure) and services. This type of data center environment allows enterprises to get their applications up and
running faster, with easier manageability and less maintenance, and enables IT to more rapidly adjust IT resources

(such as servers, storage, and networking) to meet fluctuating and unpredictable business demand.
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Fig 1.1: Cloud Computing

1.1 Cloud Service Models

Cloud computing providers offer their services according to several fundamental models: in re as a service
(laaS), platform as a service (PaaS), and software as a service ( sic and each higher
model abstracts from the details of the lower taxonom

Collaboration-as-a-Service, models.

Here, a layer of soft velopment environment is encapsulated & offers a service, upon which other higher

levels of service can uilt. The customer has the freedom to build their own applications that run on the

provider’s infrastructure.
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Fig 1.2: Cloud Service Model

c) Infrastructure as a Service (laas)

laaS provides basic storage and computing capabilities as stand orage systems,

servers, networking equipment, data centre space are pooled and e woykloads. The customer

would typically deploy their own software on the infra
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1.2 Deployment of Cloud Services

Cloud services are typically made available through a private cloud, community cloud and hybrid cloud. The

services provided by a public cloud are offered over the Internet and are owned and operated by a cloud provider

[2].

a) COMMUNITY CLOUD

The cloud infrastructure is shared among a number of organizations with similardnterests and requirements, which

limit the capital expenditure costs. The operation may be in-house or with a thi

b) PUBLIC CLOUD

The cloud infrastructure is available to the public on a commerci ch enables

a consumer to develop and deploy services in the cloud.

c) HYBRID CLOUD

The Hybrid Cloud is mixture of public and p iti ctivities are performed using

I.LRELATED WORKS

Data access: The fine-grained ss control is achie hrough KPABE and uniquely combining it with

techniques of proxy re-encryption

Privacy preservin ivacy-preservi ystem for data storage security in Cloud Computing is

3.1 Exitising System

To preserve data privacy, a basic solution is to encrypt data files, and upload the encrypted data into the cloud. The
data owners store the encrypted data files in untrusted storage and distribute the corresponding decryption keys only

to authorized users. Thus, the unauthorized users as well as storage servers cannot learn the content of the data files
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because they have no knowledge of the decryption keys. Conversely, the complexities of user participation and
revocation in these schemes are linearly increasing with the number of data owners and the number of revoked
users, respectively. The major issues in existing system is only the group manager can store and modify data in the
cloud The changes of membership make secure data sharing extremely difficult the issue of user revocation is not

addressed.
3.2 Proposed System

We propose a secure multi-owner data sharing scheme, which implies that any 4ser in the greup can securely share
data with others by the untrusted cloud. The scheme is able to support dypamic groups efficiently. Specially, new
granted users can directly decrypt data files uploaded before their participation without'eantacting with data owners.
User revocation can be achieved through a novel revocation list without updating the secretykeys of thefother users.
The encryption size and computation overhead are constant and independent with the number of,revoked users .We
provide secured privacy-preserving access control to users, by guaraatying®any member in a group to anonymously
utilize the cloud resource. Moreover, when disputes occur, the real identities of data owners can be revealed by the

group manager.
IV. CONCLUSION

In this paper we achieve a secure data sharing and authenticated data for dynamic groups in an untrusted cloud. The
scheme, a user is able to share @ata with others in the group without revealing identity privacy to the cloud. More
specifically, efficient user revocation:can'be,achieved through @ public revocation list without updating the private
keys, and the new users can directly decrypt fileSystored i the cloud before their participation. Moreover, the

encryption computation and storage overhead cost are constant.
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