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ABSTRACT 

Intrusion Detection Systems are frequently insufficient to catch internal intruders who neither significantly deviate 

from expected behavior nor perform a sequence of specific intrusive actions. In this paper, we use the semantics of 

the application to detect more subtle, stealth-like attacks such as those carried out by internal intruders who possess 

legitimate access to the system and its data to act within their bounds of normal behavior, but who are actually 

abusing the system. To test this hypothesis, we developed two extensive case studies to explore what opportunities 

exist for detecting intrusions at the application level, how effectively an Application IDS (AppIDS) can detect the 

intrusions, and the possibility of cooperation between an AppIDS and an Operating System IDS(OS IDS) to detect 

intrusion. We also investigated the possibility of cooperation between an OS IDS and an AppIDS. From this 

exploration, we developed a high-level bi-directional communication interface in which one IDS could request 

information from the other IDS, which could respond accordingly. Finally, we explored a possible structure of an 

AppIDS to determine which components were generic enough to use for multiple AppIDS. Along with these generic 

components, we also explored possible tools to assist in the creation of an AppIDS. 
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I INTRODUCTION 

 
Intrusion in an in information system are the activities that violate the security policy of the system and intrusion 

detection is the process used to identify intrusions. IDSs are usually deployed along with other preventive security 

mechanisms, such as access control and authentication, as a second line of defense that protects information system. 

If the preventive security mechanisms can protect information systems successfully, it is still desirable to know what 

intrusions have happened or are happening, so that we can understand the security threats and risks and thus be better 

prepared for future attacks. In  spite of  their  importance,  IDSs are  not  replacements  for preventive security 

mechanisms,  such as  access  control and authentication 
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Indeed, IDSs themselves cannot provide sufficient protection for information systems. As an extreme example, if an 

attacker erases all the data in an information system, detecting the attacks cannot reduce the damage at all. Thus, 

IDSs should be deployed along with other preventive security mechanisms as a part of a comprehensive defense 

system. Intrusion detection techniques are traditionally categorized into two methodologies: anomaly detection and 

misuse detection. 

 Anomaly detection is based on the normal behavior of a subject any action that significantly deviates from 

the normal behavior is considered intrusive. 

 Misuse detection catches intrusions in terms of the characteristics of known attacks or system 

Vulnerabilities; any action that conforms to the pattern of a known attack or vulnerability is considered 

intrusive. 

 Alternatively, IDSs may be classified into host-based IDSs, distributed IDSs, and network-based IDSs according to 

the sources of the audit information used by  each IDS. Host-based IDSs get audit data from host audit trails and 

usually aim at detecting attacks2 against a single host; distributed IDSs gather audit data from multiple hosts and 

possibly the network that connects the hosts, aiming at detecting attacks involving multiple hosts. Network-based 

IDSs use network traffic as the audit data source, relieving the burden on the hosts that usually provide normal 

computing services. 

 This paper starts with an overview of current intrusion detection techniques. Next, it reviews the various types of 

anomaly detection methods, such as statistical models and machine learning methods, followed by an overview of 

various types of misuse detection methods, including rule-based languages, the colored Petri-net-based method, and 

the abstraction-based method. The section following that discusses additional techniques for intrusion detection in 

distributed systems, including distributed IDSs, network-based IDSs, and interoperation between IDSs. 

II CURRENT INTRUSION DETECTION TECHNIQUES 

2.1 NIDES9 

NIDES is the real time intrusion detection application which integrate the statistical analysis-based anomaly detector 

and rule-based misuse detection system. This combination gives NIDES the ability to detect penetrations from 

internal and external attacks. 

NIDES include an enhanced statistical analysis component and addition support for a strict client-server model. 

NIDES also a comprehensive user interface that permit access to all of the applications capabilities,as well as 

context- sensitive help system. 

While NIDES as regarded as the current state-of-the-art in combined anomaly and misuse detection system, the 

application retain the detecting collaborative attacks, long term penetration scenarios and virus propagation. Another 
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potential disadvantage is that NIDES remain a reliance on the system‟s audit records for input. Future expansion of 

the rule based and the development of the profile of entities other than user should reduce the potential 

vulnerabilities which are not adequately addressed by the current system. 

2.2 DIDS 

The Distributed intrusion detection system (DIDS) is an intrusion detection mechanics which was developed by the 

university of California at Davis, Lawrence Livermore laboratory, haystack laboratory and the U.S. Air Force. DIDS 

combine attribute of the network monitoring system with the system-level capabilities of an audit record-based 

combined anomaly/misuse detector 

The DIDS host event 

Generators also utilize user and group profile to identify anomalous behavior in the audit records. The information 

identified by the host event generator is reported to the IDS Director by the host agent. 

The DIDS detector forms the heart of the intrusion detection mechanism 

The DIDS expert system is the rule-based system which is responsible of analyzing the information received from 

the monitors and reporting it to the security official. The final component of the DIDS system, the user interface 

allow the security official to interactively review the status of the system, receive report  from the expert system and 

request additional  security related-information from the system. 

One of the essential element of the DIDS system is the use of the network-user identification NID. This is a process 

of establishing an identifier for each individual when they are initially logged into the network. 

This is especially important because many attacker use multiple account to attack a network or use the 10 

interconnectivity of computer network to attempt to disguise their identity. Once the user has logged into the network 

and being assigned a NIDS all subsequent activity conducted by that user is attributable though the NID 

DIDS retain the negative effect on the performance of the system which plague most traditional intrusion detection 

system. While this could be significant disadvantage of DIDS system, the innovation design of the system effectively 

addresses the difficulty in identifying intrusion in a networked environment 

2.3 STAT/USTAT 

State transition analysis total (STAT) and USTAT, the variation of STAT which was designed specifically for the 

UNIX operating system environment, are rule-based penetration detection approaches which characterize the process 

of an attack on the computer system as a series of transition from initial state to a compromised state. The technique 
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define special event called signature action which occur between each of the intermediate transition. The omission of 

any of the signature action results in a failed attack on the system. 

If the current pattern of the activity matches an established intrusion scenario, STAT/USTAT has ability to predict 

the future activity of the attacker. The ability to predict the behavior offer the advantage of allowing the security 

administrator to be more confident that an actual attack is occurring prior to utilizing any counter measure. 

Another advantage of this approach is that STAT/USTAT select specific audit data for confirmation of the potential 

intrusion pattern, only a portion of the audit data is actually reviewed.This reduce the reliance of the system on the 

entire set of audit data thereby reduce the required storage space and memory requirement necessary for processing 

the entire audit trial. 

While STAT/USTAT offers significant advantage in its approach to intrusion detection, the technique is unable to 

detect other attack-type behavior such as denial of service attack and masquerading. Because indication of attack 

cannot be ignored by effective intrusion detection system, a mechanism which employs STAT/USTAT would also 

required complementary rule-based anomaly/misuse detection system 

In November 1992 the COAST laboratory at Purdue University introduce Tripwire. Tripwire is an integrity checking 

program which permits a system administrator to monitor system file for addition, deletion and modification. This 

program is estimated to have been installed on several thousand systems worldwide. 

While it is not the intrusion detection mechanism, Tripwire does not provide the valuable information for the process 

of detecting attack on the system. Tripwire is designed for the UNIX operating system environment the program has 

proven to be scalable, portable and manageable. 

2.4 GRIDS 

Researchers in the COAST laboratory have recently proposed a novel approach to intrusion detection based on the 

analysis of activity graph. The graph based intrusion detection system is designed to analyze network activity in 

large network for the presence of attack 

GRIDS aggregate the action of a network user into the activity graph. Based on the review of the structure of these 

graph the system can identify pattern which indicate intrusive behavior. In addition to  

Diagramming the basic network activity, GRIDS in corporate supplementary information in the form of attribute to 

the tree like structure of the diagram. Information received from other intrusion detection devices and network 

monitors can be included in the attribute of the activity graph 
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2.5 THUMB PRINTING 

THUMB PRINTING is the method of tracking intruders through a sequence of logins, refer to by the 

author as a connection change. While it is not intended to be an independent intrusion detection system, it 

could prove to be a valuable addition to other technology.A current  weakness in the approach is that it 

assume that the content of the connection along the chain are the same .As the result the use of different 

encryption technique by two point would render to method useless. 

2.6 COOPERATING SECURITY MANAGER 

While DIDS take a centralized SECURITY approach .tu network intrusion detection, cooperation security 

manager decentralizes the process. A separate CSM is run on each computer which is connected to the 

network. 

The heart of the CSM is security manager .The SECMGR receives input from the various CSM 

component and coordinate with CSM‟s on other host as a user pass through the network . The command 

monitor intercepts the command from the user and forwards them to the host intrusion detection system. 

While CSM require the presence of the intrusion detection system on each host, the actual mechanism is 

separate from the CSM and can therefore be any intrusion detection too  

III CHALLENGES 

There are some challenges that the organizations face while deploying an intrusion detection system   

3.1 IDS technology itself is undergoing a lot of enhancements. It is therefore very important for organizations to 

clearly define their expectations from the IDS implementation. IDS technology has not reached a level where it does 

not require human intervention. Of course today‟s IDS technology offers some automation  like notifying the 

administrator in case of detection of a malicious activity, shunning the malicious connection for a configurable 

period of time , dynamically modifying a router‟s access control list in order to stop a malicious connection etc. 

But it is still very important to monitor the IDS logs regularly to stay on top of the occurrence of events. Monitoring 

the logs on a daily basis is required to analyze the kind of malicious activities detected by the IDS over a period of 

time. Today‟s IDS has not yet reached the level where it can give historical analysis of the intrusions detected over a 

period of time. This is still a manual activity. It is therefore important for an organization to have a well-defined 

incident handling and response plan if an intrusion is detected and reported by the IDS. Also, the organization should 

have skilled security personnel to handle this kind of scenario. 

3.2 The success of an ids implementation depends to a large extent on how it has been deployed. A lot of plan is 

required in the design as well as the implementation phase. In most cases it is desirable to implement a hybrid 

solution of network based and host based IDS to benefit from both. In fact one technology complements the other. 
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Some organizations implement a hybrid solution. Organizations deploying host based IDS solution needs to keep in 

mind that the host based IDS software is processor memory intensive. So it is very important to have sufficient 

available resources on a system before installing a host based sensor on it.  

3.3 It is important to take care of sensor to manager ratio. There is no thumb rule as such for calculating this ratio. To 

a large extent it depends upon how many different kinds of traffic is being monitored by each sensor and in what 

environment. Lot of organizations deploys a 10:1 ratio. Some organizations go for 20:1 and some others 15:1. 

It is very important to design the baseline policy before starting the IDS implementation and avoid false positives. A 

badly configured IDS sensor may send a lot of false positives to the console and even a 10:1 or even better sensor to 

console ratio can be inadequate. However, this decision can vary from one organization to another. A network based 

IDS is an immediate choice for many organizations because of its ability to monitor multiple  systems and also the 

fact that it does not require a software to be loaded on a production system unlike host based IDS. 

3.4 The IDS technology is still reactive rather than protective. The IDS technology works on attack signatures. 

Attack signatures are attack patterns of previous attacks. The signature database needs to be updated whenever a 

different kind of attack is detected and the fix for the same is available. The frequency of signature update varies 

from vendor to vendor. 

3.5 While deploying a network based IDS solution, it  is important to keep in mind one very important aspect of the 

network based IDS in switched environment. Unlike a HUB based network, where a host on one part can see traffic 

in and out of every other port in the HUB, in a switched network however, traffic in and out of one port cannot be 

seen by a host in another port, because they are in different collision domains. A network based IDS sensor needs to 

see traffic in and out of a port to detect any malicious traffic. In a switched environment, port mirroring or spanning 

is required to achieve this. One entire VLAN can be spanned to one port on which the network based IDS sensor is 

installed. 

IV ISSUES 

The legislation does not clearly state what point is considered as privacy violations. Looking at packet 

headers or something else. “According to Johnson “United state code contains provision for the use of pen 

registers and trape and tape devices. These devices are capable of monitoring and identifying the specific 

phone numbers dialed from particular telephone lines- they do not capture or record the content of any 

such communication. Certain legislation distinguishes between traffic data and content implies that traffic 

data is not considered to be private communications.” If that it is the case then there should not be any 

problem when IDS are used to analyze traffic data for monitoring purposes. When it comes to the right to 

protect the information system and respect privacy laws, there should not be any distinction between 
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government agencies and private sector agencies. In Australia, however, the legistrator have enabled 

certain government agencies to intercept telecommunication services on the basis of telecommunication 

devices. A further issue is how the law distinguishes between stored and real -time communication such as 

telephone conversations. The point I‟m trying to make is that „‟IDS are not sufficiently discriminating to 

distinguish between malicious activity and benign activity. However, to determine whether a packet is 

malicious or not the header information of a packet is not enough for the IDS. Therefore, IDS do need to 

look into\ intercept the packet. 

V STRENGTHS AND WEAKNESS 

There are significant strengths and weakness of IDS tools that are available. The first worry is “The intrusion 

detection systems are themselves susceptible to a variety of attacks and some authors argue that the majority of these 

systems are fundamentally flawed. In other words, the data collected by this system may itself have been tampered 

with before the attack was discovered and\or investigated. “This is very important issue because the strength and the 

advantage of using IDS will be demolished if its invaded and compromised. The possibility of having a 100% 

secured IDS is arguable but the focus should go on getting to build these system in such a way that can be of value to 

the organization or agency. There is another problem with the IDS‟s today which is their ability to cope with high 

volume of traffic and having high speed connection backbones. 

Lot of the products is still not capable of copying with volume of traffic and processing of packets. Therefore, it is 

still a challenge but research is going on to improve the performance of the IDS to cope with the future bandwidth 

requirements. The IDS log files are not always able to prove the point of start and end of a specific conduct. 

Therefore, they often lack sufficient details. Some IDS log files will have limited capability of recording all real time 

events because of huge traffic flows. Often the IDS log file will not distinguish the legitimate and unwanted traffic. 

Therefore, follow up and review can become tedious. There are other situations where IDS log files might fail to 

identify to intruders and have been tampered or altered. All these situations are very common with log files. 

However, still they are potential documentary evidence. The logs are bit and pieces of big scenario. Given the 

challenge of detecting an incident, when the system log, firewalls logs, IDS logs, application logs and all the other 

log information are combined together and have not been tampered, security and forensic experts will be able to 

identify the potential point of incident. Let‟s not forget that IDS are serving our main purpose of real time analysis of 

network and host devices and they also capture and monitor the packets that arrive in the network. They provide fault 

tolerance and contribute to the overall security measures of an organization. 

VI  NEW TECHNOLOGIES 

Newly evolving technologies in IDS include: “meta-IDS” technologies that attempt to ease the burden of a cross 

vendor data management; “IDS appliances” that promise increased processing power and more robust remote 
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management capabilities; and “Application- layer” technologies that filter potential attack traffic to downstream 

scanner on dedicated network segments. These “New directions” focus on new technologies for enterprise or service 

providers. 

VII CONCLUSION  

We have represented an overview of technologies which are being utilized for the detection of attacks against 

computer systems, and a survey of experiences of those most affected by intrusion detection technology. We have 

also reviewed of some of the significant technologies which hold the promise of effectively protecting computer 

systems. 

The security of information in computer-based systems and network continues to be a major concern of researchers 

.The work in intrusion detection techniques and methodologies which have been a major focus of information 

security-related research in the past two decades is certain to continue. The area of intrusion detection is continued to 

evolve. While a number of methodologies and tools have been design to assist in the identification of intruders, no 

definable standards has been developed which could serve as the basis for a deployable intrusion detection tool. 

However, as the processing capabilities of computer system improve and the innovative approaches to intrusion 

detection continue to be developed, the creation of an effective intrusion detection standard is inevitable. 
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