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Abstract

Cloud computing is a remarkable technology which provide solution for a defended, on-demand, and
dynamically scalable computing infrastructure towards many applications. their quality services,
including server, database, networking, software etc, to its users such as individuals, industries as well
as organization, are attracting towards the cloud to store their important, valuable, confidential data
and get easy to fetch data over the internet anywhere anytime during the execution time when number
of node increase the probability of failure increase fastly since its possibilities are less to prevent
failure but in Map Reduce is a programming system for distributed processing large-scale data in an
efficient and effective manner on a private, public, or hybrid cloud. The developed system is
implemented using the El-Gamal cryptography algorithm to provide security through effective key
generation techniques and encryption strategy over a cloud storage environment.
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Cloud Computing

Cloud Computing [1] provides services to its users to upload their data safely in less duration on cloud
servers and access that data anytime, everywhere through the network. Cloud computing offers
different service models to its user such as SaaS (software as a service), laaS (infrastructure as a
service), PaaS (platform as a service), STaaS (storage as a service), SECaaS (Security as a service) &
many more.In cloud services commonly user use storage which provides many advantages, client use
it to store their files on cloud to avoid the disruption of storing , upholding the data files locally and
data can be access from any geographical location and reduces the maintenance of hardware and
software. However, since the stored data is on cloud server i.e. at a remote location, how to get the
verification about the stored data. Since the cloud users do not able to have physical check over
outsourced data, that makes data integrity checking in cloud environment a substantial job. One of the
major challenges in cloud storage[2][3][4] service is cloud data integrity verification. One easy way is

to load the entire data files on local system and carry out the integrity checking. However, this results
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in severe 1/O overhead on the server by which transmitting the entire data file over the network
increase the network traffic by which overloading is a major task by which it difficult to identify the
damage data file so, it become too late to recovery ,while accessing the store data. Therefore to assure
data authenticate and authorization, it is necessary to introduce an effective method for clients to
validate the authenticity of the data stored on the cloud. To completely guarantee on cloud user’s data
integrity, it is more significant to allow public auditing service for client’s outsourced data. Public
auditing service makes use of an auditor, usually a Third Party Auditor (TPA)where data owner
uploaded files on cloud which to be frequently audit . These TPAs possess knowledge and expertise
that clients do not and are allowed to check the integrity of client’s outsourced files on cloud when
needed. Thus the Third Party Auditing mechanism provides an efficient solution for cloud users to
verify their data storage correctness on cloud at anytime. The service providers can also gain valuable
insights from the audit results provided by these TPAs which can further help to improve their cloud

service over the internet.
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Fig 1: Cloud Storage Architecture
In public auditing, TPA will inquire the CSPs to prove that data files uploaded by a particular cloud
user are safe and unmodified. However through this process, the original data gets revealed to Third
Party auditors. TPA must not be permitted to access original data contents for security and privacy
reasons. Thus encrypting the original data files before integrity verification is also necessary. The
proposed system makes use of public key based EIGamal encryption scheme to improve data storage

security in cloud for its user.

Map Reduce
MapReduce and HDFS are the two major components of Hadoop which makes it so
powerful effective and efficient to use. MapReduce is a programming model used in distribution

manner over a large data whose processing is done parallel.[5] The data is first split and then
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combined to produce the final result. The libraries for MapReduce is written in number of
programming languages with various different-different optimizations result. The purpose of
MapReduce in Hadoop is to Map each of the jobs and parcels out work to various nodes within the
cluster network or map and to reduce the result from each node into a cohesive answer.The

MapReduce task is mainly divided into two phases Map Phase and Reduce Phase.[6]

In MapReduce, we have a client. The client will submit the a set of data(job) of a particular size to
the Hadoop MapReduce Master. Now, the MapReduce master will divide this set of Data where
individual Data (job) are broken down into job parts (tuples/key/value pair).[7] These job-parts are
then made available for the Map and Reduce Task. This Map and Reduce task will contain the
program as per the requirement of the use-case that the particular company is solving. The
developer writes their logic to fulfill the requirement to particular that the industry requires. The
input data which we are using is then fed to the Map Task and the Map will generate intermediate
key-value /tuples to pair as its output. [8] The output of Map i.e. scaling the application to run over
no of machine in a client is merely a configuration change what attract many programmer to use the

map reduce model.

El gamal Algorithm

The ElGamal cryptosystem[9] is based on the difficulty of discrete logarithm problem which implies
that the discrete logarithms are extremely difficult to compute in defined amount of time, whereas the
inverse operations of the power are easy to compute. EIGamal is a public encryption algorithm in
which use of a random exponent k. This k is used in place of private exponent of receiver.[10] Thus
the entire operation is performed by one party i.e. the party by which encryption is done[11]. Thus the
encryption can be performed in one direction, without interruption of the second participant.

Following are the steps involved in EIGamal encryption algorithm:[12][13]
A. Key Generation

The key generation process works as follows:

a. Assume a large prime number p.

b. Choose a primitive element g modulo p.

c. Choose a private key a randomly from {1, ..., p-1}.

d. Compute public key y as follows: a. y = ga mod p

B. Encryption The encryption algorithm is as follows:
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The plaintext is expressed as a set of numbers modulo p.

Data owner encrypts a message M, CP be the cipher text; CP comprises of two values ciphertextl
(y1) and ciphertext2 (y2).

a. Generate a random number Kk less than p

b. Compute two values y1 and y2 , where

yl =gk mod p

y2 = M xor yk

c. Transmit the cipher text CP consisting two values y1 and y2.

C. Decryption

Upon receiving the cipher text CT (y1 and y2), the receiver computes original message M as:

M = (y1 a mod p) xor y2.

Related work

Cloud Computing is a range of services delivered over the internet or the cloud to its user.
Transporting computing power (CPU, RAM, Network Speeds, Storage OS software)by using remote
server to store & access data due to Cloud Computing. Data in the Cloud can be in various states: at-
rest, in-use, in-transit. The data do not have the same level of security requirements at the time. Data
being processed can not be protected similar as data intransit or at rest. In a network, there is no such
complete security solution to secure user data and app, or services, but through risk management
reduction in the level of risks can be done . Map Reduce is a programming system for distributed
processing large-scale data in an efficient and effective manner on a private, public, or hybrid cloud.
In this paper, we investigate and discuss security and privacy challenges and requirements,
considering a variety of adversarial capabilities, and characteristics in the scope of Map Reduce
through Elgamal algorithm.[14][15]

The previous work was comparison between the parallel method and the
sequential method. Several security issues have been identified in the current Cloud Era [16]. Data is
not safe at the time of fetching data from different servers/security for distributed cloud computing. A
secure and non faulty migration technique is necessarily required that can efficiently transfer the data
between the servers using Map Reduce based algorithm. Which helps in fetching the data with

minimum data loss and is more secure manner by encrpyting the data through Elgamal algorithm.
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Proposed work

During retrial of data from cloud environment it is very essential to secure our data while we are
fetching from hidden web like shopping site data like amazon, mail data (enterprise), enterprise
storage. To ensure the protection of data from such cloud storages we need an encryption mechanism
after the Maping process in MapReduce environment. The following steps has to be keep in mind
while creating algorithm for secure MapReduce data retrial mechanism.

Stepl:

A Seeder/ Job descriptor process receives a job descriptor, which specifies the MapReduce job to be
executed. The job descriptor contains, among other information, the location of the input data, which
may be 6accessed using a cloud storage.[17][18]

Step2:

According to the job descriptor, the Seeder starts a humber of mapper and reducer processes on
different cloud storage machines. At the same time, it starts a process that reads the input data from its
location, partitions that data into a set of splits, and distributes those splits into various mappers.

Step 3:

After receiving its data partition, each mapper process executes the map function (provided as part of
the job descriptor) to generate a list of intermediate key/value pairs. Then these pairs are grouped on
the basis of their keys.

Step4d

All pairs with the same keys are assigned to the same reducer process. Hence, each reducer process
executes the reduce function (defined by the job descriptor), which merges all the values associated
with the same key to generate a possibly smaller set of values.

Step5:
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All the data retrieved after reduce function must be encrypted by EI gamal Algorithm.

Step 6:

Then results generated by each reducer process is collected and delivered to a location specified by
the job descriptor, so as to form the final output data. The final data will be Secure and effectively

processed from cloud storage environment.[19]

Conclusion

Information secure with complete protection is thesignificant worries for users while cloud
computing.[20] Specifically, applying security concern for multiple users and furthermore ensuring
their data protection turns into a difficult task. In this paper, a secure groupafterwards they are merge
in the encrypted text, Elgamal techniques is used. Each data file’s index is combined into a single
index. This is a secure pursuit convention that enables several data owners to encode files and indexes
using separate keys. The cloud server can then combine encoded indexes without knowing any data
other current techniques for keyword mapping are less efficient. From the security purpose, we have
proposed secure Elgamal algorithm with fulfill the distribute large data in form of large scale of data
in the form of job which are mapped through reducer security requirement. Again efficiency of our
system depends on the proposed concept of an Elgamal algorithm search strategy with required
less[21] computation time .

Future work

In our scheme, the data owner could encrypt his private data and share them with a group of data
access gadgets at the same time helpfully dependent on the proposed procedure. To create mapping to
the input data which lis slipt into number of job by reduction is made to particular job afterwards they
are merge in the encrypted text, Elgamal techniques is used. In futire work we will compare this
mechanism over different cloud storage environment to find the efficiency and behaviour of our

method of secure data retrial over cloud storage using MapReduce mechanism.
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