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ABSTRACT

The Research calibration process is a basic condition of traffic model which uses car following behaviors for road
traffic studies. The transmission channel between moving vehicles in real time traffic environment is modeled in
road traffic and neighboring environment adjacent to the road. The choice of input parameters, which are used in
the calibration process, influences the success of the calibration process itself; therefore, the goal is to choose
parameters with a larger influence on the modeling process. First, it takes velocity, velocity difference and position
difference observed in last few time intervals as input. The second car following model is built in a data-driven way
in which we reduce human interference to the minimum degree. The e-Road project is an attempt to achieve the
aforementioned goals by providing scalability. The decision to rebroadcast the message is also affected by the
situation of the receiver, such as the distance to the original sender, speed, traffic density, and the interest table of
neighboring vehicles i.e. history table. The experimental basis was a one-lane roundabout, and the tool used for
traffic simulation was the traffic model. This paper describes a detailed analysis of car-following input parameters
and its influence on the modeled traveling time. All these findings provide a novel study of traffic flow theory and
traffic simulation and used to detect intelligent traffic system. It detects the malicious behavior of various vehicles.
The algorithm was implemented in C# dot net and tested under Windows system.

Keywords:Car-following input parameters, input parameters for the process of calibration.

I.INTRODUCTION
In order to increase the probability of verifying potential malicious vehicles position, we keep track of vehicle
movements. By exchanging packets in a cell, each vehicle knows the exact position of all other remaining vehicles
in a cell. Vehicles in a cell can query the position of a specified vehicle among the neighbors in the cell. When
receiving responses from neighbors and computing these positions, the requester comes to an agreement about all
the neighbors’ position [1]. With local tower detected data, oncoming traffic’s radar detected data, and trusted
neighbors’ data in hand; we apply cosine similarity to these data. If the cosine similarity score is above a threshold
value, we will accept the data, otherwise, it is dropped. With the accepted data, we build a history of vehicle
movements, or a History table [3]. The basic idea is that a vehicle without position history is not trustable, just like a
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person without credit history can’t obtain a loan. The decision to rebroadcast the message is also affected by the
situation of the receiver, such as the distance to the original sender, speed, traffic density, and the interest table of
neighboring vehicles. When the position of receiving vehicle is announced, the observer checks the History table to
verify the position based on movement consistency [2]. If there is any inconsistency, the particular record is more
than likely to be picked up for verification. By comparing what is heard and seen, a vehicle can determine out the
real position of the neighbors and isolate. Due to the limitation of tower visibility range, we need to combine local
security to achieve global security[5]. We present preset position-based cells to create a communication network by
securely exchanging packets among cells. Besides, we propose a method to challenge and confirm the position of a

vehicle in a remote cell.

II.LITERATURE SURVEY

For Detection System in an automotive context, several publications propose anomaly detection based on clearly
defined and specified normal onboard system behavior and suggest specification-based attack detection [5],
assuming that a representation of the normal behavior of communication and ECUs can be derived from the
system[8]. Policy and the expected usage of a component, which is then compared to the observed behavior. In a set
of in-vehicle detection sensors is described from an abstract point of view [9]. Details on implementation and
verification are not given in the above publications. On the commercial side, Towers provides runs on a CAN bus
accessible ECU, telemetric controller or infotainment unit, and continuously monitors the events in order to identify
new threats. According to in the in-vehicle network and blocks them in real time [11]. To the best knowledge of the
authors of this paper, details about the approaches used in the Towers and Argus products are not publicly available.
In general, systems usually do not have knowledge of the vehicle applications, thus lacking the connection between
the reported security problems and the affected critical behavior. The systems can be based on several different
technologies; however, the system is only verified on synthetic data. Such systems often deliver a very low false
positive rate, but they usually identify outliers based on inspection of single events [10]. Thus, they might miss
attacks based on valid events sent in the wrong context. Predictive security analysis for event-driven processes has
been introduced. Here, we use a similar approach but a different realization adapted for the requirements of the

automotive domain.

I11. PROPOSED WORK

A vehicle can collaborate with the real position of neighbor's vehicle and detect malicious vehicles, thus it achieved
local security. Due to this inherent limitation of radar spatial penetration, we cannot directly use this process to
achieve global security but can be used local security as a basis for achieving global security. Although we are using
preset position-based cells through which we can achieve local security to create a local communication network
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among all the neighboring vehicles. Global security is achieved by exchanging packets among cell members and
verifying neighboring vehicles’ positions using oncoming traffic. Each vehicle generates information about the state
of the traffic based on both what is seen and what is received from other vehicles in the system. In this project, we
propose a new solution to secure the position information. The goal of our work is to provide a secure topology for a
VANET and to build a secure network for applications. The basic idea is the famous saying: “seeing is believing”.
We use radar as a virtual “eye” of a vehicle. Although the “eyesight” is limited due to the limitation of radar

transmission range, a vehicle can “see” surrounding vehicles and hear reports.

IV. FIGURES AND TABLES

In this project, we are using a highway-based scenario, and the cells are having 100 meters in radius, therefore, we
select 20-30 meter overlaps as interval captured by monitoring devices. When vehicles are close to the interval of
two cells in the same route, then that may be chosen as following vehicles. The need of routers depends on the
transmission range between all neighboring vehicles. If the transmission range can reach the next cell leader without
needing an intermediate hop, then there is no need to have cell routers.

The steps to form a network cell are:

. By consulting loaded digit map, each vehicle can decide the width of the overlap regions between two
cells.
. Partition the digital map into cells, for example, 100 meter-radius cells, making sure the overlaps; vehicles

decide its cells based on its position coordinates and preset digital maps.

When a new vehicle enters the system, it waits for 200ms during which it hears the information transmitted by other
members of the cell and learns the cell leader’s ID. The new vehicle also activates its tower to detect its neighbors.
At the end of the time slice, it sends its position information as well as position information of its neighbors. If it
was not able to detect the cell leader, it sends a query asking the address (ID) of the cell leader. If no response
comes, then new vehicle takes over as a cell leader and announces its new role. In order to increase the probability
of verifying potential malicious vehicles position, we keep track of vehicle movements. By exchanging packets in a
cell, each vehicle knows the exact position of all other remaining vehicles in a cell. Vehicles in a cell can query the
position of a specified vehicle among the neighbors in the cell. When receiving responses from neighbors and
computing these positions, the requester comes to an agreement about all the neighbors’ position[1]. With local
tower detected data, oncoming traffic’s radar detected data, and trusted neighbors’ data in hand; we apply cosine
similarity to these data. If the cosine similarity score is above a threshold value, we will accept the data, otherwise, it
is dropped. With the accepted data, we build a history of vehicle movements, or a History table[3]. The basic idea is
that a vehicle without position history is not trustable, just like a person without a credit history cannot obtain a loan.

When it received a position of vehicle it announced it and the observer check the History table to verify their
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position based on movement consistency. If there is any inconsistency, the particular record is more than likely to be
picked up for verification. A verification request can be sent in two different ways. First, using the vehicles in the
same direction and secondly, making the opposite direction vehicles verify the vehicle. The request message travel
till it reaches the vehicle which is in direct line of sight of the disputed vehicle. A response message is then sent back
to the requester. A positive response would validate the record. The request and response message need not wait for
next transmission to happen. They are transmitted as soon as they are received. Because of this, the vehicle might
receive two confirmations: one from reverse direction vehicles and another from same direction vehicle. Since there
is less incentive for reverse direction vehicles to lie, reverse direction confirmation is given more weight.

We extended a microscopic traffic simulator based on the microscopic transport simulator, which features a realistic
traffic model. Vehicles in our simulator can accelerate if there is reasonable space ahead, decelerate if the space in
front is small or forward vehicles suddenly decelerate, completely stop if there is no way to move or change lane or
steadily drive and change lanes. In this project, we use a two-direction highway scenario with two lanes in each
direction. The comparison of our algorithm with flooding. In flooding each vehicle within transmission range
receives the message and broadcasts it to its neighbors’ till it reaches the destination vehicle. Our algorithm needs
less number of hops compared to flooding. The next experiment was run to calculate the time taken to detect the
malicious vehicles in the system.Aggregation Algorithm: This algorithm performs on the records in the validated
dataset in order to place more information in the outgoing broadcast messages. This module might as well update the
dataset by replacing the original records with the new aggregate version. This sends module the contents of the
records in the validated dataset in a broadcast message.Ratio-based Algorithm: The algorithm divides the road in
front of the vehicle to a number of regions. For each region, an aggregation ratio is assigned. The aggregation ratio
is defined as the inverse of the number of individual records that would be aggregated in a single record. Each
region is assigned to a portion where all the remaining free space in the broadcast message. The aggregation ratios
and region portion values are assigned according to the importance of the regions and how accurate the broadcast
information about the vehicles in that regionis needed to be. For example, assigning decreasing values to the
aggregation ratios and equal values to portion parameters will result in broadcasting less accurate information about
regions that are farther away from the current vehicle, since for those regions,each individual record will represent a

large number of aggregated vehicles records.
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Figure. 1. Flow chart of traffic flow simulation model

V.CONCLUSION

By comparing what is heard and seen, a vehicle can determine out the real position of the neighbors’ and isolate.
Due to the limitation of tower visibility range, we need to combine local security to achieve global security. We
present preset position-based cells to create a communication network by securely exchanging packets among cells.
Besides, we propose a method to challenge and confirm the position of a vehicle in a remote cell. In this project, we
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propose a new solution to secure the position information. The goal of our work is to provide a secure topology for a
VANET and to build a secure network for applications. The basic idea is the famous saying: “seeing believes”. We
use radar as a virtual “eye” of a vehicle. Although the “eyesight” is limited due to the limitation of radar
transmission range, a vehicle can “see” surrounding vehicles and hear reports. We are using flooding in which each
vehicle within transmission range receives the message and broadcasts it to its neighbor’s till it reaches the
destination vehicle. Our algorithm needs less number of hops compared to flooding. The next experiment was run to
calculate the time taken to detect the malicious vehicles in the system. Detection of false position information and
reducing the chances of attack is the key to the success of VANETSs. This project focuses on this prime area of
traffic. Radar acts as the eye of the system and allows a vehicle to trust the information received from the vehicles

within its range.
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