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ABSTRACT: 

Cloud computing maintains data and applications through the internet and central remote servers. Cloud 

computing allows customers and businesses to use applications without installation and they can access their 

personal files at any computer with internet access. This technology has most efficient computing by 

centralizing storage, memory, processing and bandwidth. Possibly the biggest concerns about cloud computing 

is security and privacy. If a client log in from any location to access data and applications, it's possible the 

client's privacy could be compromised and User want to retrieve only certain specific data files of their interest 

during the session.There are many searching technique that supports only exact keyword search. Using fuzzy 

keyword search, the exact keywords are displayed along with similarity keywords, which solve the problems 

encountered by the cloud users. This paper concentrates on fuzzy keyword search on cloud.This paper give 

literature survey on searchable encryption and single keyword search or Boolean keyword search and fuzzy 

keyword search.  

Keywords:Boolean keyword search,Cloud computing, fuzzy keyword search, searchable encryption, 

single keyword search.  

1. INTRODUCTION: 

Cloud computing enables users to outsource their data to the cloud servers over internet. By storing their data 

into the cloud, the data owners can be freed from the burden of data storage and maintenance and enjoy the on-

demand high quality data storage service. To protect data privacy and protect againstunauthorized accesses, 

important data has to be encrypted before outsourcing. It will provide end-to-end data confidentiality assurance 

in the cloud. In Cloud Computing, data owners may share their outsourced data with a large number of users. 

User want to retrieve only certain specific data files of their interest during the session. To overcome this 

problem, one of the best solution is to selectively retrieve the files through keyword based search instead of 

unnecessary information irrespective of user’s interest. Keyword based search techniques gives only the data 

which the users wants. For example, google search. The actual traditional encryption method uses simple spell 
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check mechanism for keyword search. This mechanism does not support all types of keywords. It is not efficient 

because it needs more user interaction. The spell check algorithm gives unnecessarily burden to the user, so the 

user effort is more in this mechanism as compare to other. Another reason is that sometimes the user enters 

wrong keyword such as toy instead of boy. spell check algorithm does not work properly it will give result of 

toy.It only works for exact keyword match which restricts the users to perform keyword search which is not 

efficient in cloud computing Thus, the drawbacks of existing schemes show the need of new techniques which 

supports flexible search, by allowing both minor mistakes and format variations.  

Fuzzy keyword search obviously enhances system usability by returning the matching files when users 

searching inputs exactly match the predefined keywords or the closest possible matching files based on keyword 

similarity semantics, when exact match fails. Edit distance is used to quantify keywords similarity using an 

advanced technique. It is wildcard-based technique to createfuzzy keyword sets. This technique eliminates the 

need for listing all the fuzzy keywords and the resulted size of the fuzzy keyword sets is reduced significantly. 

Fig. 1 [10] shows the system architecture. In whichto outsource a set of files to the cloud, the data owner 

constructs a secure searchable index for the file set and then uploads the encrypted files with the secure index on 

the cloud server. To search over the encrypted files, an authorized user first obtains the trapdoor from the data 

owner. The trapdoor is the “encrypted” version of search keyword(s). Then submits that trapdoor to the cloud 

server. Upon receiving the trapdoor, the cloud server executes the search algorithm on the secure indexes and 

gives the matched files to the user as the search results. 

 

 

 

2. RELATED WORK: 

The concept of searches on encrypted data was first proposed by Song [1]. Song et al. [1] first introduced the 

concept of searchable encryption. They proposed a scheme in the symmetric key setting, in which each word in 

the file is encrypted individually under a special two-layered encryption construction. As a result, a searching 
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overhead is linear to the whole file collection length. Chang et al. [2] introduced a similar per-file index scheme. 

To further enhance search efficiency, Curtmola et al. [3] presenteda per-keyword based approach, in which a 

single encrypted hash table index is created for the entire file collection, with each entry consisting of the 

trapdoor of a keyword and an encrypted set of related file identifiers. Searchable encryption has also been 

measured in the public-key setting. Boneh et al. [4] proposedthe first public-key based searchable encryption 

scheme, similar to that of [1]. In their construction, anyone with the public key can write to the data stored on 

the server but only authorized users with the private key can search. Reminder that all these schemes support 

only boolean keyword search, and none of them support the ranked search problem. 

Cao et al. [5] presented a privacy-preserving multi-keyword ranked search scheme in which coordinate 

matching is use to realize ranked search. Xu et al. [6] gives the keyword access frequencies into account during 

the system generation of the ranked list in the returning results and added the issue of the index update.Li et al. 

[12] proposed a fine-grained multi-keyword search schemes over encrypted cloud data. Their scheme allows the 

precise keyword search and personalized user experience which hires a classified sub-dictionaries technique to 

achieve better efficiency on index building, trapdoor generating and query. Wang et al. [13] presented a 

practical inverted index based public key searchable encryption scheme. Their scheme gives stronger security 

guarantee of the index and trapdoor privacy and is more efficient as compared to the existing public-key 

searchable encryption schemes. Fu et al. [14] constructed a user interest model for individual user by examine 

the users search history to allow use to retrieve relevant documents from the cloud based on his own interest. 

 

In recent times, aiming at acceptance of both minor mistakes and format inconsistencies in the user search input, 

fuzzy keyword search over encrypted cloud data has been proposed by Li. et al in [10].They solved the fuzzy 

keyword search by utilizing edit distance to extend keyword set. Then Liu et al. [8] upgraded the scheme by 

reducing the index size. Chuah and Hu [7] proposed a privacy-aware bedtree based approach to support fuzzy 

multi-keyword search, which considered the pre-defined phrases as the single keyword. Kuzu et al. [9] 

presented a similarity search scheme in which minhash based on Jaccard distance used to support fault tolerant 

keyword search. Wang et al. [11] engaged a score table to make the scheme that support to range query. 

3. CONCLUSION: 

As we know, cloud computing is the latest advanced technology, a user can store his personal and private 

encrypted files in a cloud and can retrieve them whenever he wants. In this paper, we present the literature 

review on fuzzy keyword search. Fuzzy keyword search greatly enhances system usability by returning the 

matching files when users’ searching inputs exactly match the predefined keywords or the closest possible 

matching files based on keyword similarity semantics, when exact match fails.  
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