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ABSTRACT

To enhance the security in optical image encryption scheme and to safeguard it from the invaders, this paper
proposes new digital Spiral Phase Mask (SPM) based on Fresnel Transform. In this technique asymmetric
cryptosystem is carried out in the Fresnel Transform (FrT) using SPM which is mixture of Fresnel Zone Plate
(FZP) and Radial Hilbert Mask (RHM) along with Hybrid Mask (HM). In the proposed system we have also
used a squaring and square root action in the encoding and decoding track respectively. These two operations
would make the system resistant or unstable against standard attacks. Proposed scheme uses SPM which
increases the key space also it increases the number of parameters for better safety and robust against various
attacks. We have also used different keys for encoding and decoding purpose to make the system much more
secure. The power of the proposed system has been analyzed by simulating on MATLAB 7.9.0 (R2008a).

Keywords: Fresnel Transform, Spiral Phase Mask, Hybrid Mask, Mean Square error, Peak Signal

to Noise Ratio.

I.INTRODUCTION

With the increased use of internet and digital communication, here is a great need of safety for storing and
passing of digital information. It is in high demand to maintain the secrecy of these images so that no third party
can have access for these images. One of the ways by which we can provide security in these fields is
cryptographic techniques. This can be completed through pictorial image encoding methods [1-2] which is one
of the best methods for encoding and locking sensitive information. The most effective and successfully known
practice for image encoding is double random phase encoding (DRPE), was first proposed by Refregier and
Javidi in 1995[3]. In order to strengthen the security of data, DRPE was extended to many other transforms such
as Fractional Fourier transform [4-7], Fresnel transform [8-11], gyrator transform [12-16], etc. But all these
systems were used with symmetric key encryption which uses same key for encoding and decoding purpose.
Hence, these systems bring much eternal damage to reliability as it is open to many attacks like chosen plain
image attack, Known plane image attack [17-21]. Thus to reinforce the security system and overcome these
problems asymmetric system was introduced by Qin and Peng [22]. Here, we propose a joint system using SPM

[23-26] as one of the keys along with HM [27]. The SPM used is much more secure since we use more
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fractional orders, for enlarging the key space we make use of fractional keys as a result of which the optical
system is much more secure. The SPM is made from FZP [24] and RHM [25]. Here, a innovative hybrid
asymmetric methods is suggested with an aim to overcome the weaknesses of the symmetric system. This
system uses square operation while encoding image and uses square root operation while decoding images
which makes it impervious to many conventional attacks [28]. This square and square root enhances non
linearity hence makes it problematic for the attackers to find the real key.The power of our recommended
cryptosystem has been examined and tested on the basis of various factors on MATLAB 7.9.0 (R2008a).

II.,THEORETICAL ANALYSIS
2.1 Fresnel domain DRPE

In our proposed scheme we have used DRPE scheme in Fresnel domain. The FrT of an image | (X, y) at a

propagation distance z, when it is illuminated by a plane wave of wavelength A can be written as

.F;{'H_. 1;:':] = FTT.l_K{f{x-' J_':]} = fj: f_: I{_:(_, J_‘:] h:l_z {'L[_. 7, X, J_‘:] d.m‘.y (1)

. 1 _ImE (4 - -
With by o (v, x, v) = i (: le exp {E (u—x) + (v — y]‘},
Where (x, v) and (.7} represent the coordinates of the input and output plane, the operator FrT; . denotes the

FrT parameters 4 and z, and h; ; is kernel of the transform.

2.2 Hybrid Mask
The HM is generated using RPM, R1 and the secondary image, S (X, y). R1 is first multiplied with S (x, y) and
the resulting product is Fourier transformed (FT). The argument of the FT i.e. the phase part of the transformed
output is the HM. It is given by the equation,

HM= Arg {FT [S (x, y). R1]} )
Where, FT is Fourier transform, Arg is the argument of the FT, and R1 is the predictable RPM.

2.3 Spiral Phase Mask
The joint mask SPM consist of FZP [24] and RHM [25].The FZPs are the diffractive optical element (DOE)
which cannot be replicated. The usage of these keys will make the scheme much safer and helps in increasing
the key space and also makes an image edge-enhanced comparative to original image. The intricate amplitude
produced by Fresnel wave front is given by
©)
Where, k and =400 mm, A=632.8nm and pixel spacing =0.023.
The radial Hilbert phase function in log-polar coordinates (p, ) can be written as:
H(p, )=exp(iP ) (4)
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Where P denotes the order of transformation. It is clear that opposite halves of any radial line of the mask

have a relative phase difference of Px radian. The combined key (SPM) created is given by

— K

V(rp, &3=U()xH(p, &) =exp :::r_rj:] xexp (i P &) )

111.PROPOSED TECHNIQUE

Encoding: We make use of two keys since it is asymmetric method [27]. The steps for encryption are:

3.1.1  Inthis step we first multiply the original image by the HM (R11) in the input domain and the product is
squared. The squaring is done pixel-wise.
3.1.2  The resultant obtained is then Fresnel transformed. The phase truncated [28] portion gives the
intermediate function G (a, B) , given by

G (. ) = PT {FIT [SQ [I(x, y) X R11(x, y)II} (6)
3.1.3  The G (o, B) is further multiplied with the SPM (V (u, v)) which is a combined key of FZP and RHM.
And the product is again squared and again FrT is applied.

E(x, y) = PT {FrT [SQ [G (a, B) X V (u, V)II} 7
Here, SQ [.] represents pixel by pixel squaring, R11(x, y) and V (u, v) represents the masks used for encoding
and K; (u, v) and K (x, y) are the keys used for decoding. These keys are:

Ky (u, v) =PR{FrT [SQ [I(x, y) XR11(x, y)II} ®)
And

Kz (x, y) = PT {FIT [SQ[G (a, B) X V (u, V)II} 9)
Decoding: The decoding process involves following steps:

3.2.1. At first we multiply the cipher image E(X, y) with the First asymmetric key (Phase reversal part- K5).
3.2.2.  Then we do the decoding of previous step using DRPE technique taking the FrT
3.2.3.  The square root of this function is done and we obtain the intermediate function G (a, p).

G (a, B) = PT {FrT [SQRT [E(x, y) X K, (x, )II} (10)
Here, SQRT [.] represents the pixel by pixel square root operation.
3.2.4. The G (o, B) is multiplied with the Second asymmetric key K; (u, v). Then we apply FrT and take the
square root of this function.

I(x, y) = PT {FrT [SQRT [G (a, B) x Ky (u, V)II} (11)

The flowchart of cryptosystem for encoding and decoding is revealed in Fig. 1(a) and 1(b).
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Fig. 1(a) Encoding scheme

PT PT

—1 6 (@) FTILA21) eW —>|

K1

Fig. 1(b) Decoding scheme

IV.SIMULATION AND RESULTS
We have performed the numerical simulation of the proposed system using MATLAB 7.9.0 (R2008a). Two

original images 256x256 pixels namely: Lena and Barbara are chosen. Fig. 2(a) and 2(b) shows the Lena and

the Barbara images. For encoding purpose some parameters are set because a selected domain of cipher-text is

transformed by FrT. For simplicity we use SPM proposed by Barrera etal.[23] Fig. 2(c), 2(d) and 2(e) shows the
FZP ,RHM with p=5 and SPM respectively. Fig. 2(f) represents the HM used, Fig. 2(g) and 2(h) indicate the

noise affected encoded images and Fig. 2(i) and 2(j) represents the encoded images. We have finally decoded

the images using phase retrieval keys (K 1& K ,) to check the correctness of the technique used. Fig. 2(k) and

2(1) shows the final decrypted image using the accurate keys. In order to check the excellence of the decoded

image, proposed system is checked against Mean Square Error (MSE) and Peak Signal Noise Ratio (PSNR).
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Fig. 2

MSE helps in calculating the safekeeping and efficacy of the proposed system. MSE verifies the quality of the
final recovered image. If 15(, y) and l4(X, y) denotes original and the decrypted image, then MSE is calculated

using equation (12)

1
MSE = =T, T [ LG y) ~Li(xy) | 2 (12)

The technique proposed is very secure because in order to correctly decrypt the image all the values of HM and
SPM must be correctly chosen. If any of the value is wrongly chosen automatically thereis error (MSE value is
positive) hence, decrypted image is not obtained. The MSE obtained for the two input image Lena and Barbara
are: 3.85 x 10 ®and 6.10 x10 %, MSE is a normalized error function. These values are microscopic which
means it recovered high eminence image and this signifies the strength of our proposed system. Fig. 3 depicts

the curve between MSE and Fractional order of o value = 0.6.
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Fig. 3 Plot of MSE against Fractional order
Similarly, the degree of transparency of noise in the noised image is assessed by calculating the PSNR between

input and noised image. PSNR measures the difference between original image I, (X, y) and the decoded image
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l4(X, y) obtained using suggested algorithm. Equation (13) shows the mathematical expression of PSNR,
(255)?

(MiN)ZTlel' L (% ¥) =1 ()P

The PSNR obtained for our suggested algorithm for both the images Lena and Barbara are292.42 and 257.34

PSNR =10x log{ } I CK)

respectively. These values indicate high eminence of decoded image.

4.1.1. NOISE ATTACK
To check the strength and efficacy of the suggested system, it has been investigated against noiseattack. It is
certain that the noise impacts directly the quality of the decoded image. We have taken Gaussian noise in the

encoded image. The noise hinders with the ciphered images by relation
A = A(L+kG) (14)
Where, A is the ciphered (encoded) image which is deprived of noise and A' is the noise affected encoded
image, Kk is the noise power and G is a Gaussian noise with 0 and 1 standard deviation.
Fig. 4 indicates the plot of MSE against the noise factor (K).

Mean Square Error

(MSE)

Noise Factor (K)

Fig. 4 Plot of MSE against Noise Factor (K)

4.1.2. HISTOGRAM ANALYSIS
The encoding system should be able to convert the original image into cipher images. The histogramsof original

images are dissimilar but if the histograms of the cipher (encoded) image are similar then it is good encoding
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scheme and it is open from attacks since the invader cannot gain useful information out of it. The histograms
curves of the original images and encoded images are shown in Fig. 5(a) and 5(b) and Fig. 6(a) and 6(b)

respectively.
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Fig. 5(a), 5(b) Histograms of the Lena and Barbara image
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Fig. 6(a), 6(b) Histograms
of the encoded images
4.1.3. ENTROPY ANALYSIS
Entropy measures the unpredictability or vagueness in the Cipher image. More the unpredictability in Cipher
image, it becomes difficult for the attacker to improve the original image. Mathematically entropy H can be
given by equation (15).
H=— M, pi log2 pi (15)

Where p represents the probability. The perfect value of entropy is 8.The entropies obtained for cipher image of
Lena and Barbara using anticipated system is 6.7272 and 7.55890 respectively, which is near about the idyllic

value. This shows that the suggested system is strong and has high unpredictability in cipher image.

V.CONCLUSION

The suggested asymmetric cryptosystem presents non linearity by adding square and square root operation in the
encoding and decoding tracks respectively which enhances the safety of the system. When an image is encoded
using Fresnel Transform it enhances the safety and privacy of the original image. The suggested method uses
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Fresnel using asymmetric keys since these keys are different for both encoding and decoding schemes. The
authors have also used different masks to perform simple DRPE (HM &SPM) which enhances the key space.
The system is also proved against noise attack. The simulation outcome authenticates the sustainability and

efficacy of this cryptosystem.
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