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ABSTRACT

The attack described in this paper and carried here will be revolving around WEP/WPA/WPA2 password cracking.
The background behind WEP/WPA/WPA?2 itself is firstly explained therefore the attack itself can be described in a
more informative and clearer way. There are several aspects that will be considered throughout the hypothesis and
also the act of attack itself. This includes the hypothesis of the scenario, the tools and their specifications, the step by
step of the attacks, and also the mitigations and recommended solutions on preventing such attack from happening.
In the end of this paper, a conclusion is made by comparing to the previously defined hypothesis, aims, and
objectives. This is done in order to give evaluation on the efficiency and success of the attack and its related
research. All in all, this research and attack are done to give more insight towards the WEP/WPA/WPA2 attacks.
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I INTRODUCTION

Wired Equivalent Privacy (WEP) is a security protocol that is specifically designed to provide a level of security
that matches with the one that is implemented on wired Local Area Network. WEP is a component of the standard
IEEE 802.11 WLAN [1]. WEP itself works by encrypting the data with a symmetric RC4 encryption algorithm. It
uses a secret key to protect wireless communications from being breached and also reduce the possibility of the
wireless network to be accessed by unauthorized patrons [2]. The key is later on used to encrypt packets before a
transmission is carried out. The key itself will be shared between the mobile station and the access point. The main
goal of WEP is to provide and guarantee confidentiality, access control, data integrity, efficiency [3], shown in
“Fig.1 and Fig.2”.
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Due to WEP’s failure to meet with the security level that is expected to par the equivalent that of wired LANS,
Wireless Protected Access or often abbreviated as WPA, is created to provide for confidentiality of data and fixes
most of WEP’s problems [5].WPA is the subset of Robust Security Network (RSN). It is compatible with the
802.11i security standard. Although WPA and RSN share a similar architecture, there are still a few differences.
Such as WPA’s subset of capability that is only focused on a way in implementing a network. According to [6],
another difference between WPA and RSN is, in additional of TKIP (Temporal Key Integrity Protocol), RSN also
supports the AES (Advanced Encryption Standard) cipher algorithm.In short, even though WPA is more common
between Wireless network users nowadays, it is suggested for them to upgrade towards a full RSN solution. The
reason is because RSN architecture is more complex however it is more suitable and secure to be used in large
scaled network, something that is one of the problems faced by WEP which is impractical to manage key
distribution whenever it has more than tens of users [7].

WPAZ? is also compatible with the 802.11i standard. As previously stated, WPA has fixed the weaknesses that are
present in WEP. However, WPA also added some new vulnerabilities. Therefore WPAZ2 is created to provide

stronger data protection and network access control, shown in “Fig.3”.
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Il VULNERABILITIES

WEP has several basic flaws that makes it highly vulnerable to serious attacks. The vulnerabilities include its
undefined method for encryption key distribution, this is because the pre-shared keys are set only once during the
installation and are rarely ever updated. Other than that is its use of RC4, which was designed to be a one-time
cipher and it was not intended for multiple usage. This is very vulnerable to man-in-the-middle attack because the
attacker then can monitor the traffic and decipher the packets into plaintexts. This will be easily done using various
tools such as AirSnort, WEPCrack, or dweputils [8]. The distribution and sharing of PSK keys in WEP is performed
manually, therefore it does not have any technology security protections [9]. It is shared in non-secure methods
which to whoever users who gain the access toward the key, will be assumed as an authentic user and thus approved.
WPA is vulnerable to denial-of-service (DOS) attacks. And the worse thing about this vulnerability is the only
workaround that can be done is by switching it completely to WEP until the attack subsides. Other than that, WPA is
also vulnerable to dictionary attacks if the pre-shared 14 character key is a legitimate word [2].

A way to attack WPA encrypted network is by capturing the pre-shared key that is used to set up the WPA
encryption during the initial communication between the access point and the client [6]. After the pre-shared key has
been captured, then it will be used in guessing the WPA key by using standard dictionary attack [10]. Another form
of attack is Evil Twin attack. It is an attack which is using homemade wireless access point that is tricking wireless
users by acting as a legitimate access point in order for the attacker to gain information without the target’s consent
[1]. The evil twin wireless access point is positioned in the vicinity of a legitimate access point, by using the same

name that is used by the legitimate access point.
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11 HYPOTHESIS

The hypothesis proposed is to prove the possibility of cracking WEP/WPA/WPA2 password by tricking its users
into giving their authentic login credentials. The attack will run on as illustrated below. The attack to be carried out
is cracking the WEP/WPA password of a Wireless network. It is carried out on networks which are using pre-shared
keys. The method used is by sending the target a phishing page that will trick them into typing in their authorized
login details. The reason of choosing this method is because, only brute force technique can be used against
WPA/WPA2, unlike the ones on WEP, where statistical methods can be used to speed up the cracking process [11].
And a brute force attack is very time consuming, considering that it is compute intensive, whereas a computer can
only test 50 to 300 possible keys per second, depending on the computer CPU. Therefore, it can take hours or even

days to go through a large dictionary of words [12],shown in “Fig.4”.

3.1 Aim
The aim of this research and attack is to carry out an attack on WEP/WPA/WPA2 in order to gain unauthorized
access into the network.

3.2 Objectives
e  Gain more information and knowledge regarding WEP/WPA/WPA2 implementations.
e Discover the most suitable method and tools to be used on carrying out WEP/WPA/WPAZ2 attack.
e  Gain more information related with the tools and techniques to be used in proving the hypothesis.
e Conduct a successful attack on WEP/WPA/WPA2 protected wireless network.
e Find the solutions and workarounds regarding the attacks on WEP/WPA/WPA2 protected wireless

network.
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Figure 4. lllustration of the scenario [13]

IV SELECTION OF TOOLS
There are in total four tools to be considered in carrying out the attack. Here will be explained the differences
between these tools, and from the comparison then it would determine which tool is the most suitable in meeting the

aim and objectives of the research. The four tools are Cain & Able, Airsnort, Aircrack, and Fluxion.

4.1 FEATURES

Kali Linux is selected as the default operating system in carrying the attack. And the tools chosen in carrying the
attack include Fluxion and Aircrack-ng. The two tools work hand in hand in carrying the attack, since Fluxion
mainly delivers the core of the attack that is by creating an evil twin AP, and Aircrack-ng is used to capture the

handshake, shown in “Fig.5”.

4.1.1 FLUXION
Fluxion is a sophisticated tool that blends the traditional password cracking method, and the use of social
engineering. This makes the rate of success in running the attack to be reasonably high. Some features of Fluxion
are:

1. Capture WPA handshake.

2. Control the behavior of login page and its entire script.

3. Creates an evil clone with the same name as the legitimate one.
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root@Kkali: ~/fluxion e ® ©
File Edit View Search Terminal Help

2 (rev. 9) by ghost

Latest rev. [/]

Figure5. Interface of Fluxion

4.1.2 AIRCRACK-NG

Aircrack-ng is usually used in assessing wireless network security that are focused on monitoring, attacking, testing,
and cracking. It is using command line that allows heavy scripting, shown in “Fig.6”. Some features of Aircrack-ng
are:

Capturing packet and export data into text files to process them further.

Replay attacks, deauthenticate, fake access pints, all by using packet injection.

Checking wireless cards and driver capabilities.

WEP and WPA-PSK password cracking.

> 0w D oE

root@kali: ~ e ® ©
File Edit View Search Terminal Help
:~# aircrack-ng

Aircrack-ng 1.2 rcd4 - (C) 2006-2015 Thomas d'Otreppe
http://www.aircrack-ng.org

usage: aircrack-ng [options] <.cap / .ivs file(s)>
Common options:

a <amode> : force attack mode (1/WEP, 2/WPA-PSK)
<essid> : target selection: network identifier
<bssid> : target selection: access point's MAC
<nbcpu> : # of CPU to use (default: all CPUs)

: enable quiet mode (no status output)

<macs> : merge the given APs to a virtual one
<file> : write key to file

WEP cracking options:

: search alpha-numeric characters only
: search binary coded decimal chr only
: search the numeric key for Fritz!BOX
: use masking of the key (Al:XX:CF:YY)
: MAC address to filter usable packets
: WEP key length : 64/128/152/256/512
\ an

. WED Lot indav (1 _+n A An o) 4.

Figure 6. Aircrack-ng interface

4.2 JUSTIFICATION
The reasons behind the decision in using Fluxion and Aircrack-ng for the attack is because the two tools work in
synchronize to carry the attack. Without Aircrack-ng, Fluxion will not be able to evaluate the captured handshake as

valid or not. Meanwhile, without Fluxion, Aircrack-ng will not be able to create and control the entire script of the
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evil twin AP. Therefore, by using these two tools simultaneously, the rate of success in carrying out the attack will

be much higher. Another thing is that to recover from the attack, it will be easier compared to by using other tools

considering the tools do not exploit more than the password cracking itself thus it will not seriously affect the

victim’s device nor the network itself, shown in “Table.1” and the evaluation will be in “Table.2”.

V TEST PLAN
No. Task Description Obijectives Expected Result
1. Clone and install Fluxion. Adding Fluxion into Kali Fluxion is installed and attacker
Linux’s system. will be able to perform attack
using the tool.
2. Choose a wireless network as a | To attack the wireless network By choosing the selected
target. by obtaining its password. options, a sequence of windows
will appear throughout the
attacking process.
3. Capture and deauthenticate Handshake will be captured and | By choosing the selected
handshake. analyzed using the Aircrack-ng | options, a sequence of windows
tool. will appear throughout the
capturing and analyzing
process.
4, Run and wait for the attack to Have a user to be tricked into By choosing the selected
take place. giving up their login details. options, a sequence of windows
will appear throughout the
attacking process. These
windows will monitor the
activity of the evil twin AP, the
targeted wireless network, and
the active user.
5. Obtain a login credential. Have a user tricked into giving | A window will appear notifying
up their login details. that the key has been
successfully obtained.
6. Use the password key on the Login to the targeted wireless Attacker will be able to login to
targeted wireless network. network. the wireless network and
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appeared as legitimate.

Table 1. Test Plan
VI DEMONSTRATION

Step 1: Download and install Fluxion.

Fluxion is based on previously created program such as Aircrack-ng and hostpad. It is available to be downloaded
for free from github. After Fluxion has been downloaded or cloned, the installation process began as follows, shown
in “Fig.7”.

r

A root@Kkali: ~/fluxion e ® O
File Edit View Search Terminal Help

:~# cd fluxion
:~/fluxion# sudo ./install/install.sh]]

Figure 7. Command line to install Fluxion

After the command lines shown above have been run, then the Fluxion installation will start. It will check whether
the components and tools required to install Fluxion have existed in the Kali system, shown in “Fig.8”.

root@kali: ~/fluxion e ® O
File Edit View Search Terminal Help

luxion Is The Future >

Figure 8. Installation process of Fluxion
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Once everything has been checked and all required components are complete, then a display that forces the user to

choose a language of Fluxion’s interface will show in “Fig.9”.

e

root@Kkali: ~/fluxion @ ® O
File Edit View Search Terminal Help

luxion Is The Future >

2] Select your language

English
German
Romanian
Turkish
Spanish
Chinese
Italian
Czech
Greek

10] French
11] Slovenian

LoONOOTUVAEWNM

deltaxflux@fluxion]- [~}

Figure 9. Select language

Step 2: Carrying the Attack
In the second step, the attack will be carried out. Firstly, attacker has to select the WLAN interface to be used in

monitoring the existing wireless networks, shown in “Fig.10”.

r

root@Kkali: ~/fluxion @ ® 0O
File Edit View Search Terminal Help

luxion Is The Future >

mon@®, Select an interface

1] wlan® Unknown mac80211 hwsim
2] wlanl Unknown mac80211 hwsim

deltaxflux@fluxion]-[~]1j}

Figure 10. Select wireless interface
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Then, the next step is to choose the channel, which in this case the attacker chose the first option that was ‘All

channels’, shown in “Fig.11”.

P

root@kali: ~/fluxion @ ® 0
File Edit View Search Terminal Help

luxion Is The Future >

2] Select channel

1] A1l channels
2] Specific channel(s)

deltaxflux@fluxion]-[~]1

Figure 11. Selecting wireless network channel

Then a Wi-Fi monitor will appear showing the list of available wireless networks. If at first there are no wireless
network detected, the attacker can go back to the Fluxion’s Terminal window and type in R in order to refresh the

WiFi Monitor, shown in “Fig.12”.

r

WIFI Monitor e ® O
CH 4 1[ Elapsed: 12 = ][ 2017-06-29 00338
BSSID PUR  Beacons #lata, #/s CH MB EMC CIPHER AUTH ESSID
BSSID STATION PUR  Rate Lost Frames Probe

Figure 12. Wifi monitor
The detected wireless network will appear as a humbered list, and attacker has to choose which wireless network

should be attacked by simply typing in the number of the specified network as shown in the list. After choosing the

targeted network, a selection of attack options will appear. In this scenario, the attack chosen is Number 1, using the
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assistance of Hostapd. And then in the handshake capturing and checking, the tool that will assist Fluxion is

Aircrack-ng. It will capture the handshake and deauthenticate it as validation, shown in “Fig.13-17".

WIFL LIST 1) Select Attack Option

MAC CHAN SECU

F4:F2:6D:D4:D4:62

50155 C2.09.72 ; 1| FakeAP - Hostapd (
198; : — 2| FakeAP - airbase-ng (Slower connection)

e EE OB | (3] WSSLAIGHTER - Bruteforce WS Pin

F4:F2:6D:AF:6B:54

CB:3h:35:54:55:20 T 4| Bruteforce - (Handshake is required)

EC:08:6B:BE:3C:CE 5

-
HEMEEOONOUVAWNN O
WN M~

(*) Active clients

Select target. For rescan type dEItaXflUX@flUXion ~

deltaxflux@fluxion]-[~]13 a

Figure 13. List of detected wireless networks Figure 14. Options of attack

i] Handshake check i *Capture Handshake*

: : Deauth all
1 alrgrack-ng (Miss chance) Deauth all [mdk3]
2] pyrit Deauth target
3] Back Rescan networks
Exit
deltaxflux i ~
leltaxflux@fluxion deltaxflux@fluxion ~3]1

Figure 15. Handshake capturing and deauthenticating

Below is how the handshake captured appears on Fluxion’s interface.
Capturing data on channel --> 1 e ® ©

CH 1 )[ Elapsed: 12 s ][ 2017-01-17 28 ][ WPA handshake: 84:16:F9:73
#Data, /s CH MB ENC CIPHER AUTH
26 1 1 S54e. WPA2 CCHP PSK Sa

PUR Rate Lost Frames Prob

9 -44 le- le 9 106

Figure 16. Captured handshake

And the next step will be creating an SSL certificate and selecting the option as “Web Interface’.
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- ) .
Certificate invalid or not present, please choice 1 SeleCt your optlon

1] Create a SSL certificate
2] Search for SS1 certificate 1 Web Interface

E 2] Bruteforce
3

Figure 17. SSL certificate for web interface

The information of the targeted wireless network will appear, and user has to select the language for the particular
evil twin AP login page. It is best to use the language that is mainly used in the area, as the purpose is to trick user
into believing that the evil twin AP as legitimate, shown in “Fig.18”. Fluxion itself supports many options therefore

there is a long list of language that the user can choose from.

INFO WIFI

SSID = Sazzad SD / WPA2
Channel = 1

Speed =54 Mbps

BSSID = 84:16:F9:73:A5:68 ( )

i] Select Login Page

English [ENG] (NEUTRA)
German [GER] (NEUTRA)
Russian [RUS]  (NEUTRA)
Italian [IT]  (NEUTRA)
Spanish [ESP] (NEUTRA)
Portuguese [POR] (NEUTRA)
Chinese [CN]  (NEUTRA)

Figure 18. Twin login page creation and choosing the language and Deauthentication of handshake

After the login page language has been chosen, the following windows will appear, which are the deauthentication
of captured handshake, Wireless network information, and AP details, shown in “Fig.19”.

interface state ININITIALIZ
wlan0; AP-ENABLED

Figure 19. Targeted wireless network’s information and Evil twin AP details
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Once a user has been tricked into inputting his/her login credentials, the wireless network’s key will be sent to

Fluxion and the result will appear as follows in “Fig.20”.

E

Wifi Information

[00:00:00] 1/0 keys tested (200,% k/s)

ile Edit View Search Ten

Kill hostapd
Disabling monitoring

W

Cleaning
Restoring
Delete fi

work-Manager
Cleanup performed successfully!
Thanks for using fluxion

Tine left: 0 seconds

A6 3 85 EC E4 2K 45 4F O &€ &2

1 oC FD FO CC A8 M 25

5 2B 51 06 CB 31 A0 A2 8 5 11 06 6C 79 26 91

Authentication required by wireless network

Passwords or encryption keys are required to access

the wireless 'ktm*% “Sazzad SD'

Password

Cancel

Figure 20. Key obtained and wireless network authentication

VII. EVALUATION
No. Task Description Objectives Expected Result Actual Result
1. Clone and install Adding Fluxion into Kali | Fluxion is installed and Same as expected.
Fluxion. Linux’s system. attacker will be able to
perform attack using the
tool.
2. Choose a wireless To attack the wireless By choosing the selected | Same as expected.
network as a target. network by obtaining its | options, a sequence of
password. windows will appear
throughout the attacking
process.
3. Capture and Handshake will be By choosing the selected | Same as expected.
deauthenticate captured and analyzed options, a sequence of
handshake. using the Aircrack-ng windows will appear
tool. throughout the capturing
and analyzing process.
4, Run and wait for the Have a user to be tricked | By choosing the selected | Same as expected.

attack to take place.

into giving up their login
details.

options, a sequence of
windows will appear
throughout the attacking
process. These windows
will monitor the activity
of the evil twin AP, the
targeted wireless
network, and the active
user.
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5. Obtain a login credential. | Have a user tricked into A window will appear Same as expected.
giving up their login notifying that the key has
details. been successfully
obtained.
6. Use the password key on | Login to the targeted Attacker will be able to Same as expected.
the targeted wireless wireless network. login to the wireless
network. network and appeared as
legitimate.

Table.2 Test Plan Evaluation
VIII RECOMMENDATIONS

Preventions against WEP/WPA/WPA2 password cracking can be done in several ways. The first way, for WEP
users, is to upgrade WEP to WPA2. Then, the second method is by placing AP in a demilitarized zone (DMZ) and
then utilizes firewall in front of the internal network, which this will filter traffic from unauthorized IP address. The
third way is by changing the default SSID’s name to make it more difficult for attackers to determine the
specifications of router used [3]. The use of wireless Intrusion Prevention System also will help preventing
unwanted attacks, by detecting rouge access points. It identifies the attacks by their access point’s SSID, channel,
signal strength, and MAC address. One of the software suggestions for this is KFSensor. It is a Windows based
Intrusion Detection System (IDS). It acts as honeypot in attracting and detecting hackers and vulnerabilities. It will
divert the attacks and give additional level of security by its masquerading technique [13]. However, the
workarounds for WEP/WPA/WPA?2 attack are much more limited compared to its preventions. The first step is by
disabling the Wi-Fi connection. And for the administrators, they can adjust their router protocols, by temporarily
disable the wireless network and apply the access list technique, to specifically deny traffic through their interfaces
and filter the traffic itself [13].

|
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|
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Figure2l. Utilization of DMZ [13]
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-4’: KFSensor Enterprise Administrator E]@
File View Scenario Signatures Settings Help
: ;i‘} G2 Gt Y e EEE Al Aalz@E MR D
= Sensor ID D Start Time Pr... | Sens... Name visitor Sig. Message Received |
=3 TeP @ tew vork 1039 12:04.07.609 TCP 20034 NetBus 192.168.1.41 BN[1F 00 02 00 DCJ3{05 00JAL0C|
&5 21 FTP Guid || © hew vork 1038 12:02:02.671  TCP 6969 GateCrasher, T... 192.168.1.41 [16 03 00 00Ja[01 00 00]][03 00
D 22 550 £ new vork 1037 12:01:27.671  TCP 5631 PCAnywherel  192.168.1.41 [16 03 01 00}a[01 00 00]][03 01
A 23 Telnet - | |2 eerin 1036 12:00:20.937  TCP 135 MSRPC 81.193.24.196 [05 00 08 03 10 00 00 00JH{00 0| |
5 25 SMTP - Activity || 2 eerin 1035 11:58:20.859  TCP 135 MSRPC host81-153-139-157.... [05 00 0 03 10 00 00 00}H[00 0
8 42 wins ||| = ew vork 1034 11:57:51.968  TCP 445 NET SMB host81-153-68-191.r...  NBT SMB - ASN.1 KillBil... SMB:1 [neq protocol] [0D 0A] Pr|
- 53 DNS - Activity || S new vork 1033 11:56:14.093  TCP 139 NBT Session Se...  218.37.25.20 NBT Opasoft Worm ins...  NBT:1 Session Request{0D DAJC:
8 68 oHep ) Berlin 1032 11:55:25.281  TCP 1080 SOCKS 60.220.1.32 SOCKS 5 Authenticate Request: |
8 80 115 - Recent Activity 5 new vork 1031 11:41:36.453  TCP 445 NBT SMB host81-153-16-239.r .. |
3 o8 Kerberos 29 Berlin 1030 11:40:42.234  TCP 4444 Blaster, Trojan  ACCBIEEB.jpt.acl.com  Command console wor...  ttp - 172.200,158,232 GET teel
8 110 por3 Bew vork 1029 11:39:04.312  UDP 1434 SQLUDP Server  hostB1-153-27-215.r...  5QLUDP ServerResol... [04909090909090909090¢
e I New vork 1028 11:38:34.828  TCP 1433 SQL Server host81-152-241-78.r...  SQL Server logon atte...  TDS Packet: Num:1 Type i | =
h) I Berin 1027 11:36:34.703  TCP 1433 SQL Server host81-152-241-78.r...  SQL Server logon atte...  TDS Packet: Num:1 Type id:12 Ty
4 113 ident S gerin 1026 11:35:25.046  TCP 139 NBT Session Se... ADSL-TPLUS-16-55.in... NBT OpaSoft Wormins... NBT:1 Session Request[0D DAJCY
& 119 e {2 London 1025 11:31:30.187 TP 445 NBT SMB host81-153-63-210.r... SMB:1 [neg protocol] (0D 0A] Pr|
& 135 msrec S tondon 1024 11:31:30.125  TCP 445 NBT SMB hosts1-153-63-210.1... |
2] 139 NBT Session Service - 53 Mew vork 1023 11:26:09.453  TCP 445 NBT SMB 220-109-122-148.50... SMB:1 [neq protocol] [0D 04] Pr|
£ 389 Lowp BLondon 1022 11:25:58.48¢  TCP 80 1S host81-153-130-36.r...  IIS view script source c...  OPTIONS / HTTR{1.1[0D m]tran1
5 443 HrTRS = new vork 1021 11:22:30.640  UDP 137 NBT Name Service host81-153-15-137.r... NBT NS Packet: Op: Name Query|
{5 445 NBT SMB - Activity Bew vork 1020 11:21:57.890  TCP 80 IS host81-153-183-246.... 115 - REOT Worm prop...  GET / HTTP{1.0[0D DAJHost: 31.:
) 522 NetMesting User Location | SFnew vork 1019 11:20:17.203  TCP 3128 HTTP Proxy 209.200.16.65 GET hittp:fwww reziient. et tes
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Figure 22. KF Sensor interface

IX CONCLUSION

The research that has been done on the WEP/WPA/WPA2 security is very supportive in implementing the attack on
WEP/WPA/WPA2 password cracking. The knowledge gain during the research will also be very helpful for future
performances. This also brings more realization that breaching of wireless network can easily be done anywhere and
by anyone. The limitation of this research and attack is that this only covers the nutshell of WEP/WPA/WPA?2
attack. Because in real life, malicious parties will exploit further and they will not stop at just cracking the wireless
password. However, proper implementation of security countermeasures as recommended should be applied in order
to prevent serious exploits of the network and such case will be easily prevented. In conclusion, this research and
attack have been successfully carried out and have met their aims and objectives, which are to carry out an attack on
WEP/WPA/WPA2 in order to gain unauthorized access into the network, find the solutions and workarounds
regarding the attacks on WEP/WPA/WPAZ2 protected wireless network, and to conduct a successful attack on
WEP/WPA/WPA2 protected wireless network.
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