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ABSTRACT

Ubiquitous sensing enabled by Wireless Sensor Network (WSN) technologies cuts across many areas of modern
day living. This offers the ability to measure, infer and understand environmental indicators, from delicate
ecologies and natural resources to urban environments. The proliferation of these devices in a communicating-
actuating network creates the Universal Object Interaction (UOI), wherein, sensors and actuators blend
seamlessly with the environment around us, and the information is shared across platforms in order to develop
a common operating picture (COP). Fuelled by the recent adaptation of a variety of enabling wireless
technologies such as RFID tags and embedded sensor and actuator nodes, the 10T has stepped out of its infancy
and is the next revolutionary technology in transforming the Internet into a fully integrated Future Internet. As
we move from www (static pages web) to web2 (social networking web) to web3 (ubiquitous computing web),
the need for data-on-demand using sophisticated intuitive queries increases significantly. This paper presents a
Cloud centric vision for worldwide implementation of UOI. The key enabling technologies and application
domains that are likely to drive 10T research in the near future are discussed. A Cloud implementation using
Aneka, which is based on interaction of private and public Clouds, is presented. We conclude our UOI vision by
expanding on the need for convergence of WSN, the Internet and distributed computing directed at

technological research community.

I.INTRODUCTION

The next wave in the era of computing will be outside the realm of the traditional desktop. In the UOI paradigm,
many of the objects that surround us will be on the network in one form or another. Radio Frequency
Identification (RFID) and sensor network technologies will rise to meet this new challenge, in which
information and communication systems are invisibly embedded in the environment around us. These results in
the generation of enormous amounts of data which have to be stored processed and presented in a seamless,
efficient, and easily interpretable form. This model will consist of services that are commodities and delivered in
a manner similar to traditional commaodities. Cloud computing can provide the virtual infrastructure for such
utility computing which integrates monitoring devices, storage devices, analytics tools, visualization platforms
and client delivery. The cost based model that Cloud computing offers will enable end-to-end service

provisioning for businesses and users to access applications on demand from anywhere. Smart connectivity with
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existing networks and context-aware computation using network resources is an indispensable part of UOI. With
the growing presence of WiFi and 4G-LTE wireless Internet access, the evolution toward ubiquitous
information and communication networks is already evident. However, for the Internet of Things vision to
successfully emerge, the computing paradigm will need to go beyond traditional mobile computing scenarios
that use smart phones and portables, and evolve into connecting everyday existing objects and embedding
intelligence into our environment.

UOI sometimes referred to as the Internet of Objects, will change everything—including ourselves. This may
seem like a bold statement, but consider the impact the Internet already has had on education, communication,
business, science, government, and humanity. Clearly, the Internet is one of the most important and powerful
creations in all of human history. Now consider that 10T represents the next evolution of the Internet, taking a
huge leap in its ability to gather, analyze, and distribute data that we can turn into information, knowledge, and,
ultimately, wisdom. In this context, 10T becomes immensely important. Already, 10T projects are under way
that promise to close the gap between poor and rich, improve distribution of the world’s resources to those who
need them most, and help us understand our planet so we can be more proactive and less reactive. Even so,
several barriers exist that threaten to slow UOI development, including the transition to IPv6, having a common
set of standards, and developing energy sources for millions—even billions—of minute sensors. However, as
businesses, governments, standards bodies, and academia work together to solve these challenges, 10T will
continue to progress. The goal of this paper, therefore, is to educate you in plain and simple terms so you can be

well versed in 10T and understand its potential to change everything we know to be true today.
11.BASICS

From a technical point of view, the Internet of Things is not the result of a single novel technology; instead,
several complementary technical developments provide capabilities that taken together help to bridge the gap

between the virtual and physical world. These capabilities include: —

Communication and cooperation: Objects have the ability to network with Internet resources or even with
each other, to make use of data and services and update their state. Wireless technologies such as GSM and
UMTS, Wi-Fi, Bluetooth, ZigBee and various other wireless networking standards currently under
development, particularly those relating to Wireless Personal Area Networks (WPANS), are of primary

relevance here.

Addressability: Within an Internet of Things, objects can be located and addressed via discovery, look-up or

name services, and hence remotely interrogated or configured.

Identification: Objects are uniquely identifiable. RFID, NFC (Near Field Communication) and optically
readable bar codes are examples of technologies with which even passive objects which do not have built-in

energy resources can be identified (with the aid of a “mediator” such as an RFID reader or mobile phone).
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Identification enables objects to be linked to information associated with the particular object and that can be

retrieved from a server, provided the mediator is connected to the network (see Figure 1).

Sensing: Objects collect information about their surroundings with sensors, record it, forward it or react directly
to it.

Actuation: Objects contain actuators to manipulate their environment (for example by converting electrical
signals into mechanical movement). Such actuators can be used to remotely control real-world processes via the

Internet.

Embedded information processing: Smart objects feature a processor or microcontroller, plus storage
capacity. These resources can be used, for example, to process and interpret sensor information, or to give

products a “memory” of how they have been used.

Localization: Smart things are aware of their physical location, or can be located. GPS or the mobile phone
network are suitable technologies to achieve this, as well as ultrasound time measurements, UWB (Ultra-Wide
Band), radio beacons (e.g. neighboring WLAN base stations or RFID readers with known coordinates) and

optical technologies.

User interfaces: Smart objects can communicate with people in an appropriate manner (either directly or
indirectly, for example via a Smartphone). Innovative interaction paradigms are relevant here, such as tangible

user interfaces, flexible polymer-based displays and voice, image or gesture recognition methods.

Most specific applications only need a subset of these capabilities, particularly since implementing all of them is
often expensive and requires significant technical effort. Logistics applications, for example, are currently
concentrating on the approximate localization (i.e. the position of the last read point) and relatively low-cost
identification of objects using RFID or bar codes. Sensor data (e.g. to monitor cool chains) or embedded
processors are limited to those logistics applications where such information is essential such as the
temperature-controlled transport of vaccines. Forerunners of communicating everyday objects are already
apparent, particularly in connection with RFID — for example the short-range communication of key cards with
the doors of hotel rooms, or ski passes that talk to lift turnstiles. More futuristic scenarios include a smart
playing card table, where the course of play is monitored using RFID-equipped playing cards However, all of
these applications still involve dedicated systems in a local deployment; we are not talking about an “Internet”

in the sense of an open, scalable and standardized system.

The Smartphone as a mediator between people, things and the Internet. But these days wireless
communications modules are becoming smaller and cheaper, IPv6 is increasingly being used, the capacity of
flash memory chips is growing, the per-instruction energy requirements of processors continues to fall and
mobile phones have built-in bar code recognition, NFC and touch screens — and can take on the role of

intermediaries between people, everyday items and the Internet (see Figure 1) 1. All this contributes to the
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evolution of the Internet of Things paradigm: From the remote identification of objects and an Internet “with”
things, we are moving towards a system where (more or less) smart objects actually communicate with users,
Internet services and even among each other. These new capabilities that things offer open up fascinating
prospects and interesting application possibilities; but they are also accompanied by substantial requirements
relating to the underlying technology and infrastructure. In fact, the infrastructure for an Internet of Things must
not only be efficient, scalable, reliable, secure and trustworthy, but it must also conform with general social and

political expectations, be widely applicable and must take economic considerations into account.

HT.UBIQUITOUS COMPUTING IN THE NEXT DECADE

The effort by researchers to create human-to-human interface through technology in the late 1980s resulted in
the creation of the ubiquitous computing discipline, whose objective is to embed technology into the
background of everyday life. Currently, we are in the post-PC era where smart phones and other handheld
devices are changing our environment by making it more interactive as well as informative. Mark Weiser, the
forefather of Ubiquitous Computing (ubicomp), defined a smart environment [4] as — “the physical world that
is richly and invisibly interwoven with sensors, actuators, displays, and computational elements, embedded

seamlessly in the everyday objects of our lives, and connected through a continuous network™.

UOI as a Network of Networks

Currently, 10T is made up of a loose collection of disparate, purpose-built networks. Today’s cars, for example,
have multiple networks to control engine function, safety features, communications systems, and so on.
Commercial and residential buildings also have various control systems for heating, venting, and air
conditioning (HVAC); telephone service; security; and lighting. As 10T evolves, these networks, and many
others, will be connected with added security, analytics, and management capabilities. This will allow 10T to

become even more powerful in what it can help people achieve.

UOI Elements

We present a taxonomy that will aid in defining the components required for Internet of Things from a high
level perspective. There are three 10T components which enable seamless ubicomp: a) Hardware - made up of
sensors, actuators and embedded communication hardware b) Middleware - on demand storage and computing
tools for data analytics and c) Presentation - novel easy to understand visualization and interpretation tools
which can be widely accessed on different platforms and which can be designed for different applications.

» Radio Frequency ldentification (RFID)

RFID technology is a major breakthrough in the embedded communication paradigm which enables design of
microchips for wireless data communication. The passive RFID tags are not battery powered and they use the
power of the reader‘s interrogation signal to communicate the ID to the RFID reader. This has resulted in many

applications particularly in retail and supply chain management. The applications can be found in transportation

213 | Page




International Journal of Advance Research in Science and Engineering (4

Volume No.06, Issue No. 12, December 2017 IJARSE
www.ijarse.com ISSN: 2319-8354

(replacement of tickets, registration stickers) and access control applications as well. The passive tags are
currently being used in many bank cards and road toll tags which is among the first global deployments. Active

RFID readers have their own battery supply and can instantiate the communication.

» Wireless Sensor Networks (WSN)

Recent technological advances in low power integrated circuits and wireless communications have made
available efficient, low cost, low power miniature devices for use in remote sensing applications. The
combination of these factors has improved the viability of utilizing a sensor network consisting of a large
number of intelligent sensors, enabling the collection, processing, analysis and dissemination of valuable
information, gathered in a variety of environments. Active RFID is nearly the same as the lower end WSN
nodes with limited processing capability and storage. The scientific challenges that must be overcome in order
to realize the enormous potential of WSNs are substantial and multidisciplinary in nature. Sensor data are shared
among sensor nodes and sent to a distributed or centralized system for analytics. The components that make up
the WSN monitoring network include:

a) WSN hardware - Typically a node (WSN core hardware) contains sensor interfaces, processing units,
transceiver units and power supply. Almost always, they comprise of multiple A/D converters for sensor
interfacing and more modern sensor nodes have the ability to communicate using one frequency band making

them more versatile.

b) WSN communication stack - The nodes are expected to be deployed in an adhoc manner for most
applications. Designing an appropriate topology, routing and MAC layer is critical for scalability and longevity
of the deployed network. Nodes in a WSN need to communicate among themselves to transmit data in single or
multi-hop to a base 8 station. Node drop outs, and consequent degraded network lifetimes, are frequent. The
communication stack at the sink node should be able to interact with the outside world through the Internet to

act as a gateway to the WSN subnet and the Internet.

c) WSN Middleware - A mechanism to combine cyber infrastructure with a Service Oriented Architecture
(SOA) and sensor networks to provide access to heterogeneous sensor resources in a deployment independent
manner. This is based on the idea of isolating resources that can be used by several applications. A platform
independent middleware for developing sensor applications is required, such as an Open Sensor Web
Architecture (OSWA). OSWA is built upon a uniform set of operations and standard data representations as
defined in the Sensor Web Enablement Method (SWE) by the Open Geospatial Consortium (OGC).

d) Secure Data aggregation - An efficient and secure data aggregation method is required for extending the
lifetime of the network as well as ensuring reliable data collected from sensors. As node failures are a common
characteristic of WSNs, the network topology should have the capability to heal itself. Ensuring security is
critical as the system is automatically linked to actuators and protecting the systems from intruders becomes

very important.
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»  Addressing schemes

The ability to uniquely identify ‘Things‘is critical for the success of IoT. This will not only allow us to uniquely
identify billions of devices but also to control remote devices through the Internet. The few most critical features
of creating a unique address are: uniqueness, reliability, persistence and scalability. Every element that is
already connected and those that are going to be connected must be identified by their unique identification,
location and functionalities. The current IPv4 may support to an extent where a group of cohabiting sensor
devices can be identified geographically, but not individually. The Internet Mobility attributes in the IPV6 may
alleviate some of the device identification problems; however, the heterogeneous nature of wireless nodes,
variable data types, concurrent operations and confluence of data from devices exacerbates the problem further
[19]. Persistent network functioning to channel the data traffic ubiquitously and relentlessly is another aspect of
I0T. Although, the TCP/IP takes care of this mechanism by routing in a more reliable and efficient way, from
source to destination, the loT faces a bottleneck at the interface between the gateway and wireless sensor
devices. Furthermore, the scalability of the device address of the existing network must be sustainable. The
addition of networks and devices must not hamper the performance of the network, the functioning of the
devices, the reliability of the data over the network or the effective use of the devices from the user interface. To
address these issues, the Uniform Resource Name (URN) system is considered fundamental for the development
of 10T. URN creates replicas of the resources that can be accessed through the URL. With large amounts of
spatial data being gathered, it is often quite important to take advantage of the benefits of metadata for
transferring the information from a database to the user via the Internet.

»  Data storage and analytics

One of the most important outcomes of this emerging field is the creation of an unprecedented amount of data.
Storage, ownership and expiry of the data become critical issues. The internet consumes up to 5% of the total
energy generated today and with these types of demands, it is sure to go up even further. Hence, data centers
that run on harvested energy and are centralized will ensure energy efficiency as well as reliability. The data
have to be stored and used intelligently for smart monitoring and actuation. It is important to develop artificial
intelligence algorithms which could be centralized or distributed based on the need. Novel fusion algorithms
need to be developed to make sense of the data collected. State-of-the-art non-linear, temporal machine learning
methods based on evolutionary algorithms, genetic algorithms, neural networks, and other artificial intelligence
techniques are necessary to achieve automated decision making. These systems show characteristics such as
interoperability, integration and adaptive communications. They also have a modular architecture both in terms
of hardware system design as well as software development and are usually very well-suited for loT
applications. More importantly, a centralized infrastructure to support storage and analytics is required. This
forms the loT middleware layer and there are numerous challenges involved which are discussed in future
sections. As of 2012, Cloud based storage solutions are becoming increasingly popular and in the years ahead,

Cloud based analytics and visualization platforms are foreseen.
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> Visualization

Visualization is critical for an UOI application as this allows interaction of the user with the environment. With
recent advances in touch screen technologies, use of smart tablets and phones has become very intuitive. For a
lay person to fully benefit from the 10T revolution, attractive and easy to understand visualization has to be
created. As we move from 2D to 3D screens, more information can be provided in meaningful ways for
consumers. This will also enable policy makers to convert data into knowledge, which is critical in fast decision
making. Extraction of meaningful information from raw data is non-trivial. This encompasses both event
detection and visualization of the associated raw and modeled data, with information represented according to
the needs of the end-user.

IV.CONCLUSION

The UOI continues to affirm its important position in the context of Information and Communication
Technologies and the development of society. Whereas concepts and basic foundations have been elaborated
and reached maturity, further efforts are necessary for unleashing the full potential and federating systems and
actors.
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