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ABSTRACT 

In Cloud computing technology there are a set of important policy issues, which include issues of privacy, 

security, anonymity, telecommunications capacity, government surveillance, reliability, and liability, among 

others. But the most important between them is security and how cloud provider assures it. Encryption is a well 

known technology for protecting sensitive data. This paper presents an overview of security issues and also 

analyzes the feasibility of applying encryption algorithm for data security and privacy in cloud Storage. It also 

tried to cover the various algorithms used by researchers to solve the open security problems. In this paper we 

have discussed about cloud computing security issues, mechanism, challenges that cloud service provider face 

during cloud engineering and presented the metaphoric study of various security algorithms.  
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I. INTRODUCTION  

Cloud computing proposes new model for computing and related issues like compute, storage, software. It 

provides development environment, allocation and reallocation of resources when needed, storage and 

networking facility. The “cloud” is composed of hardware, storage, networks, interfaces, and services that 

provide the means through which users can access the infrastructures, computing power, applications, and 

services on demand which are independent of locations. Cloud computing usually involves the transfer, storage, 

and processing of information on the „providers‟ infrastructure, which is not included in the „customers‟ control 

policy.  

 

The concept Cloud Computing is linked closely with those of Information as a Service (IaaS), Platform as a 

Service (PaaS), Software as a Service (SaaS) all of which means a service oriented architecture [1]. Here comes 

the first benefit of the Cloud Computing i.e. it reduces the cost of hardware that could have been used at user 

end. As there is no need to store data at user‟s end because it is already at some other location. So instead of 

buying the whole infrastructure required to run the processes and save bulk of data which you are just renting 

the assets according to your requirements. 

The similar idea is behind all cloud networks [2]. It uses remote services through a network using various 

resources. It is basically meant to give maximum with the minimum resources i.e. the user end is having the 
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minimum hardware requirement but is using the maximum capability of computing. This is possible only 

through this technology which requires and utilizes its resources in the best way. 

1.1. Research motivation and objectives 

Cloud computing users work with data and applications that are often located off-premise. However, many 

organizations are uncomfortable with the idea of having their data and applications on systems they do not 

control. There is a lack of knowledge on how cloud computing impacts the confidentiality of data stored, 

processed and transmitted in cloud computing environments. The goal of this paper is to create a framework that 

clarifies the impact of cloud computing on confidentiality preservation, by making stepwise recommendations 

on: 

 How data can be classified on confidentiality? 

 How data classifications relate to the security controls needed to preserve the confidentiality of data? 

 How the process of security control selection is negatively influenced in cloud computing environments? 

 How to cope with the negative influences of cloud computing on the protection of data confidentiality? 

II. SECURITY ISSUES AND CHALLENGES OF CLOUD COMPUTING  

Security is considered as one of the most critical aspects in everyday computing and it is not different for cloud 

computing due to sensitivity and importance of data stored on the cloud. Cloud Computing infrastructure uses 

new technologies and services, most of which haven‟t been fully evaluated with respect to the security. Cloud 

Computing has several major issues and concerns, such as data security, trust, expectations, regulations, and 

performances issues. 

One issue with cloud computing is that the management of the data which might not be fully trustworthy; the 

risk of malicious insiders in the cloud and the failure of cloud services have received a strong attention by 

companies. 

Whenever we discussed about security of cloud computing, there are various security issues arise in path of 

cloud. Some of the security concerns and solutions of them are listed and directed below: 

2.1 SECURITY CONCERN  

With the cloud physical security is lost because of sharing computing resources with other companies. No 

knowledge or control of where the resources run. 

ENSUE: Secure Data Transfer 

2.2 SECURITY CONCERN  

Ensuring the integrity of the data (transfer, storage, and retrieval) really means that it changes only in response 

to authorized transactions. A common standard to ensure data integrity does not yet exists. 

ENSUE: Secure Software Interfaces 
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2.3 SECURITY CONCERN  

Customer may be able to sue cloud service providers if privacy rights are violated, and in any case the cloud 

service providers may face damage to their reputation. Concerns arise when it is not clear to individuals why 

their personal information is requested or how it will be used or passed on to other parties. 

ENSUE: Data Separation 

2.4 SECURITY CONCERN  

Who controls the encryption/decryption keys? Logically it should be the customer. 

ENSUE: Secure Stored Data 

2.5 SECURITY CONCERN  

In case of Payment Card Industry Data Security Standard (PCI DSS) data logs must be provide to security 

mangers and regulators [6], [7], [8]. 

ENSUE: User Access Control 

 

III. PROBLEM FORMULATION  

There are various policies issues and threats in cloud computing technology which include privacy, segregation, 

storage, reliability, security, capacity and more. But most important among these to concern is security and how 

service provider assures it to maintain. Generally cloud computing has several customers such as ordinary users, 

academia and enterprises who have different motivations to move to cloud. If cloud clients are academia, 

security effect on performance of computing and for them cloud providers have to find a way to combine 

security and performance. For enterprises most important problem is also security but with different vision. So, 

we mainly concentrate on USER_CLOUD security of cloud computing using encryption algorithm using 

particular proposed plan. 

IV. PROPOSED WORK PLAN  

We have proposed different security algorithms to eliminate the concerns regarding data loss, segregation and 

privacy while accessing web application on cloud. Algorithms like: RSA, DES, AES, Blowfish have been used 

and comparative study among them have also been presented to ensure the security of data on cloud. DES, AES, 

Blowfish are symmetric key algorithms, in which a single key is used for both encryption/decryption of 

messages whereas DES (Data Encryption Standard) was developed in early 1970s by IBM. Blowfish was 

designed by Bruce Schneier in 1993, expressly for use in performance constrained environments such as 

embedded system. AES (Advanced Encryption Standard) was designed by NIST in 2001. RSA is a public key 

algorithm invented by Rivest, Shamir and Adleman in 1978 and also called as Asymmetric key algorithm, the 

algorithm that uses different keys for encryption and decryption purposes. The key sizes of all the algorithms are 

different from each other.  
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V. SECURITY ALGORITHM USED IN CLOUD COMPUTING  

5.1 RSA ALGORITHM 

The most common Public Key algorithm is RSA, named for its inventors Rivest, Shamir, and Adleman (RSA). 

RSA is basically an asymmetric encryption /decryption algorithm. It is asymmetric in the sense, that here public 

key distributed to all through which one can encrypt the message and private key which is used for decryption is 

kept secret and is not shared to everyone. 

How RSA is going to work in cloud environment is explained as: RSA algorithm is used to ensure the security 

of data in cloud computing. In RSA algorithm we have encrypted our data to provide security. The purpose of 

securing data is that only concerned and authorized users can access it. After encryption data is stored in the 

cloud. So that when it is required then a request can be placed to cloud provider. Cloud provider authenticates 

the user and delivers the data to user. As RSA is a Block Cipher in which every message is mapped to an 

integer. In the proposed cloud environment, Public key is known to all, whereas Private Key known only to user 

who originally owns the data. Thus encryption is done by the cloud service provider and decryption is done by 

the cloud user or consumer. Once the data is encrypted with the Public key, it will be decrypted using the 

corresponding Private Key only. 

5.2 AES ALGORITHM 

Advanced Encryption Standard (AES), also known as Rijindael is used for securing information. AES is a 

symmetric block cipher that has been analyzed extensively and is used widely now-a-days. 

How AES works in cloud environment? AES, symmetric key encryption algorithm is used with key length of 

128-bits for this purpose. As AES is used widely now-a-days for security of cloud. Implementation proposal 

states that First, User decides to use cloud services and will migrate his data on cloud. Then User submits his 

services requirements with Cloud Service Provider (CSP) and chooses best specified services offered by 

provider. When migration of data to the chosen CSP happens and in future whenever an application uploads any 

data on cloud, the data will first encrypted using AES algorithm and then sent to provider. Once encrypted, data 

is uploaded on the cloud, any request to read the data will occur after it is decrypted on the users end and then 

plain text data can be read by user. The plain text data is never written anywhere on cloud. This includes all 

types of data. This encryption solution is transparent to the application and can be integrated quickly and easily 

without any changes to application. The key is never stored next to the encrypted data, since it may compromise 

the key also. To store the keys, a physical key management server can be installed in the user‟s premises. This 

encryption protects data and keys and guarantees that they remain under user‟s control and will never be 

exposed in storage or in transit. AES has replaced the DES as approved standard for a wide range of 

applications. 

5.3 DES ALGORITHM 

The Data Encryption Standard (DES) is a block cipher. It encrypts data in blocks of size 64 bits each. That is 64 

bits of plain text goes as input to DES, which produces 64 bits of cipher text. The same algorithm and key are 
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used for encryption and decryption, with minor differences. The key length of this algorithm is 56 bits; however 

a 64 bits key is actually input. DES is therefore a symmetric key algorithm. 

5.4 BLOWFISH ALGORITHM 

Blowfish is a symmetric key cryptographic algorithm. Blowfish encrypts 64 bit blocks with a variable length 

key of 128-448 bits. According to Schneier, Blowfish was designed with the followings objectives in mind: 

o Fast- Blowfish encryption rate on 32-bit microprocessors is 26 clock cycles per byte. 

o Compact- Blowfish can execute in less than 5 kb memory. 

o Simple-Blowfish uses only primitive operation -s, such as addition, XOR and table look up, making its design 

and implementation simple. 

o Secure- Blowfish has a variable key length up to maximum of 448-bit long, making it both secure and 

flexible. 

Blowfish suits applications where the key remains constant for a long time (e.g. Communications link 

encryption), but not where the key changes frequently (e.g. Packet Switching). 

5.5 CHARACTERISTICS AND COMPARISON OF ALGORITHMS 

Characteristic

s 

AES  RSA  BLOW 

FISH  

DES 

Platform  Cloud 

Computing  

Cloud Computing  Cloud 

Computing  

Cloud 

Computing  

Scalability  Scalable  Not Scalable  Scalable  Scalable  

Security  Secure for both 

provider and 

user.  

Secure for user 

only  

Secure for 

both 

providers and 

user/client 

side  

Security 

applied to both 

providers and 

user  

Data 

Encryption 

Capacity  

Can be used for 

encryption of 

large amount of 

data  

Can be used for 

encryption of small 

data  

Less than 

AES  

Less than AES  

Authenticatio

n Type  

Best authenticity 

provider  

Robust authentic 

implementation 

Comparable 

to AES  

Less authentic 

than AES.  
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Memory 

Usage  

Low RAM 

needed  

Highest memory 

usage algorithm  

Can execute 

in less than 5 

kb  

More than AES  

Execution 

Time  

Faster than 

others  

Requires maximum 

time  

Lesser time to 

execute  

Equals to AES  

 

VI. CONCLUSION AND FUTURE PROSPECTS  

In this paper encryption algorithms have been proposed to make cloud data secure, vulnerable and gave concern 

to security issues, challenges and also comparisons have been made between AES, DES, Blowfish and RSA 

algorithms to find the best one security algorithm, which has to be used in cloud computing for making cloud 

data secure and not to be hacked by attackers. 

Encryption algorithms play an important role in data security on cloud and by comparison of different 

parameters used in algorithms, it has been found that AES algorithm uses least time to execute cloud data. 

Blowfish algorithm has least memory requirement. DES algorithm consumes least encrypt-ion time. RSA 

consumes longest memory size and encryption time. By doing implementation for all algorithms in IDE tool and 

JDK 1.7, the desired output for the data on cloud computing has been achieved. In today‟s era demand of cloud 

is increasing so the security of the cloud and user is on top concern. Hence, proposed algorithms are helpful for 

today‟s requirement. In future several comparisons with different approaches and results to show effectiveness 

of proposed framework can be provided. 
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