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ABSTRACT

Currently cloud computing is extremely in style in giant and little scale organization because it can hold on
giant amount of knowledge and supply low price service. Thus it has daily new challenges to produce secure
authorization, integrity and access management. Some approaches are guaranteeing concerning security
however there are some limitations to these approaches and problems. To resolve this issue we have proposed
a scheme named threshold cryptography within which information from owner will be divided among its users
in cluster and partial key will be shared with all users in the cluster. The partial key will be used by the user for
decryption. The proposed scheme uses capability list to control the access. This proposed scheme not only
provides the sturdy information confidentiality however additionally reduces the quantity of keys.

Index terms: Outsourced data, malicious outsiders, access control, authentication, capability list, threshold
cryptography.

I. INTRODUCTION

As an end user, cloud computing lets you run software applications and access data from any place and time,
and from any computer; without the need to ever install, upgrade, troubleshoot software applications physically
on a local desktop or server. Cloud computing is a quick growing and new technology in field of computation
and storage of information. It provides storage and computing as a service at terribly engaging cost. It provides
services consistent with three basic service models: infrastructure as a service (laaS), platform as a service
(PaaS) and software system as a service (SaaS). Storage as a service is essentially a platform as a service. The
few characteristics of cloud computing are: on-demand service, self service, location independent, more
elasticity and measured scale service.

These characteristics create cloud important. Industries and establishments area unit exploiting these
characteristics of cloud computing and increasing their profit and revenue [1]. That's why, industries area unit
shifting their businesses towards cloud computing. However, information security may be a major obstacle
within the approach of cloud computing. Folks are still fearing to use the cloud computing. Some folks believe
that cloud is unsafe place and once you send your information to the cloud, you lose complete privacy over it
[8][9]. They're somewhere right. Data of information owners are kept and processed at external servers. So,
confidentiality, integrity and access of information become additional vulnerable. Since, external servers area
unit are operated by commercial service suppliers, information owner cannot trust on them as they'll use this
information for his or her edges and might spoil businesses of information owner [4]. Knowledge owner even
cannot trust on users as they will be malicious. Information confidentiality could violet through collusion attack

of malicious users and repair suppliers.
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Many schemes are given to confirm these security necessities however they're littered with collusion

attack of malicious users and cloud service supplier and significant computation (due to massive no keys). To
handle these problems we have a tendency to propose a scheme. During this scheme, there are primarily three
entities: Data Owner (DO), Cloud Service Provider (CSP) and Users. Users are divided in terms on some basis
like location, project and department and, akin to every cluster, there's one key for encryption and decryption of
information. Every user within the cluster shares components of the key. Information is decrypted once a
minimum of threshold number of users are present. This scheme not solely provides information confidentiality
by all means that however conjointly reduces the amount of keys. To get fine-grained information access
control, the approach has used capability list [6]. It's primarily row-based decomposition of access matrix. In
capability list operations for a user and authorized data are specified. It is better suit than Access Control List
(ACL) [5][10][16] it is because ACL gives users and their allowable operation for every information and file. It
is much inefficient that two users need same information and have same operations on that. During this paper,
the approach has used the changed Diffie-Hellman algorithmic rule to come up with only one shared session-
key between CSP and user to guard the information from outsiders. To confirm data integrity the approach has
used MD5 [4].

Il. RELATED WORK

Data confidentiality and access control are two basic security necessities for outsourced information in cloud
computing. Sometime, after we emphasize more on security of information, we tend to ignore performance of
systems (DO, CSP, users). as an example, to secure information, we tend to sometime use too many keys. we all
know that keys are confidential, thus there's have to be compelled to secure and maintain these keys that are
extra work. These extra works have an effect on the performance of the system. So, it is fascinating to scale
back no of keys. So, there is need a scheme that has not only information security however conjointly maintain
the performance. several schemes are recommended to satisfy these necessities.

The scheme proposed in [13] is the group-key scheme. In group-key scheme, there's one key to every cluster of
users for decryption method and all users of the cluster know that key. Here, range of keys is reduced however
there's a problem of collusion attack of CSP and a user because a single malicious user can leak whole
information of the cluster to CSP. we all know that CSP is not trustworthy party. It will use data owner’s
information for its business advantages.

The scheme proposed in [4] tried to achieve information confidentiality and access control. in this scheme,
information are encrypted by symmetrical/bilaterally symmetric keys and symmetric keys are known solely to
data owner and corresponding data users. The encrypted information are stored at CSP. CSP cannot see
information stored at it as information are encrypted. information are further encrypted by one time secrete
session-key shared between CSP and user by the changed Diffie-Hellman protocol to safeguard information
from outsiders during the transmission between CSP and user. This scheme no doubt provides whole data
security however there's associated a key corresponding to every user and users could also be massive in number
in some applications. So, number of keys might increase. Hence, increases the maintenance and security issues
of keys Communication model of the proposed scheme somehow matches with it [4] however proposed scheme
is safer and reduces number of keys. The proposed scheme is helpful for those applications wherever works are

done in team and group such as in software industries. you may assume proposed scheme has limited
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applications however it is not as such. it's applicable all where you can group users on some basis and can apply
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threshold cryptography technique. such as software and hardware industries, institutes, banks and medicals
fields. there is provision of hierarchy of access in this scheme which makes this scheme more helpful and
realistic. for example, an university has vice-chancellor, hods, teachers, staff and students. each has totally
different level of access right.

I11. MODEL AND ASSUMPTIONS

We suppose that our model is composed of three entities: a CSP, a DO and many users related to DO. Initially,
all users are registered at DO. during registration users send their credentials to DO. we tend to assume that
user’s credentials are sent securely to DO. DO then divides users in groups and provides encryption keys,
tokens, algorithm (MD5) and other necessary things for secure communication to user groups in response of
registration. A user can get information from CSP in a very confidential manner after successful authentication
of himself at CSP. we assume that CSP includes a massive capacity and machine power. we additionally assume
that nobody can breach the security of CSP. further we assume that the algorithm which is used to generate the
secrete keys for encryption, is secure at DO. DO has storage capacity to store some files and information and, he
can execute programs also at CSP to manage his files and information. we are using modified Diffie-Hellman
and public key cryptography to secure communication between CSP and user. modified Diffie-Hellman protocol
is used to create one time session-key between CSP and user. Fig.1 illustrates the secure communication

between entities in the proposed scheme.

IV. TECHNOLOGIES USED

This is a complete model for secure communication between different entities and secure access to data. There
are four algorithms in the proposed scheme. Algorithm 1 describes secure communication of data between DO
and CSP moreover this algorithm insures data confidentiality and, authentication of DO and CSP. Algorithm 2
describes procedures which DO and CSP apply after a new file creation in respect. Algorithm 3 describes about
secure communication of data between CSP and user. In this algorithm user’s authorization is also checked.
Algorithm 4 describes the threshold cryptography technique for decryption of a user’s file. Algorithm 4 is
applied at user side where number of keys is reduced (one key corresponding to one group) and no threat of

collusion attack as in group-key scheme.
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Fig: System Architecture
To understand proposed scheme better we take an example of real life scenario, DO may be a software industry

who stores its data on to the CSP and the users may be its employees who view their data from the CSP. DO
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divides users in groups on some basis such as project basis and encrypts the data of each group with a single

symmetric key (KT) and, it gives parts of the symmetric key (KT) to each user of the group. DO computes
digest of data by using 128-bit MD5 hash algorithm and then encapsulates the digest and data using the
symmetric key (KT). This in turn, provides strong data confidentiality and integrity. DO then fills the entries
such as UID, FID and AR in Capability List corresponding to each new user. DO then encrypts Capability List
and encapsulated things with its private key after that public key of CSP and, then sends all things to CSP.
These encryptions ensure confidentiality and authentication between DO and CSP.

Algorithm 1: Procedure to be followed by CSP after getting encrypted File and Capability List from DO

Step 1: CSP stores Encrypted Data and Capability List which are received from DO Array <«
Rece(EKPUCSP(EKPrDO (EKkt (Fi)) || (CPList))
CPList || Ekkt (Fi) < DkPrCSP(DkPuDO( (Array))

Step 2: CSP updates the Encrypted File List Encptd. File List < Encptd. File List (FID, Base Adds.)
Step 3: CSP updates Capability List CPList «— CPList(UID, FID, AR)

Algorithm 1 describes the process what CSP do after getting encrypted data and Capability List from the DO.
CSP decrypts the message using its own private key and the public key of data owner and stores the encrypted
data and Capability List in its storage. CSP then updates the encrypted File List and Capability List. Since, data
are encrypted using symmetric key (KT) which is known only to DO and respected user group, CSP can't see
data even though user's credential comes through it.

Algorithm 2: Procedure to be followed after a new File creation

Step 1: DO updates Capability List CPList «+— Add.(CPList, (UID, FID, AR))

Step 2: Now, DO encrypts the CPList, Encrypted File, symmetric key and sends these to the CSP Send
(EKPUCSP(EKPrDO(CPList, (Fi), EKPrDO (EKPUUSR(KT, N+1, TimeStamp)))))

Step 3: CSP Updates its copy of the Capability List, Encrypted File List and sends symmetric key to indented
user group Send (EKPUUSR(EKPrDO(EKPUUSR(KT,N+1,TimeStamp))))

Step 4: Now, the user can send actual access request for that File directly to CSP

Algorithm 2 illustrates the procedure required after a new File creation. When a new File is created, DO fills
entries for that File in Capability List containing UID, FID and AR. DO generates a symmetric key (KT) and
encrypts File with that symmetric key (KT). Now, DO encrypts the updated CPList, Encrypted File and
symmetric key (KT) with its private key after that public key of CSP and sends these to the CSP. When CSP
receives these, it updates Capability List, Encrypted File List and sends encrypted symmetric key (KT) to

respective user group. Users of the user group then decrypt the message and get their own parts of the
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symmetric key (KT). To avoid man-in-middle and replay attack we use nonce and timestamp in each message.
After getting the details, user can request to CSP for data.
Algorithm 3: Algorithm for secure data exchange between CSP and User by using Modified D-H key exchange

Step 1: User sends data access request to CSP Send (UID, FID, AR))

Step 2: CSP matches UID, FID, AR with CPList stored at it. If( match)
Go to step (3) else
Go to step (6)

Step 3: CSP initiates D-H exchange with that User and shares one time shared session key(KS)

Step 4: CSP encrypts the encrypted File with shared session key and sends it to User Send (((Fi)))

Step 5: User decrypts the File and calculates the message digest of that File If Calculated digest matches with

stored digest then File is original else File is modified and User sends Error Notification to DO

Step 6: CSP sends 'invalid request’ message to User

Algorithm 3 describes how data are exchanged securely between CSP and the user by use of modified Diffie-
Hellman algorithm. We called it modified D-H algorithm as we encrypt the D-H parameters using the public
key of one side and, using nonce in each direction during session key (KS) generation and data transfer. It helps
to counter the man-in-the middle attack. After available of keys and tokens, the user may request for data to
CSP. CSP initiates modified D-H key exchange with the user, if request is authentic. We assume that the session
key (KS) is shared between CSP and the user by modified Diffie-Hellman algorithm. Now, CSP encrypts the
encrypted File (Fi) and its digest (Di) with the shared session key (KS) and sends it to the user. This over
encryption ensures the confidentiality of the message between cloud service provider and the user. The user then
decrypts the message (user decrypts the message according to algorithm 4) and calculates the digest of File and
then matches it with stored digest. If digest matches, File is original otherwise File is modified by outsiders and

user then sends an error notification message to DO.

Algorithm 4: Algorithm for Decryption of a File for User 1

Step 1: User 1 receives Encrypted File M « Rece.( (Fi))

Step 2: Initially, all bits of PKS Vector is zero. Here, PKS Vector indicates parts of the key. User 1 will update
this PKS Vector with the components he has PKS = PKSOR Al
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Step 3: User 1 forwards M and PKS to ith user of the group. Who will decrypt it and update the PKS Vector M
= (M) PKS = PKSOR Ai The ith user then forwards M and PKS to next user in the group. The next user
performs same operations as ith user did. This process is continued.

Step 4: if (PKS == 11111.....cociiiiiiinne up to d bhits)
Go to step (5)

else

Go to step (3)

Step 5: Forward M to the User 1 User 1 then decrypts message (M) and get File Fi = (M)

Algorithm 4 which resembles the threshold cryptography technique, describes the procedure how a File is
decrypting for User 1. After getting encrypted message, user's main concern how to decrypt it because he alone
can't decrypt. So, he first updates PKS Vector (Initially, all bits of it are zero) with his key component and then
sends PKS Vector and encrypted message to next user of same group. The next user then decrypts the message
and updates the PKS Vector with his key component. This is continuing until all bits of PKS Vector are one.
Here, we can see that application is not using all key components (Only threshold no of key components). After
this, data are sent back to initiator user. Initiator user then decrypts the message and gets it. Initially, User 1does

not decrypt message (M), he just updates the PKS Vector.

V. CONCLUSION

In this paper, we presented a new approach which provides Security for data outsourced at CSP. Some
approaches are given to secure outsourced data but they are suffering from having large number of keys and
collusion attack. By employing the threshold cryptography at the user side, we protect outsourced data from
collusion attack. Since, DO stores its data at CSP in encrypted form and, keys are known only to DO and

respected users group, data confidentiality is ensured. To ensure fine-grained access control of outsourced.
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