International Journal of Advance Research in Science and Engineering @
Vol. No.6, Issue No. 04, April 2017

www.ijarse.com

IJARSE
ISSN (0) 2319 - 8354
ISSN (P) 2319 - 8346

A SURVEY ON REVOCABLE IDENTITY-BASED

ENCRYPTION IN CLOUD COMPUTING
Kedar G. Pathare’, Prof. P. M. Chouragade?

'Computer Science and Engineering, Government College of Engineering, Amravati, (India)
Computer Science and Engineering, Government College of Engineering, Amravati, (India)

ABSTRACT

Cloud computing provides convenient way for data sharing for users. But sometime users may need to
outsourced the shared data to cloud server though it contain valuable information. Security has always been a
big concern when it comes to data sharing in cloud computing. Thus it is necessary to place cryptographically
enhanced access control on the shared data. The paper discuss about a promising cryptographical primitive for
data sharing in cloud which is Identity-based encryption. We first introduce the revocable-storage identity-
based encryption scheme which provides both forward and backward security of ciphertext. Then we will have
glance at all the techniques that have been used for implementation of identity-based encryption so for. Finally

we conclude the paper.
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I. INTRODUCTION

Cloud computing is technology that provides high computational capability and high memory space at low cost.
It gives users various services irrespective of time and location across various platforms. Cloud computing
brings great convenience for users. Cloud service providers offer flexible and efficient way to share data over
internet which provides various benefits but also vulnerable to various security threats which is a primary
concern of users.

Cloud user may need to outsourced the shared data to cloud server though it contain valuable or sensitive
information. Outsourced data is out control of users. Cloud servers can also become victim of attacks. In the
worst case cloud server may reveal user data in public for illegal profit. In cloud sharing system if users
authorization is revoked he/she should no longer be able to access data previously shared to him/her. While
outsourcing data to cloud, users should be control access to the data so that only authorized users can share
outsourced data. Identity-based encryption (IBE) is access control scheme which provides solution to all the
aforementioned problems. Identity-based encryption also meets data confidentiality, forward secrecy and
backward secrecy. In this paper we will discuss previous techniques that has been used for the implementation
of identity-based encryption.

To overcome the aforementioned security threats in previous section identity-based encryption scheme should
meet following security goals.

e Data Confidentiality

Unauthorized users should not be allowed to access the plaintext of the shared data stored in cloud storage. Even

Cloud service provider should also be deterred from knowing the plaintext of the shared data.
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e Backward Secrecy

Backward secrecy means that, if user's secret key is compromised or his/her authorization is expired, he/she
should not be able to access the plaintext of the subsequently shared data that was earlier encrypted under
his/her identity.

e Forward Secrecy

Forward secrecy means that, if user's secret key is compromised or authorization is expired, he/she should not
be able to access the plaintext of shared data that was previously accessed by him/her.

The above security goals should be conquer in the Identity-based encryption scheme. We also note that some
security issues like authenticity and availability of shared data are equally important in the practical data sharing
system [8], [9], [10], [11], [12].

I1 IDENTITY-BASED ENCRYPTION SCHEME

Identity-based encryption (IBE) is an effective alternative for public-key encryption, which removes the need of
Public Key Infrastructure (PKI). In Identity-based encryption scheme the sender does not need to get the public
keys and the certificates of the receiver for the encryption, because the identities like emails or IP address
together with common public attributes are sufficient for encryption. The private keys are generated by private
key generator (PKG) which is a trusted third party. The idea of identity-based cryptography was introduced in
1984 by Shamir[14]. But it was conveniently instantiated by Boneh and Franklin in 2001[15], building on the
progress in elliptic curves with bilinear pairings. A first scheme for IBE was based on the bilinear Diffie-
Hellman assumption in the random oracle model by Boneh and Franklin [15]. In IBE schemes private key
generator is essential for creating private keys for all users and because of that it is performance bottleneck for

organization with large number of users.

Alice Sender Bob Receiver
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private-key
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Figure 1 Shamir's IBE concept in 1984
The above figure 1 [41] shows architecture of Identity-based encryption scheme by Shamir in 1984. Figure

illustrates the working of encryption and decryption using IBE scheme.

11l REVOCABLE IDENTITY-BASED ENCRYPTION SCHEME
Revocation capability is important for IBE as well as PKI setting. If the authority of some user is expired or the
secret key is compromised there must be an approach to revoke user from the system. In the traditional PKI

setting, the revocation problem has been well studied [16], [17], [18], [19], [20] and various techniques are
331 |Page




International Journal of Advance Research in Science and Engineering g
Vol. No.6, Issue No. 04, April 2017

www.ijarse.com

IJARSE
ISSN (0) 2319 - 8354
ISSN (P) 2319 - 8346

widely approved, such as appending validity periods to certificates or certificate revocation list. But there are
only few studies on the revocation in identity-based encryption scheme. First natural revocation way for
Identity-based Encryption was proposed by Boneh and Franklin [15]. They concatenated the current time period
to the ciphertext and non-revoked users received private keys from the key authority periodically. But such
solution was not scalable as it required the key authority to perform linear work in the number of non-revoked
users. In addition, a secure channel is required between key authority and non-revoked users to transfer new
generated keys. To overcome this problem, Boldyreva, Goyal and Kumar [21] introduced a novel approach for
the efficient revocation. The reduce the complexity of Revocable Identity-based encryption scheme to
logarithmic in the maximum number of users by using binary tree to manage identity. Later by using the above
revocation technique, Libert and Vergnaud [22] proposed an adaptively secure Revocable Identity-based scheme
based on variation of Water's IBE scheme[23], Chen et al. [24] created RIBE scheme from lattices.

Seo and Emura [25] proposed an effective RIBE scheme which was resistant to decryption key exposure
problem, that means though decryption key for current time period exposed would not have effect on the
security of decryption keys for other time periods. Later Liang et al. [26] introduced a cloud-based RIBE proxy
re-encryption that allows user revocation and ciphertext update. They utilized a broadcast encryption scheme
[28] to encrypt the ciphertext of the update key, which is independent of users, such that only non-revoked users
can decrypt the update key it also reduce the complexity of revocation. But this revocation method cannot
oppose the collusion of revoked users and malicious non-revoked users as malicious non-revoked users can
share the update key with those revoked users. Furthermore, to update the ciphertext the key authority needs to
maintain a table for users to produce the re-encryption key for each time period which increases the workload of
key authority.
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Ciphertext
update
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Figure 2 Natural RIBE-based data sharing system
Revocable ldentity-based Encryption scheme enables sender to concatenate the current time period to the

ciphertext such that only receiver can decrypt the ciphertext if and only if he/she is not revoked out of the
system at that time period. Figure 2 [1] shows the working of natural RIBE-based data sharing system.

Step 1. The data provider first decides the users who can share the data, then data provider encrypt the data
under the identities of users and uploads the ciphertext of the shared data to cloud storage.

Step 2. When users wants to get the shared data, they download and decrypt the ciphertext. However the

plaintext of the shared data is not available to unauthorized users of cloud server.
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Step 3. If user authorization is expired then data provider can download the ciphertext of the shared data and
then decrypt-then-re-encrypt the shared data such that unauthorized user is prevented from accessing the
plaintext of the shared data and then upload re-encrypted data to the cloud storage.

Obviously, above data sharing system can provide confidentiality and backward secrecy. It also ensures forward
secrecy by implementing the method of decrypting and then re-encrypting of all the shared data. Since decrypt-
then-re-encrypt requires users secret key information this makes whole data sharing system vulnerable to
attacks. Another challenge comes from efficiency. As data provide has to frequently carried out decrypt-then-re-
encrypt procedure to update the ciphertext to prevent from shared data from revoked users. This brings high
computational cost and it is cumbersome and undesirable for cloud users. The technique of proxy re-encryption

scheme can be used to overcome the aforementioned problem.

IV FORWARD-SECURE CRYPTOSYSTEM

Anderson [29] introduced the idea of forward security in the setting of signature to prevent the key exposure.
The idea was dividing the private key into T discrete time periods, such that compromise of the private key for
current time period will not allow to produce valid signature for previous time periods. Later formal definitions
of forward-secure signature and practical solutions were provided by Bellare and Miner. Since then, various
forward-secure signature schemes [30], [31], [32], [33], [34] has been created.

In the context of encryption, Canetti, Halevi and Katz [35] proposed the first forward-secure public-key
encryption scheme. They firstly created a binary tree encryption and then transformed it into a forward-secure
encryption with security in the random oracle model. Yao et al.[36] proposed a forward -secure hierarchical IBE
based on Canetti et al's approach. Nieto et al. [37] designed a forward-secure hierarchical predicate encryption
scheme. Combination of Boldyreva et al's revocation technique and Nieto et al's technique in CRYPTO 2012
Sahai, Seyaioglu and Waters [21] proposed a generic construction called as revocable storage attribute-based
encryption, which supports the user revocation and ciphertext update simultaneously. Their scheme provides
both forward and backward secrecy. Ciphertext updating of this aforementioned schemes only needs public
information. However this schemes should not be resistant to decryption key exposure, since the decryption is a
matching result of private and update key.

V CONCLUSION

The above schemes if applied to cloud computing can increase the security of the cloud storage. Identity-based
encryption scheme can give access control to the user hand though the data is outsourced to the cloud servers.
Revocable-ldentity based encryption can prevent the shared data be accessed by revoked users from the system.
Some advancements in the previous RIBE scheme is required to reduce the complexity and computational cost
at the cloud servers.
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