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ABSTRACT

Wireless Network system is basically a distributed system which helps to communicate between different machines.
Wireless communication is needed to enable mobility of communicating devices. Several types of wireless networks
are in use for mobile communication. Wireless communication takes place over an “open” wire and is relatively
easy to tap. It may seem that traditional techniques of cryptography can be used to secure wireless communication.
However, the main problem is that these secure techniques are designed for wired networks and are computation
and communication intensive. Attempts to reduce these overheads lead to security schemes that are relatively easy

to break. Security schemes for wireless local area network will be discussed in this paper.
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I INTRODUCTION

This paper discusses the security techniques used in local area network, specially the IEEE 802.11 standard (IEEE,
1999). In this paper we discuss the security, mechanism and focus on the flawed wired equivalent privacy (WEP),
covering its intentions and shortcomings, as well as the ways to get the best protection given limited coverage, WiFi
Protected Access (WPA), an interim protocol to fix the shortcomings of WEP, and 802.11i, the IEEE standard to

provide strong encryption, key management, and support for authentication.

Wireless Local Area Network (WLAN) has a radius of around 100 m typically. Many wireless access points work
directly “out of the box” requiring no configuration. The user simply plugs them in the network and a power outlet,
and they work. The downside is that most devices default to being very open, with most security features disabled;
these features often are overlooked for an “out of the box™ installation. Moreover, user may not know that some of

the security features are either limited or flawed.
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IEEE 802 is the LAN/ metropolitan area network (MAN) standard committee that has numerous subgroups within it.

IEEE 802.11 is the wireless Local Area network (WLAN) standard sub-committee. And within it, there are several
sub-committees for different 802.11 standards.

Basic Architecture of Wireless Local Area Network (WLAN)

The wireless station (WS) is the remote and mobile unit. The access point (AP) or base station is the non mobile unit
that connects the wireless network into a wire-based network. The AP acts as a bridge or router and usually has
some protection mechanisms built in 802.11 networks can be organized in two different ways: infrastructure or ad-
hoc. The basic service set (BSS), identified by a 6-byte string, is a network formed by an AP and the wireless station
that are associated with it.

An external service set(ESS) is two or more BSSs that form a single logical network. When they move wireless
stations can switch seamlessly from one AP to another with no disruption of service. The APs coordinate the

handoff among themselves via an Ethernet connection. Figure 1.1 shows an example of two BSSs forming an ESS.

N Access point
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" '
'\ Basic service set (BSS) - .”
Remote .. Basic service set (BSS) -- ,- single cell
stations single cell e
sasnaes --~" Extended service set (ESS) --

multiple cells
Fig 1.1 Two BSSs forming an ESS

111 WIRED EQUIVALENT PRIVACY (WEP)

WEP is the security scheme provided with 802.11b. WEP was designed to raise the baseline security level to be

comparable with the standard wired Ethernet. Sniffing packets off a wired network requires a user to physically tap
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into the network. This paper explains the design goals of WEP, its data frame, and how encryption, authentication,
and decryption work.

3.1 WEP Goals

WEP was designed to support a few criteria. Firstly it has to be reasonably strong, secondly stations must be able to
resynchronize with the AP without requiring user intervention such as password, because the stations may go in and
out of coverage frequently. Thirdly, it must be computationally efficient so that it can be performed in either
hardware or software because some processors may be low-power, low-speed device. Fourthly, it had to be

exportable.
v
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Fig 1.2 Block diagram of WEP encryption

WEP consists of secret key either 40 or 104 bits (5 or 13 bytes) and an initialization vector (1V) of 24 bits. Thus the
total protection, as it is sometimes called, is 64 or 128 bits. The key plus the IV is used to seed an RC4-based
pseudorandom-number generator (PRNG). This sends the stream of pseudorandom number that is XORed with the
data stream to produce the cipher text. In addition, an integrity check value (ICV) indicated if the data stream was

corrupted. The ICV is a simple CRC-32 checksum. Figure 1.2 shows a block diagram of WEP encryption.

3.2 WEP Data Frame

The WEP data frame is shown in the Figure 1.3 consists of an IV of 4 bytes, the data and protocol data unit (PDU)
of 1 or more bytes, and the ICV of 4 bytes. The IV can be further divided into 3 bytes (24 bits) of the actual
initialization vector plus 1 byte that uses 2 bits to specify a key and 6 bits of padding. With the 2 bits, the device can

store up four different secret keys.
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3.3 WEP Encryption

The encryption is shown in the block diagram in figure 1.2. It takes the plain text message, the 1V, and the secret key

as input and produces as output a message consisting of the cipher text message and the IV by performing the

following steps:

1. Compute the ICV using CRC-32 over the plain text message.

2. Concatenate the ICV to the plain text message.

3. Choose a random IV and concatenate it to the secret key and use it as input to the RC4 PRNG to produce the
pseudorandom key sequence.

4.  Encrypt the plain text and the ICV by doing bitwise XOR with the key sequence from the PRNG to produce
the cipher text.

5. Append the IV to the front of cipher text.

Data
IV (4 bytes) (PDU) (>= ICV (4 bytes)
1 byte)
.
LY -~
Y ‘\
\\ o
“ "\
LY ~
\\ S
\ S
~ g
¥
1 byte
Initialization
vector (3 bytes) Pa'ci l(ey_lD
(6 bits) (2 bits)

Fig: 1.3 WEP Data Frame
3.4 WEP Decryption

Decryption of WEP is just reverse of the encryption. The algorithm takes the secret key and the message consisting
of the cipher text and ICV as input and produces the plaintext message and an error flag as output by performing the
following steps:

1.  Generate the key sequence k using the IV of the message.

2. Decrypt the cipher text message by doing a bitwise XOR with k to generate the original plaintext and ICV.

3. Verify the integrity of the message by computing the ICV on plain text, ICV’, and comparing it with the

reversed ICV from step 2.
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4.  Trap errors, if ICV is not equal to ICV’, by sending an erroe to the MAC management layer and back to the
sending station.

3.5 WEP Authentication

APs perform an optional challenge style of authentication to the wireless stations as shown in figure 1.4 as follows:
1.  The wireless stations (WS) send an authentication request to the AP.

2. The AP sends a (random) challenge text T back to the WS.

3. The WS sends the challenge response, which is text T, encrypted with a shared secret key.

4. The AP sends an acknowledgment (ACK) if the response is valid and NACK if it is invalid.

802.11 Authentication
Shared Key Steps
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4) AP decrypts, and if correct,

< 2 2
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5)Client connects to network ——»

Figl.4 WEP Authentication

IV CONCLUSION

In today’s world digital communication security is a myth. There is a requirement to develop the algorithm for the
information security over LAN, WAN, MAN. The information of national importance is at the risk. Information
security over LAN, MAN, WAN is the prime area of concern. Today many developers are constantly working to
develop some mechanism or algorithm for the information security so that the data over internet should be secure
and there will be no national threat. Today is the time of mobile computing, routing algorithm has to be more

efficient so that information can be secured from the foreign intrusion.
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