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ABSTRACT

A set of mobile nodes which can communicate directly with other nodes within its transmission range and use
multihop routing for nodes outside its transmission range is called Mobile Ad hoc Network (MANET). The
infrastructure less nature (bandwidth, memory and battery power) of MANET makes it susceptible to various
attacks. Due to the complex nature of MANETS and its resource constraint nodes, there has always been a need
to develop lightweight security solutions. Since MANETS require a unique discrete and persistent identity per
node in order for their security protocols to be workable, Sybil attacks create a serious threat to such networks.
A Sybil attacker can either create more than one identity on a single physical device in order to launch a
synchronized attack on the network or can switch identities in order to weaken the detection process, thereby
promoting lack of responsibility in the network It is strongly desirable to detect Sybil attacks and eliminate them
from the network. This paper proposes a lightweight scheme to detect the new identities of Sybil attackers
without using centralized trusted third party or any additional hardware, such as directional antennae or a

geographical positioning system.
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I. INTRODUCTION

A Mobile Ad hoc Network is a collection of independent mobile nodes that can communicate to each other via
radio waves. The mobile nodes that are in radio range of each other can directly communicate, whereas others
need the aid of intermediate nodes to route their packets. Each of the nodes has a wireless interface to
communicate with each other. These networks are fully distributed, and can work at any place without the help
of any fixed infrastructure as access points or base stations. Mobile Ad hoc networks are vulnerable to various
attacks not only from outside but also from within the network itself. A Sybil attacker can cause damage to the
ad hoc networks in several ways (6) such as a Sybil attacker can disrupt location-based or multipath routing by
participating in the routing, giving the false impression of being distinct nodes on different locations or node-

disjoint paths.
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Usually Sybil attacks are reduced, using cryptographic-based authentication or trusted certification (7).
However, this approach is not suitable for mobile ad hoc networks because it usually requires costly initial setup
and incurs overhead related to maintaining and distributing cryptographic keys. However, this approach requires

extra hardware, such as directional antennae or a geographical positioning system (GPS).

Il. PROPOSED SYSTEM

In this work, lightweight sybil attack technique is used to detect the malicious sybil nodes. In this technique
there is no extra requirement of hardware or antenna therefore it is called as lightweight technique. This
technique is used in wireless ad hoc network, so in this work, authenticate global instructor is used to protect the

network from Sybil attack.

To remove the sybil attack we introduce a lightweight authority known as global instructor which will
authenticate all the communication occurring between any source and destination. So for all communication the
Gl or global instructor will act as a an intermediate relay node. If any sybil node tries to get data from any

authenticate node then the communication pattern does not involved the GI. So the data is drop by the router,

there by defecating sybil attack.

Globle
instructor

Fig 1: Remove Sybil attack through authenticate Gl.

2.1 Algoritham

1. Form the network: The wireless networking model can be created using Tool Command Language (TCL)
script with fixed number of nodes. Nodes are configured with the components of channel, networking interface,
radio propagation model, Medium Access Control (MAC) protocol, adhoc routing protocol, interface queue,

link layer, topography object, and antenna type.

2. Introduce Sybil attack: here is always a threat to open-access distributed systems like peer-to-peer systems

from Sybil attacks, where a ill-willed user creates many fake identities known as Sybil nodes. Unless a reliable
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central authority is organized to bond identities to real persons, safeguarding against Sybil attacks is a serious
problem.

3. Perform sybil attack detection: If a single malicious node is able to convince its neighbors by presenting
multiple identities, it will have control over the substantial portion of the network and can adversely affect the
functioning of this network.

4. Remove nodes which have sybil attack: in this paper, Authenticate global instructor is used to protect the
network from Sybil attack.

5. Result analysis: In this we analyze and identify the attack through parameter. In all the graphs, on X axis we
have simulation time, and on Y axis we have the parameter. Delay, Jitter and Energy should be low for the green
line, and high for the red line, Throughput, PDR should be low for red and high for green.

2.2 Network Simulator:

Network simulator is a package of tools that simulates behavior of networks such as creating network

topologies, log events that happen under any load, analyze the events and understand the network.

2.2.1 Platform required to run network simulator
e Unix and Unix like systems

e Linux (Use Fedora or Ubuntu versions)

e Free BSD

e SunOS/Solaris

e  Windows 95/98/NT/2000/XP

Category Network Simulator Name

Commercial
OPNET, QualNet

Open Source NS2, NS3, OMNET++, SSFNet, J-Sim

Tablel: Network Simulators

2.2.1 Network Simulator — 2 (Ns2)

The one of the most widely used network simulators and object-oriented discrete-event network simulator is
NS-2 that was originally developed at Lawrence Berkeley Laboratory at the University of California. Basically
it was designed for network research community to simulate routing algorithms, TCP/IP protocols and
multicast. It is written in C++ and uses OTcl as a command and configuration interface.

Features of NS2:

1. It is a discrete event simulator for networking research.
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2. It provides substantial support to simulate bunch of protocols like TCP, FTP, UDP, HTTP and DSR.
3. It simulates wired and wireless network.

4. 1t is primarily Unix based.

5. Uses TCL as its scripting language.

6. Otcl: Object oriented support

7. Tclcl: C++ and otcl linkage

I11. PERFORMANCE EVOLUTION

Parameters used for performance measurement are following:

1.Delay : A specific packet is transmitting from source to destination and calculates the difference between
send times and received times.

Fig 2 shows the delay graph it indicate simulation time on X-axis and parameter delay on Y-axis.

Table 1 shows the delay is more in attack i.e. sdelay as compared to without attack i.e. Rem_sdelay.

Packet delay = packet receive time — packet send time.

Fig 2: Delay
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Parameter Simulation time Parameter Simulation time
5.060000 0.000000 5.060000 0.000000
5.063273 0.003273 5.063750 0.000000
5.070725 0.003225 5.082500 0.000000
5.082087 0.003337 5.082500 0.000000
5.100853 0.003353 5.101250 0.000000
5.112263 0.003513 5.112500 0.000000
5123161 0.003161 5.123750 0.000000
5.142235 0.003485 5.142500 0.000000

Table 2: delay analysis

2. PDR : Packet Delivery ratio is the ratio of actual packet delivered to total packets sent. Fig 3 shows delay

graph it shows simulation time on X-axis and performance parameter i.e. packet delivery ratio (PDR) on Y-axis.

PDR is high in without attack that is rem_spdr as compared to with attack as shown in table 3.

PDR = no. of packets receive at destination node/no. of packets at source node.

Fig 3: PDR
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Parameter Simulation time Parameter Simulation time
" 1.000000 100.000000 ' 1.000000 100.000000 '
2.504193 91.666607 2.502500 100.000000
2.526912 66.666667 2.526250 100.000000
2.546535 20.8695 2.546789 100.000000
2.575487 19.130435 2.574504 100.000000
3.503142 91.666667 3.503750 100.000000
4.503122 91.666667 4.503201 91.000000
6.502681 91.666667 5.501488 100.000000
6.511367 20.869565 6.511306 100.000000

Table 3: PDR analysis

3.Jitter : Jitter is any deviation in signal or displacement in signal pulse in high frequency digital signal.
as shows from fig 4, jitter graph it indicates simulation time on x- axis and performance parameter that is jitter

on y-axis table 3 shows jitter is low in without attack as compared to with attack.

Jitter = Delay — mean delay.
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Fig 4: jitter
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. sjitter | ____________Rem_sjitter __________|
Parameter Simulation time Parameter Simulation time
1.067444 0.003340 1.067500 -0.000482
1.078507 0.000200 1.078750 -0.000626
1.082500 -0.00407 1.082500 -0.000661
1.085476 0.002515 1.085072 0.001873
1.092265 0.001776 1.092125 0.001394
1.101250 -0.000508 1.101250 -0.000722
1.107243 0.001655 1.108750 -0.000727

-

Table 4: jitter analysis

4.Thoughtput : throughput is no bits received per unit time. as shows from fig 5, throughput graph it indicates
simulation time on x- axis and performance parameter that is throughput on y-axis table no. 4 shows throughput
is low in without attack as compared to with attack because unwanted packets are not received at destination and
only required authenticated packets are received

Throughput = no. of bits received/ time

Fig 4: Throughput
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Simulation time Parameter Simulation time Parameter
2.007 210 2.007 48

2.02 210 2.02 210

2.04 230 2.04 210

2.041 230 2.041 210

2.05 230 2.05 210

Table 5: Throughput analysis
IV. CONCLUSION

It is observed that various factors affect the detection accuracy, such as network connections, packet
transmission rates, node density, and node speed. Based on the above theory we conclude that our scheme works
better even in mobile environments and can detect both join-and-leave and simultaneous Sybil attackers with a
high degree of accuracy. It is a developed and improved lightweight sybil attack detection technique. In this we
used three parameter i.e. delay, PDR, Jitter and throughput. In this work throughput of the network is increased
and number of sybil nodes are decreased .It implies that through RSS lightweight sybil attack detection

technique network becomes more secure.
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