
International Journal of Advance Research In Science And Engineering             http://www.ijarse.com  

IJARSE, Vol. No.4, Issue 06, June 2015                                                                   ISSN-2319-8354(E) 

20 | P a g e  

SECURITY CHALLENGES ENHANCED IN 

VEHICULAR CLOUD COMPUTING USING FRAUD 

DETECTION IN CREDIT CARD APPLICATION 

Ms. Rajbhoj Supriya K.
1 
, Dr. S.V.Gumaste

2 

1
ME, Computer Dept, 

2
Profesor, Computer Dept, SPCOE,Otur (India) 

 

ABSTRACT 

In the Mobile Computing technology, mobile devices like smartphones and tablets were replaces personal 

computers by combining network connectivity, mobility and software functionality. Vehicular cloud computing 

also increases its popularity. Which is similar to the mobile cloud computing. There are large numbers of nodes 

in cloud computing, so there is more chance of leakage of data or information from the attacker. The work is to 

identify and analyze a number of security challenges and potential privacy threats in Clouds, identify security 

challenges that are specific to Clouds, e.g., challenges of authentication of highmobility, scalability, and the 

complexity of establishing trust relationships among multiple nodes. And to operate multiple applications on 

single node with secure channel 
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I. INTRODUCTION 

 

Enterprises are regularly searching for a new and improvement method to increase their profits and reduce their 

costs. Those enterprises need different technologies that let them grow and do not strain them financially. From 

the existing technologies, Cloud computing has emerged as a promising solution providing on demand access to 

virtual computing resources, platforms, and applications in a pay-as-you-go manner. Cloud service customers 

can use what they require and pay only for what they use. As a result of this, Cloud computing has raised the 

delivery of IT services to a new level that brings the relaxation of customary utilities such as water and 

electricity to its users. There are various advantages of Cloud computing, such as cost effectiveness, scalability, 

and ease of management, boost more and more companies and service providers to adapt it and over their 

solutions via Cloud computing models. Clouds provide three types of services, namely Infrastructure as a 

Service (IaaS), Platform as a Service (PaaS), and Software as a Service (SaaS). IaaS Clouds offer computing 

resources such as handling power, storage, networks, and other essential computing resources.  

The underlying Cloud infrastructure is managed by a provider. However, users have the flexibility to select their 

virtual machine images and to deploy these applications. In the PaaS model, providers supply clients with tools 

and services to develop software applications. In addition to the IaaS limitations, PaaS users do not have the 

ability to manage or control their virtual machine images and servers. SaaS providers allow customers to use the 

applications such as web based email, calendar or word editor running on a Cloud infrastructure. Neither the 

infrastructure nor the application are controlled by users in this model. Investigate the brand-new area and 
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design solutions for each individual challenge namely for Authentication, Authorization and truth relationship. 

Many applications can be developed on Clouds. There are thousands of node in cloud computing and multiple 

applications in a single node. Know that multiple applications on single node is not working and secure. So 

these problem is solved by using the third channel operator which enhances the security on cloud application of 

fraud detection on credit card online transaction. Now when user makes the online transaction on credit card to 

the merchant it should be secure. To maintain these security the system is implemented which enhances the 

security on vehicular cloud using the secure channel operator and third channel operator. These introduces the 

concept of applying the security on application which runs under cloud service. As the user makes the 

transaction the system ask for the OTP which is secure only on server and user side. The fraud cannot get the 

OTP created and he will be unable to make the fraud transaction. In such a way the security of authentication, 

authorization and truth relationship is maintained. 

 

II. SYSTEM ARCHITECTURE 

 

Recent years researchers have been concerned about the security of the cloud network in the implementation of 

vehicular cloud network. However there are other challenges like high mobility of nodes, signal attenuation, 

network scalability. Vehicular cloud computing also increases its popularity. People uses Laptops and other 

mobile devices to access the services of cloud when ever necessary at any time. So the security problem 

increases and the data does not remain safe the attacker attacks the data and miss use it. In recent years cloud 

computing becomes popular due to its simple nature. Mobile computing allows user to change their location at 

the time of accessing services from cloud. So laptops, other mobile devices becomes popular. Clients can access 

cloud services while moving from one location to another. With Cloud based services on one side offering 

affordable and centralized computing resources, and mobile devices on the other side, demanding for a 

centralized pool of resources to make up for their lack of processing power, now there is a connection between 

those two technologies that will allow future development in both areas of research. As shown in the figure user 

can ascess to any node in the cloud and have a secure connection to the applications in a single node. 

 

Figure 1: System Architecture 

In this system uses different users and a node with application named credit card online transaction fraud 

detection in a cloud. Then the cloud sends the request to node to connect to the application which is being 

created. First login to the application. Then user can make the transaction as he want, when the system ask for 

the password the OTP is created and send to the user. So that the user can make the secure transaction. If the 
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intruder enters the wrong password the system gets log out and fraud alert is seen on the screen and fraud report 

is created on the server side. Figure shows the flow of system. 

 

Figure 2: System Algorithm 

1. Start. 

2. Start node. 

3. User connect to the cloud after successful login. 

4. The user gets login to the application. 

5. User makes the transaction. 

6. According to the transaction done by the user the HMM predicts for the next transaction 

if it is greater then ask for the OTP. 

7. Then OTP is created on the user side, and user enters the OTP. 

 

III. RESULT AND ANALYSIS 

 

This system meets all the objectives and goals stated before at the time of enhancingthe security on vehicular 

cloud. The table shows the fraud report generated at admin sitewith the frauds ip Address. 

Table.1 Fraud Report 

Alert 

ID 

Credit 

Card ID 
Name Date Time IP UserID 

1 3 a 
2015-02-18 

15:41:03 
127.0.0.1 3 

2 3 a 
2015-02-19 

16:06:25 
127.0.0.1 3 

3 116 smita 
2015-03-24 

10:40:59 
127.0.0.1 116 
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Table 2. Probability of False Transaction 

Sr.No. False 

Transaction  

Geniune 

transaction 

1 0.01 0.72 

2 0.04 0.77 

3 0.09 0.8 

4 0.03 0.85 

5 0.1 0.82 

6 0.09 0.78 

7 0.06 0.72 

8 0.03 0.8 

   

 

Figure 3. False Transaction 

Fraud detection mean distribution is shown in Figure where probability of false transaction compared with that 

of genuine transaction.it is noted that when probability of genuine transaction is going down correspondingly 

probability of false transaction is going to increase and vise versa. It helps to find out the false alarm for the 

detection of fraud transaction. Hence, when the probability of false alarm will be more than threshold 

probability, then it will generate an alarm for fraudulient and also decline the transaction. 

 

IV. CONCLUSION AND FUTURE WORK 

 

The system first proposed the security and privacy challenges that VC computingnetworks have to face, and 

have also addressed possible security solution on authentication, authorization and truth relationship. Even 

though some of the solutions can leverage existing security techniques, there are many distinctive challenges. 

For example, attackers can physically locate on the same cloud server. Directional security scheme is provided 

to show an appropriate security architecture that handles several, not all, challenges in VCs. Investigated the 

brand-new area and design solutions for security challenge discussed above. Many applications are developed 

on VCs. In this work a special application is implemented to analyze and provide security solutions. So these 
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problem is solved by using the third channel operator which enhances the security on cloud application of fraud 

detection on credit card online transaction. 

Extensive work of the security and privacy in VCs will become a complex system and 

need a systematic and synthetic way to implement intelligent transportation systems. As a future work instead of 

One time Password, biometric password can be used. 
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