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ABSTRACT

In recent years, cloud storage service has become a faster profit growth point by providing,a comiparably low
price, scalable, location independent platform for clients’ \data. Becausegeloud, computing environment is
constructed based on open architectures and interfaces it has the‘ability‘te“incorporate multiple internal and/or
external cloud services together to provide high_interoperability. In multiple cloud servers there is a necessity
for maintain availability, scalability, and durability to“the customer’s data_whi€h leads to be replicated on
multiple cloud servers. When cloud servi€e provider stored more data copiesithen the more fees the customers
are charged. To increase the security in cloud servehand to‘maintainithe’data in secure form we are providing
here a secured privacy based data sharing process in‘cloud servers. When user store his data will store directly
in cloud servers for that user ‘mayaface some of the problems,in/Some times he may lost the data in server to
avoid that all the things here we\propesedathe multi sharing copy concept over the cloud servers when user
stores his files infopmation in cloud serverdAnd-hereninsthis when the third party user stores the data in cloud
servers it will divided into multiple copies and that will store after the storing it will be decrypted by the cloud
user and he can changeythe modification in server that will effect in the stored data then user can know that
wheneyver he modify after at'finally usericap’download the file. In this paper, we propose a provable multi copy
data possession (PMDP) scheme, which provides evidence to the customers that all outsourced copies are
actually stored'and remain intact. Moreover, it allows authorized users (i.e., those who have the right to access
the owner's file)'to seamlessly.access the file copies of data stored by the CSP and it supports public verifiability
and also the proposed sehéme is proved to be secure against colluding servers. In the proposed scheme the
verification time is practically independent of the number of file copies.

Keywords: Data Storage, Multiple Data Copies, Integrity, Provable Data Possession, Cloud Server
Provider.

I INTRODUCTION

Cloud storage service has turn into a faster earnings growth point by providing a comparably low price, scalable,
location independent platform for clients’ data or information. As cloud computing environment is constructed

based on unfasten architectures and interface, it has the potential to include multiple domestic and/or peripheral

348 |Page
WWW.ijarse.com




International Journal of Advance Research In Science And Engineering http://www.ijarse.com
IJARSE, Vol. No.3, Issue No.12, December 2014 ISSN-2319-8354(E)

cloud services mutually to provide high interoperability. It was called as a distributed cloud environment as a
multi Cloud or hybrid cloud. A multi cloud allows clients to easily access his/her resources remotely through
interfaces such as Web services. We have some existing tools and technologies for multi cloud like Platform
VM Orchestrator, VMware v Sphere, and Ovirt to help cloud providers construct a distributed cloud storage
platform (DCSP) for managing clients’ data. Still, if such an important platform is weak to security attacks and

it would bring irretrievable losses to the clients.
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Fig 1 Architecture of a cloud storage system including‘control'severs andicontrol storage servers

In this paper we are propose a way of outsourcinggififérmation in cloud servers and that to stored by the admin
who providing the space to the data owner. Inf@eneral whenever user wants to store his data in cloud servers he
has to check the availability of data and store hisyinformation on cloud serverand in some of the times data may
pass or may not pass to the data in some of the data miss caring transactions. \When the data has stored in cloud
server or an out sourcing data base that data will become'automatically an untrusted data. So we may not say it’s
in secure zone or not so the datamewner can lose his controlen his sensitive data. This lack of knowledge gets
the some distractions and formidablethings,in the time of data processing and to make that in secure manner.
This all should work on cloud based on the'prioritymede only in the server and that data will still passing the
information of storing the data in ta'thé cloud servers. We can focus many researches here on the server side
consequential of data transferring infotmation and in its storing process of data transaction. And through that we
are proposed some of newhauditing concepts for the data transaction of implantation process in cloud out

soufcing data engines.

Il ARCHITECTURE DESCRIPTION

We are using the PDP (prevable of data possessions) technique for the validation of data in remote servers and
through this we can get'the some data from the server like Meta data. All the researches has proposed the things
of remote area network of data transaction and it has to pass the different types of cryptographic dimensional
assumptions. In general when we check only the data owner will check the data is it available or any
modification but here in this process we are giving an auditing permission to the third party person to store the
data in cloud servers that with the multiple copies of data modification and t split in different servers at a time.
For the pubic users or third party users verification there must be a key required to verify the data and to modify
it and place in to server after it has been placed in server we have to check that is it available or not and the data

was valid in remote server or not. Mainly our contribution is summarize data transaction and to store it in
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secure manner. Here in this we are proposed a pair based data transaction of implementation this will provides
and exact and unique of identity to the data and its accurate availability in process and it will gives the guarantee
to the user for the protection of the process in cloud server pointer that is CSP. That all the copies of data has to
be store in the cloud server and it will provide the whole thing to the user and the performance check of data in
cloud servers and these copies of data are intact. So only the authorised person or data valid owner can only

check or access the data in the cloud servers and the PDP technique will support the public verification.
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Fig 2 Architecture Description of PDP

Here in this paper we justify that the efficiency of PDP technique:and throughthis'we are analysing the concept
of implementation and the process of transactiongimplementation to modify the user data to get an expected
results from the server for the modification of‘the data and here we are discussedsbout the corrupted data and
the valid data in the server through this weé can know that our data is it in secure place or not and it will give the
re-conformation about the things and the reliabilityhofsthe“server transaction and its manipulation things will
work for the data transforming of files.

In this paper we are considered’the CSP is the most economically it’s may not be a use full storage for the
process of data transformation and its_.implementation of things. But it’s used to store in less amount of data
storage than the required amount of\data needed:and'bysthé contacts of the server and its usage of storage we can
delete the files dndits related data. \In€loud computing model we are find three types of modules here for the
transaction of the data usage and its maintenance in the server. We can see that all three types of process here in
the above diagram and that who can maintain the data we can take an example of an health data application it’s
a government organization application. 4t will be considered as a data owner part of the accessing of each and
every patients details and all his'medical bills we are storing the cloud server. Here in this we have to focus on
the sensitive data transaction of the data warehousing of each and every data and its essentially to apply the
storage purpose data and,madintain in the library data storage information of all the medical and scientific, all the
legal values of data has'to be tore in the server and for the information of interface checkups and its transaction
process workings. The integrity of all the customers data in cloud servers and all the risky data due to it has to
be instruct and it has to store by the reasons whenever the user or data owner in the cloud server pointer who
wants to make the profit and the to pass the things. And it has to maintain the data it has t be store in the server
side as well as it has to hide the information of the data owner and all his personal information which his data

has to be a sensitive data in all this content of cloud stored data.
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111 RELATED WORK

Security in cloud is indispensible. For checking the accessibility and integrity of outsourced data in cloud
storages, researchers have suggested two basic approaches called Provable Data Possession (PDP) and Proofs of
Retrievability (POR).

Ateniese et al. first proposed the PDP model for ensuring control over the files on untrusted storages without
retrieving it. Client maintains constant amount of metadata to verify proof. This PDP approach has also
provided an RSA based scheme for a static case that achieves the 0 communication cost. They also suggested a
publicly verifiable version, which allows client (data owner) as well as anyone other than owner, to challenge
the server for data possession. This property has made immense impact on application ateas of PDP protocol
due to the separation of data owners and the users. However, these strategiés arejinsecure against replay attacks
in dynamic scenarios. Moreover, they do not fit for multi-cloud storage due*to thedloss of homomorphism
property in the verification process. And also he developed a dyaamie'RDP solution‘called Scalable PDP. This
highly efficient and provably secure PDP technique is based/entirely on symmetric key«eryptography without
requiring any bulk encryption. This PDP technique allows eutsoureing® of dynamic data. This supports
operations, such as deletion, block modification and append, However, since it is‘based upon symmetric key
cryptography, it is unsuitable for public (third-party) verification. Also, servers can deceive the owners by using
previous metadata or responses due to the lack of randomness in the challengessFhe numbers of challenges and
updates are limited and fixed in advance @nd users,cannot perform block insertions anywhere.

Erway et al. proposed two Dynamic PDP schemes with a hash“function tree to realize (log n) communication
and computational costs for a n-block file. The basic'scheme, called DPDP-I, keeps the drawback of Scalable
PDP, and in the ‘block less’ ‘scheime, called DPDPII, the data blocks can be leaked by the response of a
challenge, .However, these schemes are‘also fiot.effective fora multi cloud environment because the verification
path of the challenge block cannot be stored completely’in a cloud.

Juels and Kaliski presented a POR §cheme, which depends largely on preprocessing steps that the client
conducts before sendingya file to a \€SP. Unfortunately, these actions prevent any efficient extension for
updating,data.

Shacham and Waters introduced an improved version of this protocol called Compact POR. This protocol uses
homomorphi¢ preperty to aggregate a proof into (1) authenticator value and (t) computation cost for t challenge
blocks, but their'solution could™not prevent the leakage of data blocks in the verification process because of its
static nature.

Wang et al. presentedsa dynamic scheme with (log n) cost by integrating the Compact POR scheme and Merkle
Hash Tree (MHT) into the DPDP. Several POR schemes and models have been recently proposed including.
Bowers et al. introduced a distributed cryptographic system that allows a set of servers to solve the PDP
problem. This structure is based on an integrity-protected error correcting code (IP-ECC), which upgrades the
security and efficiency of existing tools. However, a file must be transformed into distinct segments with the
same length, which are distributed across servers. Therefore, this system is more suitable for RAID rather than

cloud storage.
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IV PROPOSED WORK

In this paper we propose a way of security and an auditing permission to the third party user and the cloud serve
provider but in the existing system we know that whenever the user wants to store his data in cloud server he has
to keep directly without the interaction of the third party user and anyone help. So here in this paper to
overcome that and to maintain the data in safe manner we are proposed a new way of auditing the data. In
existing system if user had stored directly to the server or else in some of the times server may fails when user
storing his data or incase of any error detection and its server low or high of burden it may interrupt when user
uploading his data in cloud servers. So to avoid that and to concentrate on the third party user we are
implemented this paper. And this person has t receive the files or the data fromthe user apd here in this paper
his task is the main task on the work of this project and he has audit share"the data to the €loud servers in to a
different copy of tracks of information in cloud server and here this a best“@ptiengto the user and to this
application also through TPA auditing storing the data is good andfiftheydata was not stored directly it'may not

be good for the user and un secure (Fig 3).
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Fig 3 System Architecture for verification

We are assumed that make Qur @data in secure to store in our space in cloud servers and the out sourced data has
been to integrate the users calculation and with its weighted information. Here in existing system we are keeping
all the data in one place and we are storing in any some other areas but here in this we are keeping all our data in
to number of locations of cloud server points and when ever user wants to receive or he want to get that data he
has to access from the servers and he will get if incase of any server fails from the remaining he will get the
information without any breaking in cloud servers.

Here are implementing the way of protecting data in cloud server even if it was lost by the cloud collapsing we
are making that data in perfect and we are using a simplified comparison algorithm for the protection of data in
cloud server through this we can get the data backup even in some of the times if we lost data. In general

whenever the data in cloud server has lost or the cloud server has collapsed then that we cont get back the data
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from the cloud server points so that is the main drawback of the existing system but here in this application we
are implemented to protect all the data and providing an integrity verification rules in cloud servers and that we

are implemented a way of protection of server.

V PERFORMANCE COOPERATIVE PROVABLE DATA POSSESSION

To increase the security in cloud server and to maintain the data in secure form we are providing here a secured
privacy based data sharing process in cloud servers. When user store his data will store directly in cloud servers
for that user may face some of the problems in some times he may lost the data_in"server to avoid that all the
things here we proposed the multi sharing copy concept over the cloud sefvers whensuser stores his files
information in cloud server. And here in this when the third party user stores the data insloud servers it will
divided into multiple copies and that will store after the storing it willbe decrypted by.the cloud user and he can
change the modification in server that will effect in the stored datafthen‘user can know that whenever he modify
after at finally user can download the file and here we are following few steps to maintainithexdatafand when we
are storing data in cloud server we are not calculating the datayhow.mueh it should required and how much
capacity it will occupied the data cloud servers so maintain all this“information and the remaining space what
was left after the data stored in server for all thisthings wexare maintain an integrity approach for the application
and for the storage of data content in clouddServers. Butihere in this papemwegare maintained everything very
clearly for the security purpose and to mdintain in'safe manner.

After all things and securing operations we are maved forward in‘this project and we are implemented a three
way communication in this page and we are provided seeurity to the user uploaded data with the help of the
third party authenticator here in thisipaper we are provided security of integrity based data sharing mechanisms
for the data sharing in the cloud'servers-because here we are not storing the data in single cloud server but we
are storing the datafin different servers which doesn’t have relation with each other and through this servers only
we are providing'security to the data,owners data and when he is uploaded his data in server that data has been
sent successfully to the TRA then he use to share the data based on the content and the availability of its related
server$ and its configuration, based. Hewis the person mainly auditing the data in the server but yet the
permissionsihad not passed him te change the data or re-modify the user uploaded data. Data owner may not get
the accessing permission until it has stored in the cloud server through the data owner and after TPA has shred
and after the cloud server owner has checked and done validation of the data only user can get the accessing
permission to downlead ©r change or to check the data. Whenever he done modifications in his data it will
automatically updaten the server by the help of the TPA user, Then the user can access the data at any time
whenever he access the data it will collect all the information from all the different cloud servers and that will
appear to the cloud server then he can access it any time so when he done changes in single copy of data it will
reflect in all the servers. That and when the data has checked or updated in the cloud servers that all the related
information and where in which server the data has been changed that all the information will update in each
and every time to the data owner then in that cases he can check and valid his data, so like this way we are
protected the user data in cloud server by using an integrity verification of TPA and transaction of sharing

algorithm.
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VI PERFORMANCE ANALYSIS

In this paper we are proposed a three way of communication path between the data owner, cloud server that is
the third party authenticator. Here in this the TPA is the main user he has to upload all the data in cloud server
point. Here in this application data owner will register his details and he will upload his data or the important
information that all the data files and his information will be send to the TPA he will audit the files and he have
the permission to store in the cloud servers and he only can do.

When after that he will share that data in to number of cloud servers that will be an encryption format that data
will store in the clouds that time the TPA will generate an encryption key for thedfile decryption and that data
will send to the data owner through the TPA and the updated information ofdthe file will be send to the data
owner as well as. After that we can check that all the data or files dataih thenxcloud serversythe cloud server
authenticate have the permission to change and to check about the data and thetinformation what was\updated
by the data owner. Whenever the data has modified in the cloudsServerthat times the user can know that his
information in the clouds has been checked or modified in the'cloud server then he can simply identify the data
whenever someone has checked and any modification was happen in_thegeloud server data then it should be a
protected in the cloud server then data owner can be a free of all'the“troubles and after the data was updated in
cloud server then only the data will appear in_the'data owner side then he can dewnload the files when he
wanted and when he need the data then thatdtime he canicheck his all infarmation” without any distraction and

without data lost from the cloud server we getthisyresults incour application.

VII CONCLUSION

The integrity modification theme "of thiSpapplication is storing the data in un-trusted cloud server in a secure
manner here in this application TRA is the main user.he haS to upload all the data in cloud server point. Here in
this application data owner will registershis details and he will upload his data or the important information that
all the data files and his,information will be send to the TPA he will audit the files and he have the permission to
store inghe cloud servers and he only'¢an do. When after that he will share that data in to number of cloud
servers that will be an encryption format that data will store in the clouds that time the TPA will generate an
encryption key,for the file decryption and that data will send to the data owner through the TPA and the updated
information ofithexfile will be Send to the data owner as well as. Finally we got the exact results from the cloud

server with an exact data without modification our data with security.
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