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ABSTRACT

The rising growth of data communication and electronic transactions oyer the internet'has made security'to become
the most important issue over the network. The widely used algorithms for-public-key cryptosystems areRSA, Diffie-
Hellman key agreement, the digital signature algorithm and systems based on elliptic curve eryptography (ECC).
ECC offer the smallest key size and highest strength per bit compared.tosany other public key cryptosystem, since
there is currently no known sub-exponential time algorithm to solve“the discrete logarithm problem. Smaller key

sizes make them highly suitable for hardware implementatiomon FPGAs.

The main objective of the project is to designand develop the Montgomery Modular Multiplier for ECC
cryptosystem system with optimized design for increasing the‘efficiencyrofythe’system by optimizing the area and
throughput parameters based on FPGA.
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I. INTRODUCTI@N

As the Internet#and other forms of \glectronic communication become more prevalent, electronic security is
becoming increasingly“impertant. Cryptography is used to protect e-mail messages, credit card information, and
corporaté data. One of the mastypopular cryptography systems used on the Internet is Pretty Good Privacy because
it's effective and free.

Cryptography is used for confidentiality, authentication, data integrity, and non-repudiation, which can be divided
into two families: secret-key cryptography and public-key cryptography. Secret-key cryptography which usually has
a relatively compact arehitecture and smaller key size than public-key cryptography is often used to encrypt/decrypt
sensitive information aof documents. Public-key cryptography offers fundamental technology for key agreement,
encryption/decryption (two keys), and digital signatures. In contrast to secret-key cryptography, public-key
cryptography usually has a lower throughput rate and more complicated computation. Modern cryptography
intersects the disciplines of mathematics, computer science, and electrical engineering. Applications of cryptography

include ATM cards, computer passwords, and electronic commerce.
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In recent years the need for secure communication over computer networks has grown significantly, especially with
the widespread use of a possibly transparent medium like Internet for online banking and other forms of e-
commerce. Such applications use public key cryptosystems like RSA and Elliptic Curve Cryptosystem (ECC) [1][2].

Elliptic Curve Cryptosystems are emerging as a hew generation of cryptosystems based on public key cryptography.
They offer the smallest key size and highest strength per bit compared to any other public key cryptosystem, since

there is currently no known sub-exponential time algorithm to solve the discrete lo m problem. Smaller key

sizes make them highly suitable for hardware implementation on FPGAs.

I1. ELLIPTIC CURVE CRYPTOGRAPHY
In 1985, Elliptic Curve Cryptography (ECC) was proposed independ

appropriate choice of AES key size

‘ CC Key size) fRSA Key S ! Key-Size | AES Key Size
Ratio
1:6 n/a
3,072 1:12 128
7,680 1:20 192
4 HZ 15,360 1:30 256
Key sizes in bits. Source: Certicom, NIST

TABLE 1: Comparison of Key sizes
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I11. ENCRYPTION & DECRYPTION

This scheme will be demonstrated using Alice and Bob as sender and receiver of a secret message, respectively.
Typically, the message consists of some large secret number, which is subsequently used by the two parties to open
a conventional secure communication channel. The coordinates of the points on the elliptic curve itself serve as a

pool of numbers to choose from.

3.1  The Encryption Operation

Step 1: Bob chooses a point a on an elliptic curve E over some Zp and an i nd the order of the
abelian group E.
Step 2: Bob computes = z a on the curve and publishes a, B, E, and
Step 3: Suppose Alice wants to send a message to Bob. Alice pi i of E, which
will be her private key.
Step 4: To encrypt a message, Alice looks up Bob’s public key. oint x on the elliptic
curve E. Next, Alice performs the following enerypti
ek(x, k) = (ka, x + kB) = (y1, y2).
The encrypted message is y = (y1, y2); it inglu

3.2 The Decryption Operation
Step 5: Alice sends Bob the enc

dz(yl,y2) =y2 —zyl =(

message. To decryp message, Bob uses the decryption operation:

Point multiplicat P, where k is an integer and P is an point on an elliptic curve E defined over a
field Fqg. Point multip also called scalar multiplication, and it dominates the execution time of elliptic curve
cryptographic schemes. /Fhere are several algorithms for point multiplication over elliptic curve. The Montgomery

point multiplication algorithm used in our work. Block diagram for point multiplier is shown in Fig. 1
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clk — —* ready
reset — ™ —*  x_out [M-1:0]
req — 5 —> y_out [M-1:0]

k [M=1:0] — Point Multiplier

X [M=1:0] —™

y [M=-1:0] —™

FIGURE 1: Block diagram for point
V. HARDWARE AND SOFTWARE IMPLEMENTA

5.1 Software Requirement Specification
e  Operating System: Windows XP with SP.
e  Synthesis Tool: Xilinx 12.2.
e Simulation Tool: Modelsim6.3c.

5.2 Hardware Requirement Specification

e Minimum Intel Pentium,IV Processor
e  Primary memory: 2 GB

Artix-7TFPGA

0

To evaluate the results, encryption and decryption of the message is implemented in VHDL. The key based
information hiding are analyzed, synthesized and simulated with different input patterns. Fig. 2 shows the snapshot
of schematic view of entire code represented in VHDL. It consists of 11 bit data i.e, data (0:10), input of 112 bit i
(0:111), reset input with rst of single bit, clock signal given by clk.
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FIGURE 2: Snapshetsef Schematic of test file

For a 11 bit input data “ODE” and 11 bit key. “6AD” ,\Fig. 3 shows theltiming diagram and encryption and
decryption results. Fig. 4 shows the simulation‘cloek frequeney of 403.177 MHz and time 2.480 nSec and Fig.5

shows the area utilization of 846 slices and 0% of the'device utilization‘for the same 11 bit input data and key size.
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FIGURE 3: Encryption and decryption timing diagram for data and key length M=11 bits
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FIGURE 4: Clock frequency and time forf11 bit'data and key length

Device Utilization Summary (estimated values) | -1
Logic Utilization Lisad Auailable | ytilization
EmEer of Slice Registers 495 126500 E_u!
Mumber of Slice LTS e =1 2%
Mumber of fully used LUT-FF pairs 741 1400 52%
Mumber of bonded IOBs 112 210 53%%
Mumber of BUFG/BUFGCTRLs 1 32 3%

FIGURES: Device utilization fordl bit data and key length

For a 112 bit  input {\ data™ “IbdSbbd5bbd5bbd5bbd5bbd5bbd5”  and 112 bit  key
“deaddeaddeaddeaddeaddeaddeaddead” , Eig. 6 shows the timing diagram and encryption and decryption results.
Fig.7 shows the"stmulation clock frequency of 362.884 MHz and time 2.756 nSec and Fig.8 shows the area

utilization of 5722 slices:and,4% of the device utilization for the same 112 bit input data and key size.
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FIGURE 6 :Encryption and decryption timing diagram for data and key length M=112 bits
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) 4

Device utilization for 112 bit data and key length

VI. SUMMA

Device | Key size
(Bits)

Time Area Usage (%) Encryption Decryption
(MHz) | (11Sec) (slices) time (ms) time (ms)

112 362.884 2.756 5722 4% 3.94 3.96
Atrix-7

11 403.177 2.480 846 0% 4.37 4.40

TABLE 2 : ECC simulation summary of results
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For a key length of 112 bits, the simulation time taken for encryption is 3.94 ms and decryption time is 3.96
ms. While, the clock frequency and time is 362.884 MHz and 2.756 1s.5722 slices of area are utilized
contributing to 6% of the total area on the device.
For a key length of 11 bits, the simulation time taken for encryption is 4.37 ms and decryption time is 4.4
ms. While, the clock frequency and time is 403.177 MHz and 2.48 1s.846 slices of area are utilized
contributing to 0% of the total area on the device.

VII. CONCLUSION AND FUTURE SCOPE

We implemented all our designs on Xilinx Artix-7 device. We used Model Sim simulator an@ the Xilinx{ISE toolset.

Table 6.1 presents our results on the Artix-7 FPGA. No partitioningWas requiredfor 112-bit Montgomery point

multiplier, comfortably fitting well within the FPGA. Hence''we have™“presented an efficient g4echnique for

implementing the Elliptic Curve Cryptographic Scheme on Artix-7 FPGA.

Future enhancement of this work is to accommodate several other.modules, as the“device utilization is very less.

Also the security can also be enhanced by increasing the,key size without compromising on the area and time

constraints.
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