
International Journal of Advance Research In Science And Engineering         http://www.ijarse.com  

IJARSE, Vol. No.3, Issue No.11, November 2014                                               ISSN-2319-8354(E)  

56 | P a g e  

www.ijarse.com 

3D PASSWORD AUTHENTICATION 

Smita Verma
1
,  Roopal Dubey

2 

1,2
UG, Department of Electronics and Communication Engineering, 

Raj Kumar Goel Institute of Technology for Women. Ghaziabad (India) 

 

ABSTRACT 

Providing Authentication to any system leads to offer additional security to that system. There area unit several 

authentication  techniques  area unit on the market, like matter word , Graphical word, etc. However every of this 

one by one having some limitations and drawbacks. To overcome the drawbacks of antecedently existing 

authentication  technique, a replacement improved authentication technique is employed,  This authentication theme 

is termed as 3D password. The 3D password is multi-password and multi-factor authentication system because it 

uses a numerous authentication  techniques like matter word, Graphical word etc.Most significant a part of 3D 

password theme is inclusion of 3D virtual setting. 3D virtual setting is virtual setting that is consisting of real time 

object eventualities. It is not an actual real time surroundings, it’s simply computer program provided to theme that 

appears like same as real surroundings. 

3D Password is safer authentication theme than the other authentication techniques. Additionally this theme is 

difficult to interrupt and simple to use. In this paper we have got introduced our contribution towards 3D password 

to become safer and additional user friendly to users of all classes. This paper conjointly explaining concerning 

what is 3D password? ,operating of 3D password theme. 

I INTRODUCTION   

Authentication is one in the entire foremost necessary international intelligence agency provided to system by the 

various authentication schemes or algorithm. To shield any system authentication should be provided, so solely 

approved persons will have right to use or handle that system and knowledge associated with that system firmly. 

There are several authentication algorithms are offered, some are effective and secure however having some 

disadvantage. Antecedently there are several authentication techniques were introduced like graphical watchword, 

text watchword, identification etc.Usually there are four styles of authentication techniques are offered such as: 

 Knowledge Based: means that what you recognize. Matter word is that best example of this authentication 

theme. 

 Token Based: suggests that what what you have got. This includes credit cards , ATM cards, etc as an 

example. 

 Biometrics: suggests that what you are .includes thumb impression etc. 
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 Recognition Based: means that what you acknowledge .includes graphical countersign, iris recognition, 

face recognition etc. 

Ideally there area unit 2 styles of authentication  themes area unit on the market in line with nature of scheme and 

techniques used, those sorts area unit.  

Recall Based: In this authentication technical school, user have to be compelled to recall or bearing in mind his/her 

parole that is formed before. Data based mostly authentication may be a part of thisystem ,E.g. matter parole 

,graphical parole etc. this system is often used everywhere the globe wherever security required. 

Recognition Based: 

In this user have to be compelled to establish, acknowledge secret created before . Recognition primarily based 

authentication is employed in graphical secret. Typically this system  is not use way primarily based authentication 

is employed in graphical secret. Typically this system is not use way more as recall primarily based is employed 

.still each recall based mostly and recognition based authentication  techniques having some drawbacks and 

limitation after area unit used severally or used single authentication theme at a time. To beat these drawbacks and 

limitations of antecedently existing authentication schemes. We have introduced a replacement authenticationtheme 

that is predicted on antecedently existing schemes. This authentication theme is predicted on combination of 

passwords known as “3D Password” that may be a multifactor theme uses combination of  higher than mentioned 

theme furthermore as biometric and several alternatives schemes.All these schemes area unit enforced in virtual 

objects through that user interacts with. The interaction with  3D atmosphere changes as per user changes.The 3D 

secret is built by observant the actions and interactions of the user and by observant the sequences of such actions. 

 

II AUTHENTICATION 

Authentication could be a method of validatory World Health Organization square measure you to whom you 

claimed to be or a method of characteristics associate in Nursing individual , sometimes supported a username and 

countersign. Human Authentication Techniques square measure as follows: 

 Knowledge Base (What you  know). 

 Token Based (What you have). 

 Biometrics (What you are). 

 Recognition Based(What you  recognise).[1]. 

Computer Authentication Techniques area unit as follows: 

 Matter Passwords (Recall Based) Recall what you have got created before. 

 Graphical Passwords (recall primarily based + 

 Recognition Based) 

 Biometric schemes (fingerprints, voice recognition etc).[1]. 
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III EXISTING AUTHENTICATION SYSTEM DRAWBACKS 

Textual Password : Textual Passwords ought to be simple to remember at a similar time onerous to guess . 

However if a matter password  tough to guess then it’s terribly difficult to remember conjointly. Full word area for 

eight character consisting of each numbers and characters is two *1014. From a research twenty fifth of the 

passwords out of fifteen,000 users will guessed properly by victimization brute force lexicon. 

Graphical Password 

Graphical passwords came as users will recall and acknowledge photos a lot of then words. However most graphical 

passwords square measure vulnerable for shoulder a aquatics attacks, wherever Associate in nursing aggressor will 

observe or record the valid user graphical password by camera. The main weaknes whereasapplying 

biometricmisitsnmeddlesomeness upon a users personnel characteristics. They need special scanning device to 

verify the user that is not acceptable for remote and net users . Good cards are often lost or purloined and also the 

user has to carry the token whenever access needed. 

 

IV PROPOSED SYSTEM 

 

Fig 1: State Diagram[1][2][7][8] 

The projected system may be a multi issue authentication theme which combines the benefits of different 

authentication schemes. This alternative of selection is important as a result of users area unit completely different 

and that they have completely different and that they have completely different needs.so for surety of high user 

acceptability, the user’s freedom of choice is important. 

The Following wants square measure happy in projected scheme: 

 The new theme give secrets that are simple to remember and really trouble some for intruders to guess. 
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 The new theme provides secrets that are not simple to write down on paper . Moreover, the theme secrets 

should be touble some to share with others. 

 The new theme provides secrets that may be simply revoked or modified. 

 

V WORKING OF 3D PASSWORD 

 

 

 

 

 

  

 

  

  

 

 

  

 

  

  

 

  

 

  

Fig 2: Working of 3DPassword 

In 3D password user need to 1
st
 certify with straight forward matter password (i.e.user  ought to offer user user name 

and  password) once authentication undefeated then user moves in 3D virtual atmosphere ,hence forth a laptop with 
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keyboard are going to be seen on screen. On that screen user ought to enter Arcanum(textual).which keep in an  

exceedingly easy document within the variety of encrypted co-ordinates(x1,y1, z1). once with success completion of 

this authentication ,then user mechanically enter into associate in nursing picture gallery,wherever he/she must 

choose multiple purpose in this gallery or he will do some action in this atmosphere like switch button on/off 

perform action related to any object like gap door etc.The sequence within which user has clicked (i.e. choosing 

objects)that sequence of points area unit keep in document within the encrypted kind during this method the 

countersign is ready for that specific user .For choice of points we have used 3D fast hull formula that is predicted 

on biconvex hull formula from style and analysis of algorithms. Next time once user need to access his account then 

he should choose all the item that he has select at the time of making word with correct sequence. If authentication 

productive thenceforth access is given to licensed user.3D countersign operating algorithm program is shown ,which 

can offer the flow sheet for 3D countersign creation and authentication  method. 

 

VI 3D PASSWORD APPLICATION AREAS 

 

1. Vital servers: several organizations square mearsue mistreatment vital servers that square measure 

protected by a matter word. 3D password authentication theme proposes sound replacement for these 

matter passwords. 

2. Banking: most of Indians Banks started 3D password service for security of vendee World Organization 

needs to shop for online or pay online. 

3. Nuclear and Military Facilities: very giant Arcanum area and since it mix 

RECOGNITION+RECALL+TOKENS+BIOMETRIC in one authentication system, it is used for providing 

security to nuclear and military facilities. 

4. Airplanes and Jetfighters: since airplanes and  jetplanes may be abused for faith and political agendas, 

they ought to be protected by a strong  authentication theme. ATMs , desktop and Laptop computer logins , 

Web authentication . 

 

VII CONCLUSION AND FUTURE WORK 

Currently on the market schemes embody matter secret and graphical secret. But each square measure at risk of 

bound attacks. Moreover ,there square measure several authentication schemes that square measure presently 

beneath study and that they might need of certain time and energy to be applicable for business use. It is the user’s 

selection and call to construct the specified and most popular 3D password . The 3D password continues to be new 

and in its early stages. Designing varied forms of 3D virtual environments,preferring word and deciphering user 

feedback and expertises from such environment can in enhancing and rising the user experience of the 3D password. 

Gathering attackers from completely different background and attack created by them and the way to beat them is 

main future work.shoulder water sport attacks area unit still potential therefore the way to overcome that is field of 
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analysis and development . Inclusion of bioscience leads to increasing price and hardware in theme , to cut back this 

can be still field  of analysis. So 3D password may be utilize in several application spaces as mentioned earlier and 

conjointly more area apart from those therefore this paper tells regarding our study regarding 3D password, still it is 

in early stage.Future work is required in 3D password theme to develop this theme up to additional secure level. 

Implementing 3D password  for mobile telephone is that the another necessary future work of this paper and 

conjointly our project too. 
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