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ABSTRACT

In this paper we describe some of the recent research going on in thedfield of cryptography and network
security. Discussion of these research papers emphasizes the security vulnerabilities of g€xistent as well as new
technologies in the field of Computer Networks. We classify the researeh topics based en their implementation
across the seven layers of the familiar OSI reference modelf and group“the papers together based on their
content. The main motivation behind each research paper is\explained andgthe proposed selution is stated
briefly, in light of brevity.
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I INTRODUCTION

We are living in the information age where informationyneeds to be kept about every aspect of our lives. This
information can be thought of\@san asset, and like every.other asset, this information needs to be secured from
attacks. To be secured, informationneedsyto be hidden from unauthorized access (confidentiality), protected
from unauthorized change (integrity), and availablexte.an.authorized entry when it is needed (availability). Thus,

confidentiality, integrity and availability/can be termegd as the three most important security goals.

Computefs have undoubtedly become ubiquitous in today’s world and as a result, most of this information is
made eleetronic. Furthermore,\with the advent of the internet, this information is now distributed. Authorized
users can<now, send and retrieve)information from a distance using computer networks. Although the three
aforementioned security goals=eonfidentiality, integrity and availability- still remain of prime importance, they
now have some new dimensions. Not only do the computers containing the data need to be secure, the network

also needs to be equally secure.

Network security consists of the provisions and policies adopted by a network administrator to prevent and
monitor unauthorized access, misuse, modification, or denial of a computer network and network-accessible
resources. Cryptography constitutes an important technique in Network Security. Cryptography is a term used to
refer to the science and art of transforming messages to make them secure and immune to attacks. Cryptography
involves three distinct mechanisms: Symmetric-Key Encipherment, Asymmetric-Key Encipherment, and
Hashing. Symmetric-Key Encipherment uses a single secret key for both encryption and decryption whereas
Asymmetric-Key Encipherment uses two keys: one public key and one private key. The sender encrypts the data
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using the public key and the receiver decrypts the message using a private key. In Hashing, a fixed-length
message digest is created out of a variable-length message, and both the message and digest are transmitted

which ensures data integrity.

Although numerous techniques have been developed to ensure security, threats to the network never cease to
exist. Consequently, a plethora of research is being carried out in the domain of Network Security. The need to
document these researches in an orderly fashion is evident. This paper presents some of the important research

papers recently published in the domain of Network Security.

Il LITERATURE SURVEY

Shouhuai Xu et. al.[1] proposed new complex systems that can be developed by, exploiting trust based social
networks (such as Facebook) to store protected data in a distributedymanner, using thfeshold cryptography, to

develop certain functional qualities.

Lo-Yao Yeh et. al.[2] discuss peer to peer online social networks, that.ares€urrently, vulnerable without a solid
batch authentication method. Three new protocols are proposed;“including one“way hash function, proxy
encryption, and certificates as underlying cryptosystems. These have lower computational cost than the standard

methods.

Ralf Kusters et. al.[3] discuss the problem of establishing a'standard framework of cryptographic verification of
Java and Java like programs which are still open. The noninterference properties of Java like programs can be
used to provide cryptographic guarantees; in particular, computdtional in distinguishability, using simulation
based security. This is achieved'using‘a neWwsextended language called Jinja+ , which extends from Jinja. Jinja

provides major Java/functionality. It is usedfto providesthe framework for cryptographic verification required.

Idoia Aguirre et. al'f4] explain a typical scenario in any corporate network where the network security analysts
independently decide on appropriate measures to respond to security alerts. This paper proposes a framework
for/Security, information and.event managers (SIEMs) of different domains to collaboratively make decisions in
response to security threats which improves security aspects of the corporate network and at the same time

significantly reducing the warkload.

Mai Abdelhakim et. ali[5] discuss Byzantine fault tolerance which is a subfield of fault tolerance inspired by the
famous two generals’ problem where a small fault in the initial stages can burgeon into a more complex and
complicated problem. The proposed solution in this paper is the g-out-of-m rule which is popular in distributed
detection and can achieve a good tradeoff between miss detection probability and false alarm rate in a computer
network, which works as such: 'm' random sensors are polled, and if 'q' of them report 1, then the system reports
the target as present. However, this scheme is unfeasible for large networks due to high computational
complexity; therefore, this paper presents a linear g-out-of-m scheme that can be easily applied to large
networks. The paper also proposes an effective malicious node detection scheme and provides simulation

examples to illustrate the performance of proposed approaches.
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Geetha et. al.[6] discuss Mobile Agent which is a program that moves from host to host performing a specific
task. Trust and Reputation Management is a reputation based system where each host has a trust and reputation
index. A secure path can be established using TRM for Mobile Agents, allowing several standard attacks to be

avoided and networking with remote hosts to be safe and secure.

Jesus Tellez Isaac et. al.[7] explain about the proliferation of mobile systems being used for payments has paved
way to expose certain security vulnerabilities. Money transfer can take place through mobile phones via SMS,
GPRS, RFID etc and are faced with certain security issues. One of the main issues is that the keys generated by
the public-key cryptography technique are too large and augments to the overhead. A'new type of cryptography
is introduced, Elliptic Curve Cryptography (ECC), which help circumvent this“particular, problem. The paper
discusses another persistent problem which is restricted internet connectivity, wherein theymerchant has no
internet access at the time of payment which exposes the system to security threats. The paper concludes by
pointing out that m-payment user and m-payment transactions will{see an explosive growth in the upcoming

years and security in these m-transactions will remain a paramount issue.

Kui Ren et. al.[8] explain how the data stored in the cloud is extremely vulnerable and needs to be encrypted.
However, efficient searching and utilizing the dataswhich is encrypted poses a big/ problem. The proposed
solutions include searchable encryption technigues where users with apprpriate tokens can search through data
without decrypting it first and thus significantly reducing overhead. The_paper then explains how some
problems still persist in the techniques of secure multi<keyword'semantic’Search, secure query, and search in
non-textual data such as graphs. Another daunting vulnerability is that the integrity and availability of data in
the cloud is not guaranteed. Thespaper concludes by stating that much work needs to be done for a trustworthy

public cloud environment to become-a reality.

Sakir Sezer et. dl.[9] discuss the\coneépt of Software Defined Networking which is a new approach to
designing, building.and,managing networks. It separates the network’s control (brains) and forwarding (muscle)
planes te’make it easier topoptimize each. In this environment, a Controller acts as the “brains,” providing an
abstract, eentralized view of the overall network. Through the Controller, network administrators can quickly
and easilycmake and push out'decisions on how the underlying systems (switches, routers) of the forwarding
plane will handlethe trafficfThe paper agrees that SDN is capable of supporting the dynamic nature of future
network functions<and, intelligent applications while lowering operating costs through simplified hardware,
software, and management. However, many challenges in the area of performance, scalability, security, and

interoperability need to be overcome.

Salah k et. al.[10] proposes and analyzes a general cloud-based security overlay network that can be used as a
transparent overlay network to provide services such as intrusion detection systems, antivirus and antispam
software, and distributed denial-of-service prevention. The paper analyzes each of these in-cloud security

services in terms of resiliency, effectiveness, performance, flexibility, control, and cost.
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Yu Zhang et. al. [11] discuss bout the authenticity of nodes in an ad hoc network which cannot be guaranteed.
Hackers misuse this fact and simulate an active node in the network to carry out malicious activities. An audit
based technique is proposed. Nodes which continuously or selectively drop packets are termed misbehaving and
this mechanism enables to detect and isolate these misbehaving nodes in a wireless ad hoc network. The paper
bolsters its proposed solution by explaining that this technique does not require cumbersome acknowledgement

schemes and works well even with encrypted traffic.

Jie Yang et. al. [12] discusses the spoofing attacks in computer networks which have become very common and
requires a robust algorithm to detect and localize such attackers. Identity of afmode can be verified by
cryptographic techniques and digital signatures but it incurs a significant ameunt of overload. The proposed
solution for this is using the technique of special correlation of received signal strength (RS3S)ito detect spoofing
attacks. The paper also proposes cluster based mechanisms to determine the number. ofsattackers which further
uses Support Vector Machines (SVM) to locate the attackers.

Shiyu Ji et. al. [13] discusses about the wormhole attacks that\are most dangerous as they:are independent of
MAC protocols and immune to cryptography. Two or more colluding attackers record packets at one location,
and tunnel them to another location for a reply at _thatsremote location. This interferes with RIP in the network
and poses a fake shortest path to the attacker and the packets are forwarded there.#A more complex and robust

technique Intrusion Detection is proposedo-detect such attacks.

Mohammed et. al. [14] propose stimulating node coaperation, regulate packet transmission, and enforce fairness
using a report based payment{seheme for multihop wirelessynetworks. Instead of receipts, lightweight payment
reports are submitted to the accounting,center and undenpiable security tokens are stored in the form of

"Evidences”, so any node suspected of cheating can,be asked to submit its "evidence™ to verify its authenticity.

Udi Ben-Porat’et-“al. [15] discusses Distributed Derfial of Service attacks that degrade server performance of not
only the host but of everyiclient by repeatedly transmitting trivial packets across the network. The study on one
of thé most common data structures In"Network Systems (Hash Tables), attempts to establish effective
protection mechanisms againsttDDoS attacks. This study also contrasts Open vs Closed hashing from a security

perspective.

Nayot et. al. [16] discusses the quantification of the overall security of a network. For this, the measure of
individual components must be composed in relation to one another. Attack graphs are used for this purpose and
can be formulated to determine vulnerabilities in networks. However, models like attack graphs are inadequate
when come to measuring the causal dependencies between network states. This paper thus introduces the
concept of Bayesian Attach Graphs. Bayesian graphs are directed acyclic graphs with random variables as nodes
and edges as conditional dependencies. The paper then proposes a risk management framework using Bayesian

Attack Graphs which enables a network administrator to quantify the security level in a deployed network.
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Walter Cerroni et. al. [17] explain the recently formulated HTTPS protocol which increases the security aspect
of the older HTTP protocol by adding another authentication layer in the form of TLS encryption between
HTTP and TCP. The use of digital certificates in electronic communication makes it seem completely secure.
This paper explains how an attacker can intercept data transfer by using the techniques of ARP poisoning. The
ARP protocol as you may recall, helps in determining the physical address of a node when the logical address is
known. Deliberately providing a faulty physical address for a logical address for malicious intentions is what is
known as ARP spoofing. The paper then provides a simple but pragmatic example how an attacker can possibly

intercept data flow from an otherwise secure connection.

Ahmed et. al. [18] discusses the Digital TV band insecurity against Primary User Emulation Attacks. An AES
encryption standard can be implemented to further secure it. By allowing a shared secret between the sender and
receiver, the sync bits of DTV data frames can be used to regenerate the sender signal‘to identify authorized
users, thus stopping PUE attacks. It can also detect a malicious presénce, whether the primary user is present or

not.

Guilin Wang et. al. [19] discusses Single Sign On protocol which enables a“user. with single credential to be
authenticated by multiple service providers in a distributed network. This paper explains the Chang-Lee SSO
scheme which was assumed to be completély secure and exposes certain fadlacies in the scheme. The
impersonation attacks may occur in maidly two ways. Firstly, a malicious Service provider may use user’s
credentials to gain access to his account on othenlegitimate Service.providers. Lastly, an outsider without
credentials may enjoy services freely by impersonating alegal user. The paper then concludes by proposing the
use of verifiable encryption ofiRSA signatures proposed by Atenigse in order to make Chang-Lee scheme more

robust.

Yossi et. al. [20]degins by discrediting a’‘commonly believed notion that the internet is vulnerable only to man-
in-the-middle”attacks and various security measures and protocols have been developed to curb this issue is
sufficient’to enforce security. A lesser Known fact is that the internet is also vulnerable to off path hackers who
canpot interject or eavesdrap on packets but can spoof being the host and inject faulty packets into the traffic
flow. These so called off path hacker’s function mainly in two ways. The first one is termed DNS cache
poisoning. Here, the current €hallenge-response mechanism is inadequate in providing security. The familiar
NAT also has certain leopholes which can be misused by keen hackers. The second one is termed TCP injection
where the off-path hacker can observe the IP and port addresses and the sequence number in the TCP packet and
can easily inject faulty packets in the otherwise genuine stream. The paper concludes by recommending

deployment of Cryptographic techniques besides the existing to prevent such off-path hackers.

Stainslaw et. al. [21] discusses A Group Key Agreement cryptographic method by which an entire network can
share a single secret key regardless of network/node failures. A GKA can either be flexible but not efficient or
efficient but not robust, but new methodologies allow for a fault tolerant GKA to send logarithmic sized

messages.
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Andrew et. al. [22] discusses about the Authenticated Key Exchange, such as Diffe-Hellman Key Exchange,
require both security and privacy. Advantages such as forward deniability, session transcripts that can be
generated from DH exponents and non-traceability of the peer involved in message and key exchange are

required by Privacy Preserving Authenticated Key Exchange.

Ning Cai et. al. [23] proposes wiretap networks which is a relatively new model. Using the concepts of network
coding, the nodes in a network can encrypt the received information from the input links which maximizes
security. The Wiretap Network incorporates this concept of network coding with information security. This
model includes secret key sharing in classic cryptographic techniques. The construction of secure linear
networks is proposed which can be formulated by satisfying the graph-thegrétic condition. The paper then
discusses several traditional approaches to cryptography in a wiretap network,and proposes,a rWN, where r

subnet wiretap users can legally access the encrypted information.

Takao et. al. [24] discusses about Wolves and Lambs who are those users of biometrics who inteftionally or
accidentally trigger false positives respectively. A fusion algorithm to prevent wolves and lambs from tampering

with biometrics is implemented, using minimum log likelihood ratio based sequential fusionscheme.

Lane Harrison et. al. [25] explain the importanee of the cancept of visualization mot only in representing the
prodigious data but also for analysis, spegifically network analysis. Several state-of-the-art visualization tools
are examined and neatly presented which can perform effectivesanalysis ofsthe security aspects of the network.
The paper concludes by explaining how these visualization techniques possess valuable characteristics which

are not present in other techniques.

Fan Zhang et. al. [26] discusses WILAN systemsywhich offer shared medium for several nodes to communicate;
even encrypted data on a wifi netwark issusceptible to packet analysis. Traffic Demultiplexing is a new method
by which thestraffic is,shaped to prevent analysis, Using the MAC virtualization layer, without any noticeable

performance degradation or overhead.

Daniele“et. al. [27] discusses.about the Real network flows that are an invaluable resource to the research
community, ‘including applications like network traffic simulation, etc. Obfuscation of sensitive data involves
anonymizing the‘data, involved-in the flow so as to ensure that certain attacks cannot be exercised against the

flow itself.

Andrey et. al. [28] describes the dilemma faced by the security analysts when they are largely unaware of the
motive of the attackers. The defensive mechanism could include considerably fortifying the most valuable nodes
and leaving other nodes vulnerable or to fortify all the nodes but not achieve a great degree of security. The
paper proposes a solution where the rival’s strategies can be carefully analyzed and an appropriate defence

mechanism could be incorporated.
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111 CONCLUSION

As the relevance and importance of privacy of data is continuously increasing, the importance of network
security and cryptography is increasing parallely. Providing Network Security is never an absolute process, but

rather an iterative one. Hence, Network Security and Cryptography are on the cutting edge of research today.
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