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ABSTARCT

Iris recognitiontechniquesare very known to security and authentication in various fields . tésognition
technique is used in offices, AgMhospitals. In this papeithe variousfields whereiris techniquase used can

be discussed
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| INTRODUCTION

Biometrics is a technique which provides a secure method for authentication“and identification, as they are
difficult to duplicate and steal. If biometrics is usedgingeombination with something|you know, then this gives
two-factor authentication. Two-factor authenti€ation requires both components before a user is able to access
anythingTo aut hent i c a tgethesionetacridenificdion utilises @hysiological and behavioural
characteristic. Some common physical characteristies that may bepused fof identification include fingerprints,
palm prints, retinal patterns, hand geometry, fingerprints, palm prints, and iris patterns. Behavioural
characteristics include signature;, keystroke dynamics andwoice, pattern. In biometric system, the biometric
information firstly captured and then stored , and then matehing will be done between scanned biometric and
stored biometric information .Irises are one of thesmore accurate physiological characteristics that can be used

among all the various physical characteristics.
Il IRIS RECOGNITION PROCESS

2.1Capturing the image
2.2Defining the localisation and optimisation of the image

2.3 Storingyand matching the image.

Il SYSTEM USAGE

Enrolment in an iris recognition system is normally quite fast. The actual capturing and matching of the image,
administrative requirements and training of the subject can usually be accomplished in few minutes. Subjects
who wear glasses should remove their glasses during the initial enrolment in a recognition system to ensure that
the best image is captured without any reflection from the lenses in the glasses. Contact lenses do not need to be
removed have no reflections to impede the initial scan. After the initial enrolment most users are able to go

through subsequent scanning without any additional instruction or assistance. No problems will occur those

9|Page
WWw.ijarse.com




International Journal of Advance Research In Science And Engineering http://www.ijarse.com
IJARSE, Vol. No.3, Issue No.10, October 2014 ISSN-2319-8354(E)

wear glasses or coloured contact lenses pose for after the initialenrolment. Note that the same eye used during

enrolment must be used during subsequent comparisons.
IV ADVANTAGES OF IRIS RECOGNITION TECHNOLOGY

The physiological properties playsaimportant role of irises to using them as a method ofauthentication. The
morphogenesis of the iris that occurs during the seventh month of gestation results in the uniqueness of the iris
even if theyare twins By t he bodyds o wn hesepatterasmemanmstable throughbue lifet
The randomness in irises makes them very difficult to shaping and hence imitate the actual person. There are
somebenefits, iris-scanning technology is not very intrusive so, no direct contactgbetween the subject and the
camera technology. It is non-invasive, so there is no use of any laser technology, simple video technology. The
user actually engages the camera to record the image it. I t d oamysdifficulty igenrellng people that

wear power glasses or contact lenses. For the high reliability system for authentication, the major benefit of

scanning technology is correctness and have low error rate .

V DISADVANTAGES OF IRIS RECOGNITION TECHNOLOGY
As with any technology there are challenges with iris recognition.“Fhe iris has & very small organ from a
distance fir the scanning purpose. It is a movinggtarget and can be obscured by objgcts such as the eyelid and

eyelashes. who are blind or have cataracts can'@lso pose achallenge to iris‘feeognition, to read the iris pattern.

VI IRIS RECOGNITION PRODUCTS

Iridian Technologies,Switzerland , NJ and Genevaholds the exclusive US.. Iridian then license these processes
to other companies who undertake Systemsdevelopment “and ‘integration with iris recognition. There are a
number of companies currently using the Irfidian technology to produce systems. These include Iridian
themselves in conjunction with LG, Electronics and Panasonic, and EyeTicket Corporation. These products
cover the area$ of‘physical access, information security and the requirement for an authentication server to store

the iris reeords.

VIl APPLICATIONS OF IRIS RECOGNITION TECHNOLOGY

The most obvious,use of iriSarecognition technology is within the computing environment. There is a lot of

val uabl e »data stored on a ¢ o mp aenngtlosk withe tusermamekanda n d

password is the most'ecammon method of authentication today. If a username and password is stolen then this
gives the thief al |l of t hat personf6s access
competitive environment. By the implementing an iris recognition system to authenticate users on the network

means that there are no passwords to steal and no tokens misplaced. Users are only able to access the systems

ed t

privi

they have privil eg ef§icultfa soracone te duglicata an @is for uthenticatic.rMany d i

technologies which helps to access the file , directory file and web access and key access of file for encryption
and decryption but it can't give security to the log in system. In a network environment, a match is found then
the userb6s access privil #gssem may be cqnfegwes & dnatch thec lie

template to the stored template . In other implementations, after a match is found, the server returns a username
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and password to the client, which then transmits this information to the network server to allow access to the
systems the user has privileges to. Enterprise applications are also being worked on in the areas of healthcare
applications for medical records protection, and brokerage transactions, e-commerce,insurance .Another area
iris recognition is useful with is physical security to data centres or computerrooms. Authenticated people have
their data of iris stored in the database. If there is a scanner placed on the door then the entry will give to those
people whose entry will match with stored database. This system help to solve the problem which can occur
when we use swapping of card .Some system will work on enteringthe data manually for match. This gives
robustness to the process where it can daily use. Swipe cards are also easily misplaced. Iris recognition is also
being utilised or considered in other areas of daily life. ATMs are a major area whére“igis recognition is being
used. The use of this technology with ATMs means that customers can discardheir plastic cards and PINs thus
removing the possibility of having cards and/or PINs has been misplaced. The banking industry is also involved
in looking at implementing the technology in over the counter transactions with customers. This would reduce
the requirement for customers to produce identification, bank bogks; @aécount numbers etc. and would result in
faster transaction times that leave the bank teller with more time to concentrate on the levelef senvice provided

to the customer.

VIl TRANSPORT INDUSTRY
Generic biometric applications, there argfat least five different modesgin™which automated personal
identificationon by iris recognition isused at aifports:
6.1 If they have been enrolled in a preapproveddiris database then international arriving passengers can
clear Immigration control at iris-automated gatesywithout passport or other identity assertion.
6.2 If enrolled in an iris\database following backgroundg€hecks then departing passengers can receive
expedited security screening and chéek-in as low-risk travellers.
6.3 To the seefire air-side Airline crew'members use iris recognition for controlled accessed.
6.4 Airpofts.iemployees gain access to restricted areas suchas baggage handling maintenance facilities.
6.5 Arriving passengers may be‘screened against a watch-list database recording the irises of persons

deemed dangerous, or of expellees’excluded from entering a country.[2]

IX AUTOMATIC TELLERMACHINE

Iris recognition is.alse, being utilised or considered in many areas of daily life. Where iris recognition is being
trialled by major area‘are’ ATMs. The use of this technology with ATMs means that customers can have option
of discard their card”in case of pin is misplaced. The banking industry is also involved in looking at the
technology in over the counter transactions with customers. This would reduce the requirement for customers to
produce identification, bank books, account numbers etc. and would result in faster transaction times that leaves
the bank teller with more time to concentrate on the level of service provided to the customer. By the adopting
the technique of iris recognition in the banking and financial sector , the cutting costs and making processes
more efficient and manner way due to its robustness .. The use of Biometric ATM's based on iris recognition
technology has gone a long way in improving customer service by providing a safe and paperless banking

environment. Iris recognition technology captures the intricate iris patterns with the help of an iris scanning
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device. This data then converted into digitalized template and stored in a database for future reference along
with some other parameters like name and address. Iris data is more reliable and durable because the iris is
covered by a protective sheath which protects it from damaged. This durability iris recognition system only a
single enrolment requires for durability of iris recognition system . Other technologies are subjected to wear
and tear due to the nature of the work environment which requires repeated enrolment. A customer survey
carried out by a leading bank in the United States found that 98 percent of the bank's customer found the new
technology easy to use describing it in glowing terms such as "great, cool, impressive, fast and user friendly.
The system used iris scanners and image processing technology to capture and then matching with the data
available on file for identification purposes. Most of the bank's new customers found the new technology the

main reason for switching to the bank. How the customers wanted to see more biometric ATM's across the

town to better the retail experience and give it an edge over other banks in the industry.

X REPLACING ID CARDS FOR STUDENTS

In Ryhope, England, the Venerable Bede School uses iris recagnition in lieu of ID cards{fonitséStudents.65 In
the fall of 2003, the school implemented Impact from thetSecottishi€ompany CRB Solutions. The system
integrates an iris recognition camera into a cashless catering system so that students are identified, and
automatically charged to an account accordinggto their meal . The cashless system'puts all students on equal
financial ground by not revealing which stGdents are receiving subsidizedmeals. The iris recognition devices
are also employed to allow students to borrow: library /ooeks.and to restrict access to certain areas in the
school.[5]

Xl E- COMMERCE
One of their systems would be used as a“card-less, Internet’ payment system. Based on OKi's patented chip-to-

chip value transfertechnology, the new system enhances security by using the iris to confirm a person's identity.

Xl HEALTH DEPARTMENT

Healthcare prof esisional s wh o use el ectronic reco
accessed. Biometric allows the'physician to do this easily. The records only accessible to someone who is
identified via thumb, print, ieis print, hand print. By whom and when a record can be kept for accessed the files
and it can be ensured that the person authorised will see the records. If they do not, the appropriate authorities
can be notified that sameone without authorization is trying to access secure data. Now days and age of the

almost instant exchange of electronic information, it would be easy to able to send a patient’s record from their

doctor from the one countryt o t he ot her , wh er eure tbbtuethatGhe @ata \Wwasisscurelymo v e d

sent without any loss. Again, biometrics can be used at both sides of such a transfer to make sure that the only
people who see it are the healthcare professionals to whom authorization has been given. The problem of the
privacy of your electronic healthcare records, there is, yet equally important issue of making sure of the identity
ofapatient A pati ent 6ds r anpterdoes centbeadangeud if theiwtorg medication is given.
Biometrics gives a way to match a patient with the medical report with no error. It can be ensured that you do

not get to medication meant for the patient in the next bed, to which you have a severe disease. Even the
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persistent problem of sending a baby home with
physical characteristics can be matched with certainty.In this economy, those in the healthcare industry have
realized that the money needed to invest in biometric technology is outweighed by the money they will lose to
fraud, the consequences of mistakes and fraud prevention that could have been prevented if they were using the

technology. This technology changes the look of healthcare security rapidly.

Xl CONCLUSION

The need for secure methods of authentication is becoming increasingly important in the corporate world today.
The uniqueness of the iris and low probability of a false acceptance or false rejection all contribute to the
benefits of using iris recognition technology. It provides an accurate and secureé method of authenticating users

onto company systems, is a non-intrusive method and has the speed requiréd toyminimise user,frustration when

accessing company systems. If a two-factor authentication system_is implemented, ¥s er s don ot
about remembering passwords and system administrators no needsto'worry about the never-ending problem of
users disclosing the passwords . orpasswords which can be solved easily. For exampletirisSiecoghition with a

card, then the authentication increases and provides another partito protectiensforithe company.
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